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*** Next change ***
[bookmark: _Toc533172291]8.2.25	Security mode command
[bookmark: _Toc533172292]8.2.25.1	Message definition
The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.25.1.1.
Message type:	SECURITY MODE COMMAND
Significance:	dual
Direction:		network to UE
Table 8.2.25.1.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type
9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
9.11.3.34
	M
	V
	1

	
	ngKSI
	NAS key set identifier
9.11.3.32
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability
9.11.3.54
	M
	LV
	3-9

	E-
	IMEISV request
	IMEISV request
9.11.3.28
	O
	TV
	1

	57
	Selected EPS NAS security algorithms
	EPS NAS security algorithms
9.11.3.25
	O
	TV
	2

	36
	Additional 5G security information
	Additional 5G security information
9.11.3.12
	O
	TLV
	3

	78
	EAP message
	EAP message
9.11.2.2
	O
	TLV-E
	7-1503

	38
	ABBA
	ABBA
9.11.3.10
	O
	TLV
	4-n

	19
	Replayed S1 UE security capabilities
	S1 UE security capability
9.11.3.48A
	O
	TLV
	4-7



[bookmark: _Toc533172293]8.2.25.2	IMEISV request
The AMF may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.
[bookmark: _Toc533172294]8.2.25.3	Void
[bookmark: _Toc533172295][bookmark: _GoBack]8.2.25.4	Selected EPS NAS security algorithms
This IE shall be included if the AMF supports N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.
[bookmark: _Toc533172296]8.2.25.5	Additional 5G security information
The network shall include this IE if:
a)	the network needs to provide the UE with horizontal derivation parameter; or
b)	the initial NAS message (i.e. REGISTRATION REQUEST or SERVICE REQUEST) does not successfully pass the integrity check at the AMF (see subclause 5.4.2.2).
[bookmark: _Toc533172297]8.2.25.6	EAP message
This IE is included when the EAP Success message is sent as part of the EAP based primary authentication and key agreement procedure, as specified in subclause 5.4.1.2.
[bookmark: _Toc533172298]8.2.25.7	ABBA
This IE shall be included if the message contains an EAP message IE with an EAP-success message.
[bookmark: _Toc533172299]8.2.25.8	Replayed S1 UE security capabilities
This IE shall be included if the Selected EPS NAS security algorithms information element is included.
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