3GPP TSG CT WG1 Meeting 114
TDoc C1-190064
Bratislava, Slovakia, 21-25 January 2019
Title:
LS on securing warning messages in ePWS
Release:
Rel-16
Work Item:
ePWS
Source:
CT1
To:
SA3
Contact person:
Ivo Sedlacek

ivo dot sedlacek at ericsson dot com
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org
1
Overall description
Enhanced public warning system (ePWS) can be used to trigger IoT UEs receiving a warning message to perform a UE implementation-specific action e.g. shut down of machinery or triggering of a building alarm system.
Such UE implementation-specific actions can be very costly and can even result into loss of lifes.

If such UE implementation-specific actions can be triggered by attacker, this would generate badwill for 3GPP network operators and 3GPP itself.
For the current PWS system, it was decided (due to reasons mentioned in 3GPP TR 33.969) to not have solution for protection of PWS messages. Thus, an attacker could in theory attract UEs to a false base station and send them a false warning message triggering the IoT UEs to perform such UE implementation-specific action.
2
Actions
To SA3:
ACTION: 
CT1 would like to ask SA3 to consider specifying a solution enabling particularly IoT UEs to detect whether a received warning message was sent by authorized sender and that the received warning message was not modified while in transit to the UE.
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Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 115
23 February - 1 March 2019
Montreal, Canada
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8 - 12 April 2019
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