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1. Introduction
The purpose of this pCR is to introduce a new subclause 306.5 and some of its subclauses covering Confidentiality and Integrity protection of sensitive XML content. Its parent subclause is 3GPP TS 24.282 subclause 6.5.
The parent subclause can mainly be re-used when the IWF is acting as an MCData server, except that the IWF will terminate any confidentiality and  integrity protection for messages towards users homed in the IWF because forwarding towards and end user on the LMR side is out of scope.
2. Reason for Change
Clarify scope of behaviour of an IWF acting as an MCData Server in the case of XML content copying and forwarding.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.883 v0.5.1.
Update references and subclause numbering. Inserted references to subclauses are set to either the parent specification or the current document as appropriate. Modify wording of relevant clauses to remove description of MCData client behaviour and replace reference to MCData server by IWF where appropriate. Modify so that IWF will terminate confidentiality and integrity protection in the case of messages originating from, or intended for, users homed in the IWF, and will make certain confidentiality and integrity protection decisions locally rather than indicated being indicated by a client on the LMR side.
* * * First Change * * * *

306.5
Confidentiality and Integrity Protection of sensitive XML content

306.5.1
General

306.5.1.1
Applicability and exclusions

The procedures in subclause 306.5 apply in general to all procedures described in subclause 309, subclause 312 and subclause 313 with the exception that the confidentiality and integrity protection procedures for the registration and service authorisation procedures are described in subclause 307.

Editor’s Note:
The references to the subclauses will need to reviewed depending on which subclauses are included in the current document from the parent specification 3GPP TS 24.282 [82] 
* * * Next Change * * * *

306.5.1.2
Performing XML content encryption

Whenever the IWF includes XML elements or attributes pertaining to the data specified in subclause 304.6 in SIP requests or SIP responses, the IWF shall perform the procedures in subclause 306.5.2.3.2, with the exception that when the MCData server receives a SIP request with XML elements or attributes in an MIME body that need to be copied from the incoming SIP request to an outgoing SIP request without modification, the MCData server shall perform the procedures specified in subclause 306.5.2.5.
NOTE:
The procedures in subclause 306.5.2.3.2 first determine (by referring to configuration) if confidentiality protection is enabled and then call the necessary procedures to encrypt the contents of the XML elements if confidentiality protection is enabled.

306.5.1.3
Performing integrity protection on an XML body

The IWF shall perform the procedures in subclause 306.5.3.3.2 just prior to sending a SIP request or SIP response.

NOTE:
The procedures in subclause 306.5.3.3.2 first determine if integrity protection of XML MIME bodies is required and then calls the necessary procedures to integrity protect each XML MIME body if integrity protection is required. Each XML MIME body has its own signature.

* * * Next Change * * * *

306.5.2
Confidentiality Protection

306.5.2.2
Keys used in confidentiality protection procedures

Confidentiality protection uses an XPK to encrypt the data which (depending on who is the sender and who is the receiver of the encrypted information) can be a CSK or an SPK as specified in subclause 304.6. In the case of an IWF as a server sending or receiving to another server this key will be an SPK. An SPK-ID is used to key the SPK. It is assumed that before the procedures in this subclause are called, the SPK/SPK-ID are available on the sender and recipient of the encrypted content as described in 3GPP TS 24.282 [82] subclause 4.6.

The procedures in subclause 306.5.2.3 and 3GPP TS 24.282 [82] subclause 6.5.2.4 are used with an XPK equal to the SPK and a XPK-ID equal to the SPK-ID when the IWF sends confidentiality protected content to an MCData server.
Editor’s Note:
It is believed that the IWF will always use an SPK when applying confidentiality protection for communication with other MCData servers, including the case when it is originating a message on behalf of a user homed in the IWF. If this is not the case then this subclause will require re-wording.
306.5.2.3
Procedures for sending confidentiality protected content

* * * Next Change * * * *

306.5.2.3.2
IWF performing any role of an MCData server

If the IWF performing any role of an MCData server determines locally that it needs to confidentially protect content to an MCData server, then sending confidentially protected content between MCData servers is enabled. 

When sending confidentiality protected content, the IWF:

1)
shall use the appropriate keying information specified in subclause 306.5.2.2;

2)
shall perform the procedures in 3GPP TS 24.282 [82] subclause 6.5.2.3.3 to confidentiality protect XML elements containing the content described in subclause 304.6; and

3)
shall perform the procedures in 3GPP TS 24.282 [82] subclause 6.5.2.3.4 to confidentiality protect URIs in XML attributes for URIs described in subclause 304.6.

If the IWF determines locally that it does not need to confidentiality protect content sent to an MCData server, then sending confidentiality protected content between MCData servers is disabled, and the content is included in XML elements and attributes without encryption.
* * * Next Change * * * *

306.5.2.5
IWF copying received XML content

The following procedure is executed when an IWF receives a SIP request containing XML MIME bodies, where the content needs to be copied from the incoming SIP request to the outgoing SIP request.

The IWF:

1)
shall copy the XML elements from the XML MIME body of the incoming SIP request that do not contain a <EncryptedData> XML element, to the same XML body in the outgoing SIP request;
2)
for each encrypted XML element in the XML MIME body of the incoming SIP request as determined by 3GPP TS 24.282 [82] subclause 6.5.2.4.1:

a)
shall use the keying information described in subclause 306.5.2.2 to decrypt the content within the XML element by following the procedures specified in subclause 3GPP TS 24.282 [82] 6.5.2.4.2, and shall continue with the steps below if the encrypted XML element was successfully decrypted;
b)
if confidentiality protection is enabled as specified in subclause 306.5.2.3.2, then for each decrypted XML element:

i)
shall re-encrypt the content within the XML element using the keying information described in subclause 306.5.2.2 and by following the procedures specified in 3GPP TS 24.282 [82] subclause 6.5.2.3.3; and

ii)
shall include the re-encrypted content into the same XML MIME body of the outgoing SIP request; and

c)
if confidentiality protection is disabled as specified in subclause 306.5.2.3.2, shall include the decrypted content in the same XML MIME body of the outgoing SIP request.

3)
for each encrypted XML URI attribute in the XML MIME body of the incoming SIP request as determined by 3GPP TS 24.282 [82] subclause 6.5.2.4.1:

a)
shall use the keying information described in subclause 306.5.2.2 to decrypt the URI value of the XML attribute by following the procedures specified in 3GPP TS 24.282 [82] subclause 6.5.2.4.3, and shall continue with the steps below if the encrypted XML attribute value was successfully decrypted;
b)
if confidentiality protection is enabled as specified in subclause 306.5.2.3.2, then for each decrypted XML element:

i)
shall re-encrypt the URI value of the XML attribute using the keying information described in subclause 306.5.2.2 and by following the procedures specified in 3GPP TS 24.282 [82] subclause 6.5.2.3.4; and

ii)
shall include the re-encrypted attribute value into the same XML MIME body of the outgoing SIP request; and

c)
if confidentiality protection is disabled as specified in subclause 306.5.2.3.2, shall include the decrypted value in the same XML MIME body of the outgoing SIP request.

* * * Next Change * * * *

306.5.3
Integrity Protection of XML documents
* * * Next Change * * * *

306.5.3.2
Keys used in integrity protection procedures

Integrity protection uses an XPK to sign the data which (depending on who is the sender and who is the receiver of the signed information) can be a CSK or an SPK as specified in subclause 304.6. In the case of an IWF as a server sending or receiving to another server this key will be an SPK. An SPK-ID is used to key the SPK. It is assumed that before the procedures in subclause 306.5.3.3 and 3GPP TS 24.282 [82] subclauses 6.5.3.3.1, 6.5.3.3.3 and 6.5.3.4 are called, the SPK/SPK-ID are available on the sender and recipient of the integrity protected content, as described in subclause 304.6.

The procedure in subclause 306.5.3.3 and 3GPP TS 24.282 [82] subclause 6.5.3.4 shall be used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID when the IWF sends integrity protected content to an MCData server
Editor’s Note:
It is believed that the IWF will always use an SPK when applying integrity protection for communication with other MCData servers, including the case when it is originating a message on behalf of a user homed in the IWF. If this is not the case then this subclause will require re-wording.
306.5.3.3
Sending integrity protected content 
* * * Next Change * * * *

306.5.3.3.2
Integrity protection at the IWF
The IWF determines locally whether sending integrity protected content from the IWF to an MCData server is enabled.

When sending integrity protected content, the MCData server shall use the appropriate keying information specified in subclause 306.5.3.2 and shall perform the procedures in 3GPP TS 24.282 [82] subclause 6.5.3.3.3 to integrity protect XML MIME bodies.

NOTE:
Each XML MIME body is integrity protected separately.

* * * Next Change * * * *

