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1
Introduction
In LS S2-1813359 on slice-specific secondary authentication, SA2 informs the following.

1. “SA2 in the context of the FS_eNS study has taken the working assumption that the attached solution for Slice-Specific Secondary Authentication should be the approach taken for normative work.”

2. “One open issue has been identified (as documented inside this attached document), related to the interaction of the NAS Registration procedure timers and the EAP procedures timer, as the EAP procedure is nested as per the proposal documented here.”

The LS further asks “whether the approach proposed in this solution is acceptable or alternative approach using alternative message flows between UE and the AMF would be preferable.”
2
Discussion

2.1
Problem analysis
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Figure 1: High-level concept of the solution (Figure 6.3.2.2-1 of 3GPP TR 23.740)

Figure 1 shows high-level concept of the stage 2 solution. The solution basically proposes that the AMF initiates, during the registration procedure, a secondary authentication and authorization procedure (Step 4) for each of the S-NSSAIs in the requested NSSAI which require secondary authentication and authorization. The AMF determines such S-NSSAIs based on the subscription data (Step 3). Steps 2.a – 2.m in Figure 2 show the detailed signal exchange occurring in Step 4 of Figure 1.
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Figure 2: Slice-specific authentication and authorization (Figure 6.3.2.3.1-2 of 3GPP TR 23.740)

The period allowed for the slice-specific authentication and authorization procedure is no longer than 15 seconds, which in our view is very limiting taking into account that the AAA-S for the slice specific authentication can be deployed in a third party network. Therefore, in our view, need for a resolution such as the one proposed in the solution above (i.e. T3510 suspension/resumption) is justified.
2.2
Whether the approach proposed in the stage 2 solution is acceptable
In normal cases, the solution is acceptable because the call flow is deterministic and thus a UE exactly knows when to suspend and resume T3510, i.e. when message in Step 2.a is received, T3510 is suspended; and when message in Step 2.m is received, T3510 is resumed.

Some additional considerations are needed to address abnormal cases. The UE needs to resume T3510 whenever the slice-specific authentication and authorization is completed (success/failure/abortion). While EAP-success and EAP-failure are indicated explicitly to the UE, the abortion should be internally decided by the UE. This requires further work in CT1.
2.3
Preference for using alternative message flows between UE and the AMF
An alternative message flow could be one with Steps 2.a – 2.m being performed after the registration procedure. This does not require any impact on the registration procedure and the registration procedure and the 5GMM procedure for the slice-specific authentication and authorization procedure can be independent procedures. It is noteworthy that the slice-specific authentication and authorization procedure can still be performed during the registration procedure, e.g. if the operator is confident that the authentication and authorization do not take long enough to make T3510 expire.
However, if the AAA-S is located in a third party network, it is likely that the slice-specific authentication and authorization occur after a registration procedure and S-NSSAIs requiring secondary authentication and authorization cannot be included in the allowed NSSAI of the REGISTRATION REQUEST message. Thus, further study on how S-NSSAIs in the allowed NSSAI are managed is needed. In addition, this approach may require AMF relocation after the slice-specific authentication and authorization. Thus, additional signalling for relocating AMF is needed. Our view is that the generic UE configuration update procedure followed by the registration procedure is required. Such end-to-end signalling aspect is in the remit of SA2.
3
Conclusions

The reply LS to SA2 should include the followings:

· The approach proposed in S2-1813210 is acceptable. However, additional stage 3 work is needed to address abnormal cases.

· CT1 studied an alternative message flow where the secondary authentication and authorization procedure is not necessarily performed during the registration procedure. If the secondary authentication and authorization procedure is performed after the registration procedure, the AMF relocation (if needed due to change in the allowed NSSAI after registration) requires additional signalling (the generic UE configuration update procedure followed by the registration procedure) and further study on how S-NSSAIs in the allowed NSSAI are managed is needed. Whether the alternative message flow is preferred should be investigated by SA2 taking into account these aspects.
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