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1. Introduction

SA3 has enhenced the 5G-GUTI reallocation in 5GS from security perspective. Typicall SA3 has added below mandatory AMF behaviour for reallocating the 5G-GUTI during the UE Configuration Update (UCU) procedure following the service request procedure triggered by the MT signalling or services for UEs in idle mode (copied from TS 33.501 subclause 6.12.3):
"Upon receiving network triggered Service Request message from the UE (i.e., Service Request message sent by the UE in response to a Paging message), the AMF shall use a UE Configuration Update procedure to send a new 5G-GUTI to the UE. This UE Configuration Update procedure shall be used before the current NAS signalling connection is released, i.e., it need not be a part of the Service Request procedure because doing so delays the Service Request procedure."
To align with SA3, CT1 has done the required alignment work including added below mandatory handling at the AMF side for Generic UE configuration update procedure:

"The procedure shall be initiated by the network to assign a new 5G-GUTI to the UE after a successful service request procedure invoked as a reponse for a paging request from the network."

This paper attempts to analyze the potential problems on NAS protocal impacts caused by above mandatory AMF behavour and provide a way forward.

2. Problems
2.1 General
As the 5G-GUTI has implications on subscriber’s privacy and hence SA3 has enhenced the 5G-GUTI reallocation in 5GS from security perspective. In addition to enhace the initial registration procedure, mobility registration update procedure and periodic registration update procedure, SA3 also enhanced the MT service request procedure (the procedure as paging response) triggered by the MT signalling or services for UEs in idle mode, i.e. by mandating the AMF to reallocate a new 5G-GUTI via UCU procedure following this MT service request procedure (referred as "this mandatory AMF behaviour" hereafter).

It is our understanding that why SA3 also enhaced the MT service request procedure is mainly considering a situation that the previous allocated 5G-GUTI may already been exposed to the attacker during the (long time) idle mode period and it has to been renewed once the network triggered the UE to move back to the connected mode. If this is the logic, then the same 5G-GUTI exposure risk may also exist for the MO service request procedure initiated by the UE in the idle mode. If so, why SA3 did not mandate the same AMF behaviour for the MO service request procedure?
Observation 1: If this mandatory AMF behaviour is mainly to avoid the 5G-GUTI exposure risk happened during the idle mode period, the same mandatory AMF behaviour needs to be provided for the MO service request procedure initiated by the UE in the idle mode.
Above is a pure consideration from security perspective. SA3 may not take a whole picture consideration on such enhancment for the MT service request procedure, typically on the possible protocol impacts from implementation perspective, which is the remit of CT1. As it is a very often and common case for MT service request happended in the field, this enhancment will definitly impact the NAS protocols.

SA3 indeed considered the possible impact on the ongoing MT service reuqest procedure and hence to add below yellow text to avoid this impact:

"Upon receiving network triggered Service Request message from the UE (i.e., Service Request message sent by the UE in response to a Paging message), the AMF shall use a UE Configuration Update procedure to send a new 5G-GUTI to the UE. This UE Configuration Update procedure shall be used before the current NAS signalling connection is released, i.e., it need not be a part of the Service Request procedure because doing so delays the Service Request procedure."
However, SA3 missed to consider the potential impacts on MT signalling and services which triggered such MT service request procedure, as nothing else mentioned in the above SA3 text. AMF is an anchor NF to handling all MT signalling and services targeted to UEs in idle mode. So far, the MT signallings which trigger the MT service request procedure include:

· MT 5GMM message from the AMF itself;

· MT 5GSM message from the SMF;

· MT CP based SOR from the UDM;

· MT UE parameters update from the UDM;
· MT UE policy update from the PCF.
The MT services which trigger the MT service request procedure include:

· MT data notification for UP data from the SMF via UPF;

· MT SMS from SMSF;

· MT LPP service from the LMF.

Observation 2: For protocol impact of this mandatory AMF behaviour, SA3 only considered the impact on the ongoing MT service request procedure while the potential impacts on ongoing MT signalling and services which triggered such MT service request are not considered.
2.2 NAS protocol imapct in normal cases

As the AMF is mandatory to initiate a complete UCU procedure (note that the ack is required in case of 5G-GUTI is allocated) following the MT service request procedure, then it always created a situation at the AMF: at least two NAS procedures are pending to be progressed, i.e. the UCU procedure for 5G-GUTI reallocation and the procedure for delivering the MT signalling/services. Based on the current AMF handling specified in the current TS 24.501, the potential impact on the MT signalling/services was provided in Table 1.
Table 1. Protocal impact analysis on pending MT signalling/services
	MT signalling/service
	Pending MT NAS procedure
	Current AMF handling specified in TS 24.501
	Impact analysis on pending MT signalling/service
	Remarks

	MT 5GMM message from the AMF itself
	Network-initiated de-registration procedure
	No description on AMF handling in case of UCU and de-registration procedure are pending to be progressed.


	· If the AMF firstly proceeds UCU for 5G-GUTI reallocation, it will delay the de-registration procedure. In worsen abnormal cases, this delay will be very longer (details see section 2.3).
· If the AMF firstly proceeds de-registration procedure, then it is impossible to initiate UCU for 5G-GUTI reallocation as UE has moved to the de-registered state.
· If the AMF proceeds both procedures in parallel, it will cause the UE has to handle both procedures in parallel and may cause a very tricky situation, e.g. the UE receives the UCU command message after receiving the de-registration request message.
	As per current specified in TS 24.501, for MT 5GMM procedure, only the UCU procedrue and network-initiated de-registration procedure will trigger the AMF for paging. If it is the UCU procedure, then there is only one MT procedure pending.

	MT 5GSM message from the SMF
	DL NAS transport procedure piggybacking the 5GSM procedure 
	As specified in subclause 4.2, during the UCU procedure, the AMF shall suspend the 5GSM procedure.
	This indeed delays the MT 5GSM procedure. In normal cases (i.e. the UCU procedure is successfully performed), it will delay a complete UCU procedure. In worsen abnormal cases, this delay will be very longer (details see section 2.3).
	When both 5GMM procedure and 5GSM procedure are pending at the AMF, normally the AMF will first progress the 5GMM procedure from implementaton perspective, even no clear spec text specified for this.

	MT CP based SOR from the UDM
	DL NAS transport procedure
	No description on AMF handling in case of UCU and DL NAS transport procedure are pending to be progressed as both are 5GMM common procedures.
	· If the AMF firstly proceeds UCU for 5G-GUTI reallocation, it will delay the MT CP based SOR procedure. In worsen abnormal cases, this delay will be very longer (details see section 2.3).
· If the AMF firstly proceeds the MT CP based SOR procedure, then it does make no sense to initiate UCU for 5G-GUTI reallocation as the UE will trigger PLMN selection to register to a new PLMN and get a new 5G-GUTI from it.

· If the AMF proceeds both procedures in parallel, it will cause the UE has to handle both procedures in parallel and may cause a very complicated UE implementation. Also if abnormal cases happened during the UCU, then it will also delay the SOR as 1st bullet stated.
	From implementation perspective, to proceed multiple 5GMM procedures in parallel should be avoid at both the network and the UE side as far as possible.

	MT UE parameters update from the UDM
	DL NAS transport procedure
	No description on AMF handling in case of UCU and DL NAS transport procedure are pending to be progressed as both are 5GMM common procedures.
	· If the AMF firstly proceeds UCU for 5G-GUTI reallocation, it will delay the MT UE parameters update procedure. In worsen abnormal cases, this delay will be very longer (details see section 2.3).
· If the AMF firstly proceeds the MT UE parameters updat procedure, then it may make no sense to initiate UCU for 5G-GUTI reallocation in case of re-registration is requested as the AMF can reallocate it during the subsequent registration procedure.

· If the AMF proceeds both procedures in parallel, it will cause the UE has to handle both procedures in parallel and may cause a very complicated UE implementation.
	

	MT UE policy update from the PCF
	DL NAS transport procedure
	No description on AMF handling in case of UCU and DL NAS transport procedure are pending to be progressed as both are 5GMM common procedures.
	· If the AMF firstly proceeds UCU for 5G-GUTI reallocation, it will delay the MT UE policy update procedure. In worsen abnormal cases, this delay will be very longer (details see section 2.3).
· No impact if the AMF firstly proceeds the MT UE policy update procedure.

· If the AMF proceeds both procedures in parallel, it will cause the UE has to handle both procedures in parallel and may cause a complicated UE implementation.
	

	MT data notification for UP data from the SMF via UPF
	No MT NAS procedure pending
	The AMF can directly indicate the SMF to initiate the UP resources reactivation procedure.
	No impact.
	

	MT SMS from SMSF
	DL NAS transport procedure
	No description on AMF handling in case of UCU and DL NAS transport procedure are pending to be progressed as both are 5GMM common procedures.
	· If the AMF firstly proceeds UCU for 5G-GUTI reallocation, it will delay the MT SMS delivery procedure. In worsen abnormal cases, this delay will be very longer (details see section 2.3).
· No impact if the AMF firstly proceeds the MT SMS delivery procedure.

· If the AMF proceeds both procedures in parallel, it will cause the UE has to handle both procedures in parallel and may cause a complicated UE implementation.
	

	MT LPP service from the LMF
	DL NAS transport procedure
	No description on AMF handling in case of UCU and DL NAS transport procedure are pending to be progressed as both are 5GMM common procedures.
	· If the AMF firstly proceeds UCU for 5G-GUTI reallocation, it will delay the MT LPP service delivery procedure. In worsen abnormal cases, this delay will be very longer (details see section 2.3).
· No impact if the AMF firstly proceeds the MT LPP service delivery procedure.

· If the AMF proceeds both procedures in parallel, it will cause the UE has to handle both procedures in parallel and may cause a complicated UE implementation.
	


From Table 1, in normal cases (i.e. the UCU procedure is successfully performed), we identified following problems caused by this mandatory AMF behaviour related to protocol impacts:

Problem 1: If the AMF firstly proceeds UCU for 5G-GUTI reallocation, except for MT UP data, it will delay the handling of pending MT signalling/services for a complete UCU procedure.
Problem 2: If the AMF firstly proceeds the pending MT signalling/services, for network-initiated de-registration procedure, MT CP based SOR and MT UE parameters update, the reallocation of 5G-GUTI may make no sense and cause unnecessary signalling.

Problem 3: If the AMF proceeds both procedures in parallel, except for MT 5GSM message and MT UP data, it will cause the UE has to handle both procedures in parallel and cause a complicated UE implementation.

Note that for the pending MT 5GSM message, the AMF has to firstly proceed the UCU for 5G-GUTI reallocation as normally the 5GMM procedure has higher priority to be handled at the AMF.
2.3 NAS protocol imapct in abnormal cases

As mentioned in Table 1, the protocol impact will be worsen in case of abnormal cases happened during the UCU procedure. One typical abnormal case is expiry of UCU timer T3555 and the AMF will handle as following:

"a)
Expiry of timer T3555.


The network shall, on the first expiry of the timer T3555, retransmit the CONFIGURATION UPDATE COMMAND message and shall reset and start timer T3555. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3555, the procedure shall be aborted. In addition, if the CONFIGURATION UPDATE COMMAND message includes the 5G-GUTI IE, the network shall behave as described in case b)-1) below."
The worsen situation in case of T3555 expiry on the protocol impact of this mandatory AMF behaviour can be shown in Figure 1. For simplicity, the MT 5GSM message is covered in Figure 1 as an exmple. For the total delay, it actually applies for other MT signallings and services, except for MT UP data.
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Figure 1. Protocol impacts in case of UCU timer expiry
Based on Figure 1, another serious problem was identified:

Problem 4: In case of UCU timer expiries, the total delay of MT signalling/services can be very longer, i.e. >30s, which impacts the handling of MT signalling/services very much.

As shown in Figure 1, in addtion to the longer dealy, such longer delay will more likely cause the timer running at the other NFs expiries and then unnecessary restransmission happens. Typically for the 5GSM procedure, the ongoing MT 5GSM procedure will be retransmitted by the SMF before the AMF abort the UCU procedure. This is another serious problem:

Problem 5: In case of UCU timer expiries, the longer delay at the AMF will result in the retransmission of MT signalling/services at other NFs which cause unncessary signalling overload within 5GC.

2.4 Future proof consideration

As 3GPP protocol evolution, more MT signalling and services will be introduced in the future release. Typically the MT time-sensitive services for URLLC and the MT small data transfer for CIoT will be supported in 5GS since Rel-16. Whenever such new MT services deliveried to a UE in idle mode, above identified problems will happen as well. Hence, we believe this mandatory AMF behaviour is not a future proof way.

Problem 6: This mandatory AMF behaviour will cause the same problems for new MT signalling/services supported in future releases.

3. Proposal
To resolve the problems caused by this mandatory AMF behaviour identified in section 2, the simplest way is just to remove such this mandatory AMF behaviour. It is important to bear in mind that without this mandatory AMF behaviour, as per current principle provided by the 5G NAS protocol, it is still allowed for the AMF to initiate a UCU procedure to reallocate a new 5G-GUTI whenever it deems needed for a UE in the connected mode. Hence, this can achieve the same purpose as this mandatory AMF behaviour without any compulsory action enforced at the 5GC.

Proposl 1: It proposes to remove this mandatory AMF behaviour from 5G NAS protocol.

As this mandatory AMF behaviour was origially added in CT1 just to align with SA3 agreement, hence it is requried to sned an LS to SA3 to inform the protocol impacts CT1 identified and reqeust them to update their specification to align with CT1.

Proposl 2: It proposes to send an LS to SA3 to inform the protocol impacts CT1 identified and request them to update their specification to align with CT1.

4. Conclusion
This paper provided technical analysis on the potential protocol impacts caused by this mandatory AMF behavour enforced by SA3.
Based on discussion, following observations were provided:

Observation 1: If this mandatory AMF behaviour is mainly to avoid the 5G-GUTI exposure risk happened during the idle mode period, the same mandatory AMF behaviour needs to be provided for the MO service request procedure initiated by the UE in the idle mode.
Observation 2: For protocol impact of this mandatory AMF behaviour, SA3 only considered the impact on the ongoing MT service request procedure while the potential impacts on ongoing MT signalling and services which triggered such MT service request are not considered.
Based on discussion, following problems of this mandatory AMF behavour were identified:

Problem 1: If the AMF firstly proceeds UCU for 5G-GUTI reallocation, except for MT UP data, it will delay the handling of pending MT signalling/services for a complete UCU procedure.

Problem 2: If the AMF firstly proceeds the pending MT signalling/services, for network-initiated de-registration procedure, MT CP based SOR and MT UE parameters update, the reallocation of 5G-GUTI may make no sense and cause unnecessary signalling.

Problem 3: If the AMF proceeds both procedures in parallel, except for MT 5GSM message and MT UP data, it will cause the UE has to handle both procedures in parallel and cause a complicated UE implementation.

Problem 4: In case of UCU timer expiries, the total delay of MT signalling/services can be very longer, i.e. >30s, which impacts the handling of MT signalling/services very much.

Problem 5: In case of UCU timer expiries, the longer delay at the AMF will result in the retransmission of MT signalling/services at other NFs which cause unncessary signalling overload within 5GC.

Problem 6: This mandatory AMF behaviour will cause the same problems for new MT signalling/services supported in future releases.

Based on discussion, following proposals were provided:

Proposl 1: It proposes to remove this mandatory AMF behaviour from 5G NAS protocol.

Proposl 2: It proposes to send an LS to SA3 to inform the protocol impacts CT1 identified and request them to update their specification to align with CT1.

Proposal 1 is captured in CR C1-190271 to TS 24.501 since Rel-15 as we believe this an FASMO correction. Proposal 2 is caputured in out-going LS C1-190272.
UE
AMF
SMF
The UE is in the idle mode
MT 5GSM message delivery
MT service request procedure which moves the UE to the connected mode
CONFIGURATION UPDATE COMMAND message
(new 5G-GUTI)
AMF suspends the MT 5GSM message
Page UE
AMF aborts the UCU procedure and proceeds the suspended MT 5GSM message
SMF starts SM timer, e.g.T3591 with default value 16s
16s, T3591 expires, 5GSM retransmission happnes
Retransmit the MT 5GSM message
AMF starts T3555 with default value 6s
6s, T3555 expires
30s
AMF suspends the MT 5GSM message again as UCU is ongoing
The total delay of MT 5GSM message
AMF retransmits the UCU for 4 times



