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1. Introduction

The feature initial NAS message protection was introduced in TS 24.501 subclause 4.4.6 in 2018Q4. However, during the implementation of this feature, several serious problems were identified and need to be corrected.

This paper attempts to provide the principles applied to the initial NAS message protection and based on which to propose the required essential corrections to make this feature complete, consistent and correct.
2. Discussion

2.1 Initial NAS message definition
The initial NAS message was defined as below in TS 24.501:
"Initial NAS message: A NAS message is considered as an initial NAS message, if this NAS message can trigger the establishment of an N1 NAS signalling connection. For instance, the REGISTRATION REQUEST message is an initial NAS message."
Based on above definition, it needs to be clarified that even the initial NAS message can trigger the establishment of an N1 NAS signalling connection, i.e. move the UE from the idle mode to the connected mode, but this does not mean the initial NAS message is only the message that sent by the UE in the idle mode. The REGISTRATION REQUEST or SERVICE REQUEST message sent in the connected mode, can be also called as an initial NAS message.

One typical scenairo is the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode and in this case, the UE has a valid 5G NAS security context (i.e. mapped 5G NAS security context). After this inter-system change and before the secure exchange of NAS messages is established between the AMF and the UE, the UE needs to send a REGISTRATION REQUEST message.

As per current specified in subclause 4.4.2.5 (see below), the REGISTRATION REQUEST message sent by the UE is unciphered. This actually does not meet the SA3 security requirement on initial NAS message protection. Hence, to provide a consistent initial NAS message protection, the initial NAS message sent in the connected mode needs also to be considered.

"During inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, secure exchange of NAS messages is established between the AMF and the UE by:

b)
after the inter-system change in 5GMM-CONNECTED mode, the transmission of a REGISTRATION REQUEST message from the UE to the AMF. The UE shall send this message integrity protected using the mapped 5G NAS security context, but unciphered. From this time onward, all NAS messages exchanged between the UE and the AMF are sent integrity protected using the mapped 5G NAS security context, and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the AMF are sent ciphered using the mapped 5G NAS security context."
Proposal 1: The initial NAS message sent in the connected mode needs also to be taken into account for the initial NAS message protection.
2.2 Principles applied to initial NAS message protection
Based on Proposal 1, the initial NAS message protection cannot be simply performed based on whether the NAS message was sent in the idle mode or connected mode.

In fact, as per sepcfied in subclause 4.4.2.5 and 4.4.5, once the secure exchange of NAS messages has been established between the AMF and the UE, all NAS messages exchanged between the UE and the AMF shall be ciphered (except for the messages specified in subclause 4.4.5), otherwise it will be discarded by the receiver. This covers many cases in which the REGISTRATION REQUEST or SERVICE REQUEST message can be sent, e.g. N1 mode to N1 mode handover. If the whole initial NAS message was already fully ciphered, then the initial NAS message protection provided in subclause 4.4.6 needs not to be performed.
Hence, one general principle is: the initial NAS message protection is only performed before the secure exchange of NAS messages has been established between the AMF and the UE.
Proposal 2: The initial NAS message protection only needs to be performed before the secure exchange of NAS messages has been established between the AMF and the UE.
Then it is important to check whether the UE has a valid 5G NAS security context (including a mapped 5G NAS security context). If no, then regardless of the UE needs to send non-cleartext IEs or not, there is no NAS message container IE included in the initial NAS message and there is always a NAS message container IE included in the subsequent SECURITY MODE COMPLETE message.
Observation 1: In case of the UE has no valid 5G NAS security context, there is always no NAS message container IE included in the initial NAS message and there is always a NAS message container IE included in the subsequent SECURITY MODE COMPLETE message.
Finally, even the intial NAS message protection provides the ciphering protection on the non-cleartext IEs, regardless of the UE has valid 5G NAS security context or not, the initial NAS message itself will always be sent by the UE unciphered. This should be clearly specified in subclause 4.4.6.
Observation 2: Regardless of the UE has a valid 5G NAS security context or not, the initial NAS message itself sent by the UE is always unciphered.
2.3 Initial NAS message protection flow-chart

Based on above proposals and observations, the whole initial NAS message protection can be performed in a flow-chart as shown in Figure 1.
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Figure 1. Initial NAS message protection flow-chart
2.4 Correctons on initial NAS message protection
Based on above proposals, observations and the flow-chart given in Figure1, some essential corrections on the initial NAS message protection are requried to meke it complete, consistent and correct. Some minor corrections are also identified but can be directly covered in the CR change part.
Proposal 3: In subclause 4.4.2.5, the initial NAS message sent in following two cases needs to be protected by the initial NAS message protection, not uncihphered.

"During inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, secure exchange of NAS messages is established between the AMF and the UE by:

b)
after the inter-system change in 5GMM-CONNECTED mode, the transmission of a REGISTRATION REQUEST message from the UE to the AMF. The UE shall send this message integrity protected using the mapped 5G NAS security context, but unciphered. From this time onward, all NAS messages exchanged between the UE and the AMF are sent integrity protected using the mapped 5G NAS security context, and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the AMF are sent ciphered using the mapped 5G NAS security context."
"When a UE in 5GMM-IDLE mode establishes a new NAS signalling connection and has a valid current 5G NAS security context, the UE shall transmit the initial NAS message integrity protected with the current 5G NAS security context, but unciphered. The UE shall include the ngKSI indicating the current 5G NAS security context value in the initial NAS message. The AMF shall check whether the ngKSI included in the initial NAS message belongs to a 5G NAS security context available in the AMF, and shall verify the MAC of the NAS message. If the verification is successful, the AMF may re-establish the secure exchange of NAS messages:"

Note that the above handling is collided with the handling given in subclause 5.5.1.3.2.

Proposal 4: In subclause 4.4.6, Proposal 2 and Observation 2 need to be covered and to add the below bullet b.2) to cover complete cases.

" b)
If the UE has a valid 5G NAS security context and:
1)
the UE needs to send non-cleartext IEs in a REGISTRATION REQUEST or SERVICE REQUEST message, the UE includes the entire REGISTRATION REQUEST or SERVICE REQUEST message (i.e. containing both cleartext IEs and non-cleartext IEs) in the NAS message container IE and shall cipher the value part of the NAS message container IE. The UE shall then send a REGISTRATION REQUEST or SERVICE REQUEST message containing the cleartext IEs and the NAS message container IE and unciphered; or
2)
the UE needs not to send non-cleartext IEs in a REGISTRATION REQUEST or SERVICE REQUEST message, the UE sends the REGISTRATION REQUEST message SERVICE REQUEST message without including the NAS message container IE and unciphered."
Note that in subclause 4.4.5, it only has below general text on the ciphering of the initial NAS message and hence it needs to be clearly specified in subclause 4.4.6 whether an initial NAS message is sent ciphered or unciphered.
" When the UE establishes a new N1 NAS signalling connection, it shall apply security protection to the initial NAS message as described in subclause 4.4.6."

Proposal 5: In subclause 5.5.1.3.2, to provide a consistent description as in subclause 5.5.1.2.2 and to remove overlapped and unneccessary description on inlcuding the NAS message container IE.

Below text on inlcuding the NAS message container IE can be removed if providing a consistent description as in subclause 5.5.1.2.2:

"The UE shall send the REGISTRATION REQUEST message including the NAS message container IE as described in subclause 4.4.6:

a) when the UE is sending the message from 5GMM-IDLE mode, the UE has a valid 5G NAS security context, and needs to send non-cleartext IEs; and

b) when the UE is sending the message after an inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode and the UE has a valid 5G NAS security context and needs to send non-cleartext IEs.

The UE shall send the REGISTRATION REQUEST message without including the NAS message container IE when the UE does not need to send non-cleartext IEs and the UE is sending the message:

a)
from 5GMM-IDLE mode; and

b)
after an inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode."

Below text needs to be modified to cover a missing case in which the message was directly sent by the UE in idle mode in N1 mode. Hence, the condition "after an inter-system change from S1 mode to N1 mode" needs to be removed.

"If the UE is sending the REGISTRATION REQUEST message after an inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode and the UE does not have a valid 5G NAS security context, the UE shall send the REGISTRATION REQUEST message without including the NAS message container IE. The UE shall include the entire REGISTRATION REQUEST message (i.e. containing cleartext IEs and non-cleartext IEs) in the NAS message container IE that is sent as part of the SECURITY MODE COMPLETE message as described in subclauses 4.4.6 and 5.4.2.3."

Proposal 6: In subclause 8.2.6.21, 8.2.16.5 and 8.2.26.3, the condition to include the NAS message container IE needs to be corrected based on Proposal 1, 2 and Observation 1.
3. Conclusion
This paper provided the principles applied to the initial NAS message protection and identfied some essential corrections required to make this feature complete, consistent and correct.
Based on discussion, following observations were provided:

Observation 1: In case of the UE has no valid 5G NAS security context, there is always no NAS message container IE included in the initial NAS message and there is always a NAS message container IE included in the subsequent SECURITY MODE COMPLETE message.
Observation 2: Regardless of the UE has a valid 5G NAS security context or not, the initial NAS message itself sent by the UE is always unciphered.
Based on discussion, following proposals were provided:

Proposal 1: The initial NAS message sent in the connected mode needs also to be taken into account for the initial NAS message protection.
Proposal 2: The initial NAS message protection only needs to be performed before the secure exchange of NAS messages has been established between the AMF and the UE.
Proposal 3: In subclause 4.4.2.5, the initial NAS message sent in following two cases needs to be protected by the initial NAS message protection, not uncihphered.

Proposal 4: In subclause 4.4.6, Proposal 2 and Observation 2 need to be covered and to add the below bullet b.2) to cover complete cases.

Proposal 5: In subclause 5.5.1.3.2, to provide a consistent description as in subclause 5.5.1.2.2 and to remove overlapped and unneccessary description on inlcuding the NAS message container IE.

Proposal 6: In subclause 8.2.6.21, 8.2.16.5 and 8.2.26.3, the condition to include the NAS message container IE needs to be corrected based on Proposal 1, 2 and Observation 1.
Proposals are captured in CR C1-190208 to TS 24.501 since Rel-15 as we believe these are FASMO corrections.
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