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***** Next change *****
8.2.2
Encapsulating security payload (ESP)

If a NAS message is transported over non-3GPP access between the UE and the N3IWF, and:

a)
if the IKE_AUTH response message contained the INTERNAL_IP4_ADDRESS attribute and the NAS_IP4_ADDRESS notify payload in subclause 7.3.2, an inner IPv4 datagram shall be constructed where:

1)
the inner transport layer protocol shall be TCP as described in IETF RFC 793 [27];

2)
the NAS message shall be framed in NAS message envelope as defined in subclause 9.4;

3)
the NAS message envelope shall be encapsulated as the TCP payload of the inner IPv4 datagram with IPv4 header where:

A)
if the UE constructs the inner IPv4 datagram:

-
the source address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute;

-
the destination address field shall be set to the IPv4 address in the NAS_IP4_ADDRESS notify payload; and

-
the destination port number shall be set to the NAS_TCP_PORT notify payload;

B)
if the N3IWF constructs the inner IPv4 datagram:

-
the source address field shall be set to the IPv4 address in the NAS_IP4_ADDRESS notify payload;
-
the source port number shall be set to the NAS_TCP_PORT notify payload;

-
the destination address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
-
the destination port number shall be set to the UE's TCP port number; and
NOTE 1:
Since the UE always initiates the NAS message exchange with the N3IWF, the N3IWF receives the UE's TCP port number in the TCP SYN packet exchange and uses it when sending NAS messages towards the UE.

C)
the protocol field shall be set to 06H;

4)
the inner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the SPI field in the ESP packet shall be set to the SPI of the signalling IPsec SA; and

B)
the next header field in the ESP packet shall be set to 04H; and

5)
the IP packet encapsulating the ESP protected inner IPv4 datagram shall be sent to the peer for the SPI of the signalling IPsec SA; or
b)
if the IKE_AUTH response message contained the INTERNAL_IP6_ADDRESS attribute and the NAS_IP6_ADDRESS notify payload in subclause 7.3.2, an inner IPv6 datagram shall be constructed where:

1)
the inner transport layer protocol shall be TCP as described in IETF RFC 793 [27];

2)
the NAS message shall be framed in NAS message envelope as defined in subclause 9.4;

3)
the NAS message envelope shall be encapsulated as the TCP payload of the inner IPv6 datagram with IPv6 header where:

A)
if the UE constructs the inner IPv6 datagram:

-
the source address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute;

-
the source port number shall be set to the UE's TCP port number;

-
the destination address field shall be set to the IPv6 address in the NAS_IP6_ADDRESS notify payload; and

-
the destination port number shall be set to the NAS_TCP_PORT notify payload;

B)
if the N3IWF constructs the inner IPv6 datagram:

-
the source address field shall be set to the IPv6 address in the NAS_IP6_ADDRESS notify payload;
-
the source port number shall be set to the NAS_TCP_PORT notify payload;

-
the destination address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and 

-
the destination port number shall be set to the UE's TCP port number; and
NOTE 3:
Since the UE always initiates the NAS message exchange with the N3IWF, the N3IWF receives the UE's TCP port number in the TCP SYN packet exchange and uses it when sending NAS messages towards the UE.

C)
the next header field shall be set to 06H;

4)
the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the SPI field in the ESP packet shall be set to the SPI of the signalling IPsec SA; and

B)
the next header field in the ESP packet shall be set to 29H, and

5)
the IP packet encapsulating the ESP protected inner IPv6 datagram shall be sent to the peer for the SPI of the signalling IPsec SA.


If the UE receives an IKE_AUTH response message containing both NAS_IP4_ADDRESS and NAS_IP6_ADDRESS notify payload, the UE:
a) shall select and use either NAS_IP4_ADDRESS or NAS_IP6_ADDRESS; and

b) shall not exchange between NAS_IP4_ADDRESS and NAS_IP6_ADDRESS for TCP message transport during the persistence of the IKE SA. 
The ESP packet format is shown in figure 8.2.2-1:

	Bits
	

	8
	7
	6
	5
	4
	3
	2
	1
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (inner IP packet containing NAS message or partial NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format

***** End of change *****
