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1. Introduction

This paper intends to discuss how to apply security protection to Routing ID update information when option 2 on Routing ID update towards USIM using the secure packet mechanism is used.
2. Discussion

2.1  Security protection mechanisms

For option 2, when routing indicator has been reconfigured and UDM decides to update the routing information stored in USIM, SOR like secure packet mechanism is used. This means two aspects of security mechanisms are involved:

- SoR like security mechanism 

- secure packet mechanism

1) SoR like security mechanism 

According to TS 33.501, for SOR secure mechanism, Integrity protection and replay protection is provided by AUSF using the key derived from UE authentication procedure. The RoutingID update is terminated at the ME as shown in Figure 1 below. 
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Figure 1: Procedure for providing list of preferred PLMN/access technology combinations

Also the UDM can request the UE to send acknowledgement on reception of Routing ID update. The acknowledgement is generated by the ME upon receiving the RoutingID update, and also security protected by the same mechanism as specified in TS 24.501.

5.4.5.2.2
UE-initiated NAS transport procedure initiation

In the connected mode, the UE initiates the NAS transport procedure by sending the UL NAS TRANSPORT message, as shown in figure 5.4.5.2.2.1.

…

In case d) in subclause 5.4.5.2.1, the UE shall:

-
set the Payload container type IE to "SOR transparent container"; and

-
set the Payload container IE to the UE acknowledgement due to successful reception of steering of roaming information (see 3GPP TS 23.122 [5]).

Observation 1: SoR like security mechanism supports integrity and replay protection. However the protection is from network to the ME only.

Observation 2: SoR like security mechanism supports acknowledgement. However the acknowledgement is sent by the ME and cannot guarantee that the packet is forwarded to the USIM
2) Secure packet mechanism 
secure packet mechanism is specified in TS 31.115 and ETSI 102 225. Integrity protection and replay protection are supported. A secure packet command header indicating the security mechanism and parameters used  is prepended to the routingID update message. Also sender can indicate request for response in the command header. The RoutingID update is terminated at the USIM. The response packet is generated by USIM and also security protected by the same mechanism. 
TS 24.501 specifies handling of secure packet. When secure packet is received from the network, the ME forwards the secure packet to USIM/UICC:
5.4.5.3.3
Network-initiated NAS transport of messages

Upon reception of a DL NAS TRANSPORT message, if the Payload container type IE is set to:

…

d)
"SOR transparent container" and if the payload container IE:

1)
successfully passes the integrity check (see 3GPP TS 33.501 [24]), indicates a list of preferred PLMN/access technology combinations is provided and the list type indicates:
i)
"PLMN ID and access technology list", then the ME shall replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME and shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C; or

ii)
"secure packet", then the ME shall behave as if a SMS is received with protocol identifier set to SIM data download, data coding scheme set to class 2 message and SMS payload as secure packet contents of SOR transparent container IE. The SMS payload is forwarded to UICC as specified in 3GPP TS 23.040 [4A] and the ME shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C; or

2)
does not successfully pass the integrity check (see 3GPP TS 33.501 [24]) then the UE shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C.
Observation 3: Secure packet mechanism supports integrity and replay protection. The protection is from the network to the USIM.

Observation 4: Secure packet mechanism supports acknowledgement when requested in command packet. Acknowledgement is sent by the USIM.
2.2  Variants of Option 2 

As we can see from 1) and 2) above, there are overlapping functionalities between SoR like security mechanism and secure packet mechanisms.
When UDM applies security protection to RoutingID update information, 2 variants are possible:

Variant 1: Apply security protection via a combination of SoR like security mechanism (specified in subclause 6.14.2.3 of TS 33.501) and secure packet mechanism

Variant 2: Apply security protection only via secure packet mechanism

Handling logic for Variant 1 and Variant 2 are further analyzed below.  For illustration purpose, Routing ID update after registration scenario is used.

a) Variant 1:  apply security protection via a combination of SoR like security mechanism (specified in subclause 6.14.2.3 of TS 33.501) and secure packet mechanism

The handling logic is shown in Figure 2.  In this case, the security protection is end2end towards USIM. However there are duplicated security protection function which would slow down the update process.
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Figure 2: Handling logic when a combination of SoR like security mechanism and secure packet mechanism are used
b) Variant 2:  Apply security protection via a combination of SoR like security mechanism (specified in subclause 6.14.2.3 of TS 33.501) and secure packet mechanism

The handling logic is shown in Figure 3. In this case, the solution is simplified. Only secure packet mechanism is used, same as the OTA mechanism. The security protection is also end2end towards USIM. In fact Variant 2 can be seen as 5G extension of OTA method as it uses 5GS NAS control plane transport as delivery bearer, instead of SMS.
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Figure 3: Handling logic when only secure packet mechanism is used
Observation 5: Both Variant 1 and 2 can provide end2end secure update of RoutingID information. Variant 1 involves unnecessary double protection which makes the update much more complex without added benefit.
Given that apply security protection only via secure packet mechanism is already sufficient to meet SA3 end2end security protection requirements for routing ID update, is can be seen that Variant 2 can be sufficient by itself already.

Therefore it is proposed to discuss whether for option 2, simplified option 2 solution via Variant 2 to only use secure packet security mechanism to update USIM is sufficient. 
Proposal 1: It is proposed to discuss whether for option 2, simplified solution via Variant 2 to only use secure packet security mechanism to update USIM is sufficient. 
2.3  Control plane messages for Routing ID update  

So far NAS has defined a generic Payload container for sending information to the UE via control plane and The contents of the Payload container is specified by the Payload container type:
9.11.3.39
Payload container

The purpose of the Payload container information element is to transport a payload.

The Payload container information element is coded as shown in figure 9.11.3.39.1 and table 9.11.3.39.1.

The Payload container is a type 6 information element with a minimum length of 4 octets and a maximum length of 65538 octets.
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Figure 9.11.3.39.1: Payload container information element

Table 9.11.3.39.1: Payload container information element

	Payload container contents (octet 4 to octet n); max value of 65535 octets

	If the payload container type is SOR transparent container and is included in the DL NAS TRANSPORT message, the payload container contents are coded the same way as the contents of the SOR transparent container IE (see subclause 9.11.3.51) for SOR data type with value "0" except that the first three octets are not included.

If the payload container type is SOR transparent container and is included in the UL NAS TRANSPORT message, the payload container contents are coded the same way as the contents of the SOR transparent container IE (see subclause 9.11.3.51) for SOR data type with value "1" except that the first three octets are not included.


	The coding of Payload container contents is dependent on the particular application.


So far TS 24.501 specifies that Payload container can be included/piggybacked in either REGISTRATION ACCEPT message or DL NAS TRANSPORT message. When the network operator updates the routing ID, it usually involves migration of millions of UEs. It can be expected that the UE may be in different registration state, either registered or not registered. Also it can be expected that the migration would take place in a certain period, i.e. UE's subscription information will be made available in both old and new UDMs for a graceful migration.

1) in case the UE is already registered, then the Routing ID update can be sent to the UE via the DL NAS TRANSPORT message. Then depending on pre-configuration from the home operator, the UE can either choose to use the new Routing ID for the future registration, or immediately perform re-registration with updated Routing ID information (as shown in Figure 2 and Figure 3 above).

2) in case the UE is performing registration, if the home network detects that the UE is registering using old Routing ID information, subject to configuration, the home network can choose to provide the UE with the updated Routing ID information in the REGISTRATION ACCEPT message, instead of sending the update in a separate DL NAS TRANSPORT message following the registration. Then depending on pre-configuration from the home operator, the UE can either choose to use the new Routing ID for the further registration, or immediately perform re-registration with updated Routing ID information. Such piggybacking provides message saving, while functionally there is no difference from updating the UE via DL NAS TRANSPORT message.
Proposal 2: Routing ID update information can be provided to the UE either via DL NAS TRANSPORT message or REGISTRATION ACCEPT message. Upon receiving Routing ID update, subject to home operator configuration, the UE can either choose to use the new Routing ID for the future registration, or immediately perform re-registration with updated Routing ID information.
4. Conclusion

It is proposed to discuss how to apply security protection to RoutingID update information. Given that apply security protection via secure packet mechanism can already meet SA3 end2end security protection requirements for routing ID update, simplified solution via Variant 2 to only use secure packet security mechanism to update USIM seems sufficient.
Observation 1: SoR like security mechanism supports integrity and replay protection. However the protection is from network to the ME only.

Observation 2: SoR like security mechanism supports acknowledgement. However the acknowledgement is sent by the ME and cannot guarantee that the packet is forwarded to the USIM
Observation 3: Secure packet mechanism supports integrity and replay protection. The protection is from the network to the USIM.

Observation 4: Secure packet mechanism supports acknowledgement when requested in command packet. Acknowledgement is sent by the USIM.
Observation 5: Both Variant 2 and 3 can provide end2end secure update of RoutingID information. Variant 3 involves double/duplicated protection which makes the update more complex and could slow down the update process.
Proposal 1: It is proposed to discuss whether for option 2, simplified solution via Variant 2 to only use secure packet security mechanism to update USIM is sufficient. 
Proposal 2: Routing ID update information can be provided to the UE either via DL NAS TRANSPORT message or REGISTRATION ACCEPT message. Upon receiving Routing ID update, subject to home operator configuration, the UE can either choose to use the new Routing ID for the future registration, or immediately perform re-registration with updated Routing ID information.
CRs implementing option 2 are provided in C1-188032-34. 





































































