[bookmark: _Toc525229225]106.6.2.3.2	IWF in the role of an MCPTT server
If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.484 [50] is set to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then sending confidentiality protected content from the MCPTT server to the MCPTT client is enabled. If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element is set to "true" in the Service Configuration document as specified in 3GPP TS 24.484 [50] or no <allow-signalling-protection> element is present in the Service Configuration document or if the IWF determines locally that it needs to confidentiality protect content sent to an MCPTT server, then sending confidentiality protected content between MCPTT servers is enabled.
When sending confidentiality protected content, the IWF in the role of an MCPTT server:
1)	shall use the appropriate keying information specified in subclause 106.6.2.2;
2)	shall perform, in the role of an MCPTT server, the procedures in 3GPP TS 24.379 [81] subclause 6.6.2.3.3 to confidentiality protect XML elements containing the content described in 3GPP TS 24.379 [81] subclause 4.8, and
3)	shall perform, in the role of an MCPTT server, the procedures in 3GPP TS 24.379 [81] subclause 6.6.2.3.4 to confidentiality protect URIs in XML attributes for URIs described in 3GPP TS 24.379 [81] subclause 4.8.
If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.484 [50] is set to "false", then sending confidentiality protected content from the MCPTT server to the MCPTT client is disabled, and then content is included in XML elements and attributes without encryption.
[bookmark: _GoBack]If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element in the Service Configuration document as specified in 3GPP TS 24.484 [50] is set to "false" or if the IWF determines locally that it does not need to confidentiality protect content sent to an MCPTT server, then sending confidentiality protected content between MCPTT servers is disabled, and content is included in XML elements and attributes without encryption.
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10 6.6.2.3.2   IWF  in the role of an   MCPTT server   If the <allow - signalling - protection> element of the <protection - between - mcptt - servers> element   is set to "true"  in  the   Service Configuration   docu ment   as specified in 3GPP   TS   24.484   [50] or no <allow - signalling - protection>  element is present in the Service Configuration document   or if the IWF determines locally that it needs to  confidentiality protect  content sent to an MCPTT server , then sending co nfidentiality protected content between  MCPTT servers is enabled.   When sending confidentiality protected content, the  IWF in the role of an  MCPTT server:   1)   shall use the appropriate keying information specified in subclause   10 6.6.2.2 ;   2)   shall perform ,   in the role of an  MCPTT server ,   the procedures in  3GPP   TS   24.379   [81]  subclause   6.6.2.3.3 to  confidentiality protect XML elements containing the content described in  3GPP   TS   24.379   [81]  subclause   4.8,   and   3)   shall perform ,   in the role of an  MCPTT server ,   the procedures in  3GPP   TS   24.379   [81]  subclause   6.6.2.3.4 to  confidentiality protect URIs in XML attributes for URIs described in  3GPP   TS   24.379   [81]  subclause   4.8.   If the <allow - signalling - protection> element of the <protection - between - mcptt - servers> element   in the   Service  Configuration document as specified in 3GPP   TS   24.484   [50] is set to "false"   or if the IWF   determines locally that it  does not need to confidentiality protect content sent to an MCPTT server , then sending confidentiality protected  content between MCPTT servers is disabled, and content is included in XML elements and attributes without  encryptio n.    

