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	Other comments:
	


4.4.4.1
General
For the UE, integrity protected signalling is mandatory for the 5GMM NAS messages once a valid 5G NAS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the 5GMM NAS messages once a secure exchange of 5GS NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.

The use of "null integrity protection algorithm" 5G-IA0 (see subclause 9.11.3.32) in the current 5G NAS security context is only allowed for an unauthenticated UE for which establishment of emergency services is allowed. For setting the security header type in outbound NAS messages, the UE and the AMF shall apply the same rules irrespective of whether the "null integrity protection algorithm" or any other integrity protection algorithm is indicated in the 5G NAS security context.

If the "null integrity protection algorithm"5G-IA0 has been selected as an integrity protection algorithm, the receiver shall regard the NAS messages with the security header indicating integrity protection as integrity protected.

Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.501 [24].

When a NAS message needs to be sent both ciphered and integrity protected, the NAS message is first ciphered and then the ciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.

NOTE:
NAS messages that are ciphered with the "null ciphering algorithm" 5G-EA0 are regarded as ciphered (see subclause 4.4.5).

When a NAS message needs to be sent only integrity protected and unciphered, the unciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When during a 5GMM procedure a 5GSM message, an SMS message, an LPP message, a transparent container or a UE policy container is piggybacked in a 5GMM message, there is only one Sequence number IE and one Message authentication code IE, if any, for the combined NAS message.

***** Next change *****
5.5.1.2.7
Abnormal cases in the UE
The following abnormal cases can be identified:

a)
Timer T3346 is running.


The UE shall not start the registration procedure for initial registration unless:

1)
the UE is a UE configured for high priority access in selected PLMN; or
2)
the UE needs to perform the registration procedure for initial registration for emergency services.

The UE stays in the current serving cell and applies the normal cell reselection process.
NOTE 1:
It is considered an abnormal case if the UE needs to initiate a registration procedure for initial registration while timer T3346 is running independent on whether timer T3346 was started due to an abnormal case or a non-successful case.
b)
The lower layers indicate that the access attempt is barred.


The UE shall not start the initial registration procedure. The UE stays in the current serving cell and applies the normal cell reselection process.


The initial registration procedure is started, if still needed, when the lower layers indicate that the barring is alleviated for the access category with which the access attempt was associated.

Editor's note:
Abnormal case handling for N1 NAS signalling connection establishment rejected by the network with "Extended wait time" received from lower layers is FFS.
c)
T3510 timeout.


The UE shall abort the registration procedure for initial registration and the NAS signalling connection, if any, shall be released locally if the initial registration request is not for emergency services. The UE shall proceed as described below.

d)
REGISTRATION REJECT message, other 5GMM cause values than those treated in subclause 5.5.1.2.5, and cases of 5GMM cause value #22, if considered as abnormal cases according to subclause 5.5.1.2.5.


If the registration request is not an initial registration request for emergency services, upon reception of the 5GMM causes #95, #96, #97, #99 and #111 the UE should set the registration attempt counter to 5.

The UE shall proceed as described below.

e)
Lower layer failure or release of the NAS signalling connection received from lower layers before the REGISTRATION ACCEPT or REGISTRATION REJECT message is received.


The UE shall abort the registration procedure for initial registration and proceed as described below.

For the cases c, d and e, the UE shall proceed as follows:

Timer T3510 shall be stopped if still running.


If the registration procedure is neither an initial registration for emergency services nor for establishing a PDU session for emergency services with registration type not set to "emergency registration", the registration attempt counter shall be incremented, unless it was already set to 5.

If the registration attempt counter is less than 5:

-
if the initial registration request is not for emergency services, timer T3511 is started and the state is changed to 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION. When timer T3511 expires the registration procedure for initial registration shall be restarted, if still required.

If the registration attempt counter is equal to 5

-
the UE shall delete 5G-GUTI, TAI list, last visited TAI, list of equivalent PLMNs and ngKSI, start timer T3502 and shall set the 5GS update status to 5U2 NOT UPDATED. The state is changed to 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION or optionally to 5GMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [5].
-
if the UE is operating in single registration mode:

-
the UE shall in addition handle the EPS update status, EMM parameters, EMM state as specified in 3GPP TS 24.301 [15] for the abnormal cases when an EPS attach procedure fails and the tracking area attempt counter is equal to 5; and

-
the UE shall attempt to select E-UTRAN radio access technology and proceed with appropriate EMM specific procedures. Additionally, The UE may disable N1 mode capability as specified in subclause 4.9.
