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1. Introduction

This paper intends to discuss the encoding for SUCI in 5GS mobile identity information element and support of SUCI in NAI format.
2. Discussion

According to TS 23.501, the SUPI can be either IMSI or a network specified identifier:

The SUPI may contain:

-
an IMSI as defined in TS 23.003 [19], or

-
a network-specific identifier, used for private networks as defined in TS 22.261 [2].

Currently in 24.501, when mobile identity is of type "SUCI", SUPI format is used to indicate the concealed identity format. So far mobile identity information element coding for type of identity "SUCI" and SUPI containing IMSI form has been defined:
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Figure 1. 5GS mobile identity information element for type of identity "SUCI" and SUCI format "IMSI"

however mobile identity information element coding for type of identity "SUCI" and SUPI containing network specific Identifier still needs to be defined.

Observation 1: There is need to define mobile identity information element coding for type of identity "SUCI" and SUPI containing network specific Identifier. 

Proposal 1: It is proposed to define mobile identity information element coding for type of identity "SUCI" and SUPI containing network specific Identifier. 

Back in August, CT4 sent an LS to SA2 seeking clarifications on SUPI definition and NAI format.
Q1: Does a network-specific identifier only take the form of a NAI?

Q2: Considering that UEs only signal a SUCI during authentication procedures, what is the use for SUPI with an IMSI based NAI format? Are IMSI based NAIs intended to be constructed by UEs from the IMSI provisioned in USIM, or are IMSI based NAIs intended to be provisioned in USIM?  

SA2 has since provided reply in C1-188090/S2-1811525 and confirmed that a network-specific identifier only takes the form of a NAI and there is no need to provision SUPI with IMSI based NAI format in USIM:

SA2 therefore concludes that a SUPI with an IMSI based NAI format does not need to be provisioned in USIM. SA2 asks SA3 to confirm this assumption.

This is because SUPI is never used during the authentication procedures. According to agreed CR S2-1811524 (CR#0653r2) on SUPI definition and NAI format, when UE needs to indicate its SUPI to the network, it always provides it in concealed form, i.e. SUCI format:

When UE needs to indicate its SUPI to the network (e.g. as part of the Registration procedure), the UE provides the SUPI in concealed form as defined in TS 23.003 [19].
Although there is no usage for SUPI to be in IMSI based NAI format, SUCI for IMSI based NAI format still needs to be supported for EAP-AKA’ according to TS 33.501:
Table F.2-1: 5G UE behaviour when receiving EAP identity requests 
	REQUEST
	5G UE RESPONSE

	EAP-Request/Identity
	EAP-Response/Identity SUCI1) 

	EAP-Request/AKA-Identity 
AT_PERMANENT_REQ
	EAP-Response/AKA-Client-Error with the error code "unable to process packet" 2)

	EAP-Request/AKA-Identity 
AT_FULLAUTH_REQ
	EAP-Response/AKA-Identity 
AT_IDENTITY=SUCI 3)

	EAP-Request/AKA-Identity 
AT_ANY_ID_REQ
	EAP-Response/AKA-Identity 
AT_IDENTITY=fast re-auth identity OR 

AT_IDENTITY=SUCI 4)


This is also confirmed by SA2 in the reply LS (C1-188090/S2-1811525):


According to SA2’s reading of TS 33.501 Annex F, the UE identity in NAI format that is provided by the 5G UE as part of EAP-AKA’ (e.g. in response to the EAP-Request/Identity or EAP-Request/AKA-Identity message) is always a SUCI.

According to RFC4187, EAP-AKA Identity in NAI format needs to be allowed/supported:

Internet AAA protocols identify users with the Network Access

Identifier (NAI) [RFC4282].  When used in a roaming environment, the NAI is composed of a username and a realm, separated with "@"(username@realm). The username portion identifies the subscriber within the realm.

   …

(1) Permanent usernames.  For example, 0123456789098765@myoperator.com might be a valid permanent identity. In this example, 0123456789098765 is the permanent username.

 and SUCI in NAI format is already defined in TS 23.003.

Observation 2: SUCI with an IMSI based NAI format needs to be supported as a type of mobile identity for signalling. 

Proposal 2: Mobile identity information element coding for SUCI with an IMSI based NAI format needs to be defined.
Currently in 24.501, when mobile identity is of type "SUCI", the name of the field used to determine the type of the concealed identity is referred as "SUPI format":
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However given that Mobile identity information element coding for SUCI with an IMSI based NAI format needs to be defined, we need to distinguish the usage difference between SUPI vs SUCI. For SUCI, the concealed form can be IMSI, IMSI based NAI format, and Network specific non-IMSI based NAI format for private networks. It becomes obvious that the name of the field should really be "SUCI format" as the intention of the field is for providing the indication on format of SUCI for proper encoding/decoding of the concealed identifier (i.e. NAI or not, also depending on specific network, Home Network Identifier may be formatted differently as PLMN ID may not always be present or may not be 3 octets as we have for IMSI case, etc). 
Proposal 3: For 5GS mobile identity information element for type of identity "SUCI, field name "SUPI format" needs to be changed to "SUCI format" to reflect the usage of the field.
3. Conclusion

It is proposed to agree the following changes based on the above discussion and observations:

Observation 1: There is need to define mobile identity information element coding for type of identity "SUCI" and SUPI containing network specific Identifier. 

Proposal 1: It is proposed to define mobile identity information element coding for type of identity "SUCI" and SUPI containing network specific Identifier. 

Observation 2: SUCI with an IMSI based NAI format needs to be supported as a type of mobile identity for signalling. 

Proposal 2: Mobile identity information element coding for SUCI with an IMSI based NAI format needs to be defined.

Proposal 3: For 5GS mobile identity information element for type of identity "SUCI, field name "SUPI format" needs to be changed to "SUCI format" to reflect the usage of the field.
CR implementing the proposals is provided in C1-188256.






































































