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1. Abstract
This document discusses the issues identified in SA3 LS S3-182637.
2. Discussion
CT1 receives LS S3-182637 from SA3.

LS S3-182637 focuses on the following scenarios:
------------

SA3 are currently working on the security of being registered on both 3GPP and non-3GPP access in the same PLMN. SA3 have found some possible scenarios of 3GPP mobility which can cause the UE and AMF to not share a common security context for the non-3GPP access. 

The possible problem scenarios identified by SA3 are:

(scenario-1)
UE is registered over non-3GPP access and it then registers over 3GPP access to a new AMF

(scenario-2)
UE is registered on both 3GPP and non-3GPP accesses and there is a handover or idle mobility on the 3GPP access to a new AMF

(scenario-3)
UE is registered on non-3GPP and EPC and there is a handover or idle mobility from EPC to 5GC to a new AMF.

------------

In all the scenarios above, the UE uses the same PLMN over both accesses and the AMF serving the UE changes during the scenario.

Observation-1: LS S3-182637 focuses on the UE using the same PLMN over both accesses and the AMF serving the UE being changed.

LS S3-182637 indicates that in those scenarios, the following is possible:

------------

In the above scenarios, it is possible that the security context for the non-3GPP access become de-synchronised between the UE and AMF, e.g. the source AMF performing a KAMF key derivation as described in clause 6.9.3 of TS 33.501.

------------

When the Kamf key derivation as described in clause 6.9.3 of TS 33.501 is done, the following 33.501 text applies.

--------------------

At mobility registration update, the source AMF shall use local policy to determine whether to perform horizontal KAMF derivation. If the source AMF determines not to perform horizontal KAMF derivation, the source AMF shall transfer current security context to the target AMF. If the source AMF determines to perform horizontal KAMF derivation, the source AMF shall derive a new key KAMF from the currently active KAMF and the uplink NAS COUNT value in the received Registration Request message. The ngKSI for the newly derived KAMF key is defined such as the value field and the type field are taken from the ngKSI of the current KAMF. The source AMF shall transfer the new KAMF, the new ngKSI, the UE security capability, the  keyAmfHDerivationInd to the target AMF. The key derivation of the new KAMF is specified in Annex A.13. If the source AMF has derived a new key KAMF, the source AMF shall not transfer the old KAMF to the target AMF and the source AMF shall in this case also delete any stored non-current 5G security context, and not transfer any non-current 5G security context to the target AMF.

--------------------

Thus, the target AMF (i.e. the AMF serving the UE at the end of each scenario):

-
will NOT have the Kamf used by the source AMF (i.e. the AMF serving the UE at the beginning of each scenario); and

-
is expected to use 5G NAS security context identified by the same ngKSI (due to "The ngKSI for the newly derived KAMF key is defined such as the value field and the type field are taken from the ngKSI of the current KAMF.") and a new Kamf (derived from the old Kamf by the source AMF).

Observation-2: When horizontal Kamf derivation takes places during change of AMF, the target AMF is expected to use new Kamf with the old ngKSI.
Since the target AMF does not have the old Kamf, the target AMF needs to perform security mode control procedure as stated in 33.501:
--------------------

When the target AMF receives the new KAMF together with the  keyAmfHDerivationInd, then the target AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the source AMF. 

...

If the target AMF decides to use the key KAMF received from source AMF (i.e., no re-authentication), it shall send the  K_AMF_change_flag set to 1 to the UE in the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the ngKSI for identifying the new KAMF from which the UE shall derive a new KAMF to establish a new NAS security context between the UE and target AMF. 

The target AMF shall reset the NAS COUNTs to zero and derive new NAS keys (KNASint and KNASenc) from the new KAMF using the selected NAS algorithm identifiers as input. The target AMF shall integrity protect the NAS Security Mode Command message with the new KNASint key. 

If the UE receives the  K_AMF_change_flag set to 1 in the NAS Security Mode Command message, then the UE shall derive a new key KAMF from the current active KAMF identified by the received ngKSI in the NAS Security Mode Command message using the uplink NAS COUNT valuethat was sent in the Registration Request message. The UE shall assign the received ngKSI in the NAS Security Mode Command message to the ngKSI of the new derived KAMF. The UE shall derive new NAS keys (KNASint and KNASenc) from the new KAMF and integrity check the NAS Security Mode Command message using the new KNASint key. 

...
The UE shall associate the derived new initial KgNB with a new NCC value equal to zero and reset the NAS COUNTs to zero.
After the ongoing mobility registration procedure is successfully completed, the ME shall replace the currently stored KAMF and ngKSI values on both USIM and ME with the new KAMF and the associated ngKSI.
--------------------

Thus, the target AMF:

-
uses the same ngKSI as the source AMF; and
-
uses the new Kamf;

when integrity protecting such SECURITY MODE COMMAND message containing the K_AMF_change_flag set to 1.

Observation-3: The target AMF sends SECURITY MODE COMMAND containing the old ngKSI and K_AMF_change_flag set to 1 and protected by the new Kamf.
Therefore, when the UE receives a SECURITY MODE COMMAND message with the old ngKSI and with the K_AMF_change_flag set to 1:

1)
 the UE needs to derive new Kamf before performing integrity protection check of the received SECURITY MODE COMMAND message;

2)
 the UE needs to perform the integrity protection check of the received SECURITY MODE COMMAND message with the new Kamf (rather than using the Kamf stored in the 5G NAS security context identified by the ngKSI);

3)
if the integrity protection check with the new Kamf fails, the UE needs to discard the new Kamf, does NOT change the 5G NAS security context identified by the ngKSI and needs to reject the received SECURITY MODE COMMAND message; and

4)
if the integrity protection check with the new derived Kamf is succesful:

a)
the UE needs to store the new Kamf (by replacing the old Kamf) in the 5G NAS security context identified by the old ngKSI and set NAS COUNTs to zero (by replacing the NAS COUNTs).

b)
the UE starts using the new Kamf and new NAS counts for protection of UL NAS messages sent via both accesses (reason: for UL NAS messages protected by a given 5G NAS security context, the same Kamf is used for integrity and confidentiality protection regardless of the access used for UL NAS message transport);

c)
the UE starts using the new Kamf and new NAS counts for checking of protection of DL NAS messages received via the access used by the SECURITY MODE COMMAND message; and

d)
the UE also starts using the new Kamf and new NAS counts for checking of protection of DL NAS messages received via the access NOT used by the SECURITY MODE COMMAND message. If the access NOT used by the SECURITY MODE COMMAND message is very slow (e.g. a satelite based non-3GPP access network), it is possible that the UE will have received some DL NAS messages sent by the source AMF before the scenarios above started. Such DL NAS messages would still be protected by the 5G NAS security context with the same ngKSI but the old Kamf and old NAS counts. However, the UE can discard such DL NAS messages and wait for any retransmissions sent via new AMF and protected using the new Kamf and new NAS counts.
Observation-4: Given that such SECURITY MODE COMMAND containing the old ngKSI and K_AMF_change_flag set to 1 is protected by the new Kamf, the UE needs to derive the new Kamf before performing the integrity protection check of the SECURITY MODE COMMAND and if this succeeds, replace the Kamf stored in the 5G NAS security context identified by the ngKSI.
Observation-5: As the Kamf stored in the 5G NAS security context identified by the ngKSI is replaced, and given that Kamf stored in a 5G NAS security context is not expected to be access specific, the UE uses the new Kamf (and new NAS counts) for UL NAS messages and DL NAS messages sent via both accesses.
Observation-6: If the access where SECURITY MODE COMMAND was NOT received is very slow, the UE might receive DL NAS messages via the access where SECURITY MODE COMMAND was NOT received which were originally sent by source AMF *before* change of the AMF. As the UE already stopped using the old Kamf (and old NAS counts) for such DL NAS messages, the UE would discard them. The UE will receive them again if and when network retransmits such message via the target AMF, with new Kamf (and new NAS counts).
As the UE uses the new Kamf with the old ngKSI for UL NAS messages sent in both accesses, the AMF needs to do the same for DL NAS messages sent in both accesses as well. This is the solution 1 of LS S3-182637, i.e. "1.
The AMF can change both the 3GPP and non-3GPP access security context at the same time in NAS SMC and NASC container signalling "
Conclusion: As the UE starts using the new Kamf with the old ngKSI for UL NAS messages in both accesses, the AMF needs to do the same for DL NAS messages sent in both accesses as well.
3. Conclusions

Observation-1: LS S3-182637 focuses on the UE using the same PLMN over both accesses and the AMF serving the UE being changed.

Observation-2: When horizontal Kamf derivation takes places during change of AMF, the target AMF is expected to use new Kamf with the old ngKSI.
Observation-3: The target AMF sends SECURITY MODE COMMAND containing the old ngKSI and K_AMF_change_flag set to 1 and protected by the new Kamf.
Observation-4: Given that such SECURITY MODE COMMAND containing the old ngKSI and K_AMF_change_flag set to 1 is protected by the new Kamf, the UE needs to derive the new Kamf before performing the integrity protection check of the SECURITY MODE COMMAND and if this succeeds, replace the Kamf stored in the 5G NAS security context identified by the ngKSI.
Observation-5: As the Kamf stored in the 5G NAS security context identified by the ngKSI is replaced, and given that Kamf stored in a 5G NAS security context is not expected to be access specific, the UE uses the new Kamf (and new NAS counts) for UL NAS messages and DL NAS messages sent via both accesses.
Observation-6: If the access where SECURITY MODE COMMAND was NOT received is very slow, the UE might receive DL NAS messages via the access where SECURITY MODE COMMAND was NOT received which were originally sent by source AMF *before* change of the AMF. As the UE already stopped using the old Kamf (and old NAS counts) for such DL NAS messages, the UE would discard them. The UE will receive them again if and when network retransmits such message via the target AMF, with new Kamf (and new NAS counts).
Conclusion: As the UE starts using the new Kamf with the old ngKSI for UL NAS messages in both accesses, the AMF needs to do the same for DL NAS messages sent in both accesses as well.
4. Proposal

It is proposed to reply to SA3 according to the discussion in section 2.

