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1
Overall description
CT1 thanks SA3 for their LS on initial NAS message protection.

CT1 would like to inform SA3/SA2 about the progress made regarding the protection of initial NAS messages.
1. Agreements on initial NAS message protection

Summary of the agreements:
A. At initial registration with no 5G NAS security context, the UE sends a Registration Request with cleartext IEs only. The UE then sends the complete Registration Request message (with cleartext IEs and non-cleartext IEs) in a NAS container as part of the Security Mode Complete message.
B. At registration with a 5G NAS security context, the UE sends a Registration Request with cleartext IEs and, if the UE needs to send non-cleartext IEs, a NAS container which contains a complete Registration Request message (with cleartext IEs and non-cleartext IEs). The UE ciphers the NAS container.
C. If the Security Mode Command is received during a registration procedure, the UE always sends the complete Registration Request message in a NAS container as part of the Security Mode Complete i.e. the UE does not perform a check on the HASH that is received in the Security Mode Command.
D. During a service request procedure, the UE sends a Service Request message with cleartext IEs and, if the UE needs to send non-cleartext IEs, a NAS container which contains a complete Service Request message (with cleartext IEs and non-cleartext IEs). The UE ciphers the NAS container.
2. On the cleartext IEs

CT1 has agreed that all the mandatory IEs in the initial NAS messages (Registration Request, Service Request, and Deregistration Request) are cleartext IEs.

For optional IEs, CT1 has not concluded on the complete list of cleartext IEs. The list will be updated after discussions are finalized in SA2. 

The agreements described above can be found in the attached documents.
2
Actions
To SA3, SA2
ACTION: 
CT1 kindly requests SA3/SA2 to take the above into account and provide feedback if needed.
To SA2
ACTION: 
CT1 kindly requests SA2 to inform CT1 about the complete list of cleartext IEs when possible.
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