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Overall description
CT1 thanks SA3 for their LS on security issues on Multi NAS scenarios.
CT1 discussed the problem scenarios and solutions identified in the LS S3-182637/ C1-186335 but could not conclude on a common view regarding which solution should be used. However, there was a common understanding that the problems identified can occur.
There were three views as follows:
1. The UE uses the same 5G NAS security context over the non-3GPP access as on the 3GPP access (solution 2 in SA3 LS)
When the 5G NAS security context is taken into use over the 3GPP access in the identified scenarios, the AMF can set in the Registration Accept message the 5GS Registration result IE to “3GPP and non-3GPP”. The UE then autonomously uses the same 5G NAS security context over the non-3GPP access without any explicit Security Mode Command from the AMF over the non-3GPP access. 
Some companies questioned whether this is in accordance with SA3 requirements.
2. The AMF uses existing means to trigger a registration over the non-3GPP access (solution 3 in SA3 LS)
When a new 5G NAS security context is taken into use over the 3GPP access in the identified scenarios, the AMF can set in the Registration Accept message the 5GS Registration result IE to “3GPP”. The UE then considers itself deregistered over the non-3GPP access, and the AMF can send the Security Mode Command during the UE’s subsequent registration over the non-3GPP access. 
Some companies pointed out that this will unnecessarily release the UE’s PDU sessions over the non-3GPP access.

3. The AMF uses existing means to trigger a registration over the non-3GPP access (solution 5 in SA3 LS)
When a new 5G NAS security context is taken into use over the 3GPP access in the identified scenarios, the AMF can set the 5GS registration result IE of the REGISTRATION ACCEPT message to "3GPP access and non-3GPP access". The UE does not do anything with the 5G NAS security context for non-3GPP access. When the UE wants to be in 5GMM-CONNECTED mode over non-3GPP access, it performs a service request procedure, which will fail, The UE performs an initial registration procedure over non-3GPP access.

Some companies pointed out that this will unnecessarily release the UE’s PDU sessions over the non-3GPP access.

2
Actions
To SA3 

ACTION: 
CT1 kindly requests SA3 to take the above into account.
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