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	Reason for change:
	According to stage 2 requirements in TS 23.167 subclause 4.1, privacy of the user location information for emergency service is protected by E-CSCF based on user indication and local regulation.

21.
The network (e.g. in the E CSCF) shall prevent the sending of the information of the users, such as public user identifiers and the location information, to the PSAP if explicitly requested by the user (i.e. request on session by session basis), and local regulation requires the operator to provide privacy to the user.

The current E-CSCF procedure specifies that the E-CSCF removes any location object in the message body, Geolocation header field and Geolocation-Routing header field from the emergency request and the request/response related to the emergency services, prior to forwarding any such request to a PSAP. However, P-Access-Network-Info header field is not removed. P-Access-Network-Info header field might include user location information, then the P-Access-Network-Info header field need to be removed at E-CSCF to prevent sending location information of users to a PSAP.


	
	

	Summary of change:
	Added the procedure that E-CSCF removes P-Access-Network-Info header field prior to forwarding any emergency related request to a PSAP, if user privacy is required.

	
	

	Consequences if not approved:
	Stage 2 requirements are not covered.
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***** Next change *****
5.11.1
General

The PSAP may either be directly connected to the IM CN subsystem or via the PSTN.
The E-CSCF can receive URIs for a domain for which the operator running the E-CSCF is not responsible. Where RFC 3261 [26] specifies a requirement that the SIP entity has to be responsible for the domain for particular functionality to occur, the E-CSCF may ignore this restriction.

NOTE 1:
The E-CSCF would normally implement this override if the P-CSCF or S-CSCF is configured to pass on URIs (e.g. Request-URI) that are outside the responsible domain of the E-CSCF, otherwise emergency calls might not be routed to a PSAP. If the P-CSCF or S-CSCF does not do this, then the override need not be applied.

The E-CSCF retrieves a PSAP URI, based on the location of the UE and the requested type of emergency service. The PSAP URI can be retrieved from LRF (see subclause 5.11.3) or from local configuration. The PSAP address will either point to a PSAP connected to the IM CN subsystem or to a PSAP connected to the PSTN.

If operator policy determines that the E-CSCF selects the PSAP and if, based on the location information contained in the INVITE request, the E-CSCF fails to select the PSAP, the E-CSCF can interrogate an external server in order to retrieve location information.

NOTE 2:
The protocol used between an E-CSCF and an external server is not specified in this version of the specification.

When the E-CSCF receives an emergency request for a dialog requesting privacy or a standalone emergency transaction requesting privacy or any request or response related to a UE-originated emergency dialog requesting privacy, and if operator policy (e.g. determined by national regulatory requirements applicable to emergency services) allows requests for suppression of public user identifiers and location information per 3GPP TS 22.101 [1A], the E-CSCF:

-
shall provide the privacy service role according to RFC 3323 [33] and RFC 3325 [34];

NOTE 3:
The procedure above is in addition to any procedure for the application of privacy at the edge of the trust domain specified by RFC 3325 [34] and subclause 4.4.

-
shall remove any location object from the message's body with Content-Type header field containing the content type application/pidf+xml. If only one message body remains in the message's body then the E-CSCF sets the Content-Type header field to the content type specified for the body;
-
shall remove the Geolocation header field (if present) and the Geolocation-Routing header field (if present); and
-
shall remove any location parameters (if present) from the P-Access-Network-Info header field or the header field itself (if present);
NOTE 4:
Operator policy can require retention/removal of user location information from such the request or response separately from user identity, based on the national regulatory requirements.
prior to forwarding any such request to a PSAP.

NOTE 5:
If the routeing functions are supported by an LRF, this information is not removed before the request is sent to the LRF.
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