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1. Introduction

In order to protect user privacy, the permanent identifier used in 5GS (SUPI) is sent in a concealed form (SUCI) over the air. Since the SUCI is encrypted, to enable the network to select the right AUSF/UDM group in order to locate subscription information in the operator’s network, CT4 has added a field called "Routing ID" to the SUCI which is not encrypted.

It has been pointed out in SA2 that when the mapping of some UEs to a specific AUSF/UDM group changes, the Routing ID for these UEs will need to be updated, but that "given the largescale UE/USIM reconfiguration needed e.g. to possibly millions of UEs, using existing mechanisms such as OTA SIM, will not be practical" (see SA2 LS in CP-182214). Consequently SA2 requested CT to provide "guidance and potential solutions that may address the scenario". CT then tasked CT1, CT4 and CT6 to "evaluate potential solutions in close cooperation with SA3" (see CT LS in CP-182238).
SA3 has discussed the security requirements and indicated in LS S3-183074 that:

"SA3 see the need for the Routing ID management messages to be:

· Mandatory – Integrity protected between the Home network and the UE

· Mandatory – Replay protected between the Home Network and the UE

· Optional – Confidentiality protection between the Home Network and the UE (Note: the Routing ID will be sent in the clear to the Serving Network at next registration anyway)."
Additionally, SA3 has identified 4 possible options in terms of solution.

The purpose of the present document is to analyse the possible options to enable update of the Routing ID on a large number of UEs, and to propose a way forward.

2. Decision points
2.1
Is updating only the Routing ID sufficient?

When the UDM is changed, the following parameters associated with the UDM may also change:

-
Home Network Public Key

-
Home Network Public Key ID
-
Protection Scheme ID

There is no requirement for these parameters to be set to the same value for all UDMs of a PLMN, and in fact it might be considered more secure to have them set to a different value for each UDM. SA3 did mention these additional parameters in their LS, see "Privacy information sets (Routing ID, Algorithm to use and Public key)" under Option 1. Consequently, any solution for Routing ID update shall also enable, optionally, update of these additional parameters.

Conclusion 1: Solution to update Routing ID shall also enable optional update of Home Network Public Key, Home Network Public Key ID and Protection Scheme ID.
In the rest of this document, we will refer to this set of parameters (Routing ID and the parameters listed above) as "Routing ID update data".
2.2
Should user plane or control plane be used?

A control plane solution enables the procedure to be triggered directly from the UDM to the AMF, without going through a server or other user plane function. Moreover, the size of the Routing ID update data (see section 2.1) is not large enough to exceed the maximum size of a NAS control plane message, so there is no size issue with using control plane. Additionally, moving forward some devices may not even support user plane (e.g. certain CIoT devices) but the solution should work for these too. Finally, scalability issues raised by operators in SA2 about OTA SIM will likely apply to other user plane-based solutions. Consequently, a control-plane based solution is more suitable.
Proposal 1: The solution for Routing ID update shall be control plane-based.
2.3
Should procedure terminate in the ME or in the USIM?
Having the Routing ID update procedure terminate in the USIM enables the USIM contents to be permanently updated. This means that if the USIM is inserted in another UE , the procedure does not need to be repeated.

On the other hand, terminating the procedure in the USIM will likely use secure packet encoding, which requires support for secure packet encoding at the network and which some operators do not have.

It should be possible for operators to choose whether the procedure terminates in the USIM or in the ME, depending on network configuration and network support for secure packet encoding.

Proposal 1: Routing ID update procedure shall accommodate both termination in the USIM and termination in the ME, based on operator’s preference.
It is to note that depending on the USIM configuration, the SUCI is calculated either by the ME or the USIM. For the case when the SUCI is calculated by the ME, it is not necessary to update the contents of the USIM and the ME can simply store the Routing ID updata data in non-volatile memory, then use it for SUCI calculation from that point onwards instead of the data stored in EFSUCI_Calc_Info. For the case when the SUCI is calculated by the USIM however, the contents of the USIM need to be updated. This can still be achieved with a procedure that terminates in the ME , for instance with the following solutions:
Solution 1:

-
a new EF is created on the USIM (e.g. EFRouting_ID_Update). This EF can be modified by the ME.

-
if the UE receives Routing ID update data, the ME writes the data to EFRouting_ID_Update
-
if EFRouting_ID_Update is populated (i.e. is not empty), the SUCI is calculated using the parameters in that file for SUCI calculation.
Solution 2:

-
the GET IDENTITY command specified in in subclause 7.5 of TS 31.102 that enables the ME to request the SUCI from the USIM is extended to take the Routing ID update data as input.

-
if the UE receives Routing ID update data, the ME stores the data to a non-volatile memory

-
when the ME invokes the GET INDENTITY command, the ME includes the Routing ID update data as input parameter in the command.
-
the USIM writes the Routing ID update data included in the GET IDENTITY command to EFSUCI_Calc_Info and uses the updated data to calculate the SUCI.

Which solution to pick should be left for CT6 to decide.

Conclusion 2: Update of the USIM contents with the received Routing ID update data is needed when the SUCI is calcluated by the USIM.

Proposal 2: How to enable update of USIM contents when the Routing ID update procedure terminates in the ME shall be left for CT6 to decide..
2.4
In case of control plane-based solution, which control plane message to use?

The following NAS control plane messages can be used to send the Routing ID update data to the UE:

1) REGISTRATION ACCEPT message

2) CONFIGURATION UPDATE COMMAND message

3) DL NAS TRANSPORT message
Using 1) enables the network to send the Routing ID update data during the initial registration procedure. However it is not required for the UE to receive the data during intial registration, since when the REGISTRATION ACCEPT message is sent to the UE, the UE has already been authenticated by the network, based on the "old" Routing ID included in the SUCI, if any, in the REGISTRATION REQUEST. Also, using 1) forces the network to wait until the UE initiates a registration procedure to be able to send the data to the UE, whereas using a message from a a network-initiated procedure allows the network to send the data to the UE anytime.

Using 2) enables the network to send the data to the UE anytime, but there is currently no built-in mechanism in the generic UE configuration update procedure to ensure end-to-end integrity protection and replay protection between the UE and the HPLMN in case the procedure is performed while the UE is roaming. This does not meet SA3’s requirements described in LS S3-183074. Moreoever, the Routing ID update data is subscription-related and comes from the UDM, so it is not part of "access and mobility management-related parameters decided and provided by the AMF" and thus is outside the scope of the generic UE configuration update procedure as currentlly specified in TS 24.501 subclause 5.4.4.1.
Using 3) also enables the network to send the data to the UE anytime, and since it is already used for the steering of roaming procedure in 5GS as specified in TS 23.122 Annex C.3, there is an existing mechanism specified by SA3 to ensure end-to-end integrity protection and replay protection between the UE and the HPLMN in case the procedure is performed while the UE is roaming, which can be re-used for the purpose of Routing ID update.
Proposal 3: Use the solution specified in TS 23.122 Annex C.3 with the DL NAS TRANSPORT message as basis for Routing ID update procedure.
2.5
What should be the UE bebavior when receiving the updated Routing ID update?
When the UE receives the Routing ID update data, the UE has already been authenticated by the network. Hence it is not critical that the UE immediately re-registers using the updated data, and whether/when the UE should re-register can be left up for the UDM to decide. This can be achieved by including a "re-registration requested" indication in the container carrying the Routing ID update data.
Proposal 4: Include a "re-registration requested" indication in the container carrying the Routing ID update data.

4. Proposal
Based on the analysis in the previous section, it is proposed to use the solution specified for steering of roaming in TS 23.122 Annex C.3 with the DL NAS TRANSPORT message as basis for Routing ID update procedure, with a Routing ID update data container carring theing the following parameters:

· the updated Routing ID
· optionally, the updated Home Network Public Key and associated Home Network Public Key ID
· optionally, the updated Protection Scheme ID

· a "UE acknowledgement requested" indication
· a "re-registration requested" indication

A corresponding stage 2 call flow is described in Annex A, and a corresponding stage 3 CR to TS 24.501 is provided in C1-186240.

Annex A: Stage 2 call flow for proposed solution
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1. The UDM to the AMF: The UDM notifies the changes of the user profile to the affected AMF by the means of invoking Nudm_SDM_Notification service operation. The Nudm_SDM_Notification service operation contains the "Routing ID update data" that needs to be delivered transparently to the UE over NAS within the Access and Mobility Subscription data. The "Routing ID update data" includes:
a) the updated Routing ID
b) optionally, the updated Home Network Public Key and associated Home Network Public Key ID
c) optionally, the updated ordered Protection Scheme IDs list
d) an indication of whether the UDM requests an acknowledgement from the UE
e) an indication of whether the UE needs to re-register after updating the data
2. The AMF to the UE: the AMF sends a DL NAS TRANSPORT message to the served UE. The AMF includes in the DL NAS TRANSPORT message the transparent container received from the UDM. The UE shall perform a security check on the "Routing ID update data" included in the DL NAS TRANSPORT message to verify that the "Routing ID update data" is provided by HPLMN, and:
a) if the security check on the "Routing ID update data" is successful:

· if the transparent container contains a secure packet (see 3GPP TS 31.115 [67]), the ME shall upload the secured packet to the USIM using procedures in 3GPP TS 31.111 [41];
· otherwise, the ME shall:
i) if the SUCI is to be calculated by the ME, store the contents of the Routing ID update list in the Routing ID update transparent container to non-volatile memory, and use the data from that point onwards to calculate the SUCI instead of the data stored in EFSUCI_Calc_Info; and
ii) if the SUCI is to be calculated by the USIM, proceed with the behaviour as specified in 3GPP TS 31.102 [22]; and
Editor’s note:
The UE behavior when the Routing ID update procedure terminates in the ME and the SUCI calculation is performed by the USIM needs to be specified by CT6.

b) if the security check on the UDM update data fails, the UE discards the contents of the "Routing ID update data";
3. The UE to the AMF: If the security check at step 2 was successful and the UDM has requested the UE to send an ack to the UDM, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement;
4. The AMF to the UDM: If the AMF receives an UL NAS TRANSPORT message with a transparent container carrying a UE acknowledgement from the UE, the AMF sends a Nudm_SDM_Info request message including the transparent container to the UDM;
5. If the UDM has requested the UE to re-register, the UE waits until it goes back to idle and initiates a mobility registration update.
