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	Reason for change:
	In TS 24.501 subclause 5.4.1.2.2.12 already identified an abnormal case where EAP-request/AKA'-challenge message is received by the UE with the key derivation function indicated in AT_KDF attributes set to a value other than 1. Two other abnormal cases can be identified:
1) EAP-request/AKA'-challenge message with the key derivation function indicated in AT_KDF attributes set to 1 and the network name of the AT_KDF_INPUT attribute is empty

2) EAP-request/AKA'-challenge message with the network name of the AT_KDF_INPUT attribute not matching the UE's serving network identity
For case 1), according to RFC 5448, the UE shall behave as if AUTN is incorrect and authentication has failed:
Per [3GPP.33.402], the server always verifies the authorization of a given access network to use a particular name before sending it to the peer over EAP-AKA'. The value of the AT_KDF_INPUT attribute from the server MUST be non-empty. If it is empty, the peer behaves as if AUTN had been incorrect and authentication fails. See Section 3 and Figure 3
of [RFC4187] for an overview of how authentication failures are handled.
For case 2), according to RFC 5448, the UE may choose to proceed with authentication or fails the authentication process:

In addition, the peer MAY check the received value against its own understanding of the network name. Upon detecting a discrepancy, the peer either warns the user and continues, or fails the authentication process. More specifically, the peer SHOULD have a configurable policy that it can follow under these circumstances. If the policy indicates that it can continue, the peer SHOULD log a warning message
or display it to the user. If the peer chooses to proceed, it MUST use the network name as received in the AT_KDF_INPUT attribute. If the policy indicates that the authentication should fail, the peer behaves as if AUTN had been incorrect and authentication fails.


	
	

	Summary of change:
	Specify additional abnormal case handling for the case where the network name of the AT_KDF_INPUT attribute is empty or the network name of the AT_KDF_INPUT attribute does not match the UE's local serving PLMN identity.
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5.4.1.2.2.2
Initiation

In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40]. The AUSF shall set the AT_KDF_INPUT attribute of the EAP-request/AKA'-challenge message to the SNN. The SNN is in format described in subclause 9.9.1. The AUSF may include AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message.

The network shall select an ngKSI value. If an ngKSI is contained in an initial NAS message during a 5GMM procedure, the network shall select a different ngKSI value.

Upon receiving an EAP-request/AKA'-challenge message, the UE shall check whether the UE has a USIM, shall check the key derivation function indicated in AT_KDF attributes as specified in IETF RFC 5448 [40], and if the value of the Key derivation function field within the received AT_KDF attribute, is of value 1, shall check:

a)
whether the network name field of the AT_KDF_INPUT attribute is constructed using the SNN format according to subclause 9.9.1; and

b)
whether the network name field of the AT_KDF_INPUT attribute matches the serving PLMN identity saved in the UE.

The PLMN identity the UE uses for the above network name check is as follows:

a)
when the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
after handover or inter-system change to N1 mode in 5GMM-CONNECTED mode:

1)
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

2)
if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and

3)
if the target cell is a shared network cell and the UE has a valid 4G-GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.

Editor's Note:
In the eventuality that RAN2 decides to use different TAI for 4G and for 5G, the above requirements will need to be revisited.

	*** Next Change ***


5.4.1.2.2.12
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
EAP-request/AKA'-challenge message with the key derivation function indicated in AT_KDF attributes set to a value other than 1.


The UE shall act as specified in IETF RFC 5448 [40] subclause 3.2 for the case when the AUTN had been incorrect.

b)
EAP-request/AKA'-challenge message with the key derivation function indicated in AT_KDF attributes set to 1, and the network name of the AT_KDF_INPUT attribute is empty. 
The UE shall behave as if AUTN had been incorrect as specified in IETF RFC 5448 [40] subclause 3.1. The UE shall send an EAP-response/AKA'-authentication-reject message as specified in IETF RFC 5448 [40].
c)
EAP-request/AKA'-challenge message with the network name of the AT_KDF_INPUT attribute not matching the UE's serving network identity. 
The UE may proceed with one of the following actions:

-
consider as if AUTN had been incorrect and send an EAP-response/AKA'-authentication-reject message as specified in IETF RFC 5448 [40];

-
proceed with authentication using the network name as received in the AT_KDF_INPUT attribute as specified in IETF RFC 5448 [40]; or
-
behave according to other implementation specific mechanisms.
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