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***** Next change *****
8.2.6.1
Message definition
The REGISTRATION REQUEST message is sent by the UE to the AMF. See table 8.2.6.1.1.

Message type:
REGISTRATION REQUEST
Significance:

dual

Direction:


UE to network

Table 8.2.6.1.1: REGISTRATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended Protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration request message identity
	Message type

9.7
	M
	V
	1

	
	5GS registration type
	5GS registration type

9.10.3.7
	M
	LV
	2

	
	ngKSI
	NAS key set identifier

9.10.3.29
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	5GS mobile identity
	5GS mobile identity

9.10.3.4
	M
	LV
	5-TBD

	C-
	Non-current native NAS key set identifier
	NAS key set identifier

9.10.3.29
	O
	TV
	1

	10
	5GMM capability
	5GMM capability

9.10.3.1
	O
	TLV
	3-15

	2E
	UE security capability
	UE security capability

9.10.3.49
	O
	TLV
	4-10

	2F
	Requested NSSAI
	NSSAI

9.10.3.34
	O
	TLV
	4-74

	52
	Last visited registered TAI
	5GS tracking area identity

9.10.3.8
	O
	TV
	7

	65
	S1 UE network capability
	S1 UE network capability

9.10.3.44
	O
	TLV
	4-15

	40
	Uplink data status
	Uplink data status
9.10.2.53
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status

9.10.3.40
	O
	TLV
	4-34

	B-
	MICO indication
	MICO indication
9.10.3.28
	O
	TV
	1

	2B
	UE status
	UE status

9.10.3.52
	O
	TLV
	3

	2C
	Additional GUTI
	5GS mobile identity

9.10.3.4
	O
	TLV
	TBD

	25
	Allowed PDU session status
	Allowed PDU session status

9.10.3.11
	O
	TLV
	4-34

	60
	UE's usage setting
	UE's usage setting

9.10.3.51
	O
	TLV
	3

	TBD
	Requested DRX parameters
	DRX parameters 

9.10.3.20
	O
	TBD
	TBD

	7C
	EPS NAS message container
	EPS NAS message container
9.10.3.22
	O
	TLV-E
	TBD

	77
	Payload container
	Payload container

9.10.3.35
	O
	TLV-E
	4-65538


Editor's note:
 The content of the REGISTRATION REQUEST message when a limited set of IEs including those needed to establish security in the initial message when it has no NAS security context is FFS.
***** Next change *****
8.2.25.1
Message definition

The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.25.1.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.25.1.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.10.3.32
	M
	V
	1

	
	ngKSI
	NAS key set identifier

9.10.3.29
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability

9.10.3.50
	M
	LV
	3-9

	E-
	IMEISV request
	IMEISV request

9.10.3.26
	O
	TV
	1

	4F
	HashAMF
	HashAMF
9.10.3.25
	O
	TV
	9

	57
	Selected EPS NAS security algorithms
	EPS NAS security algorithms

9.10.3.23
	O
	TV
	2

	78
	EAP message
	EAP message

9.10.2.2
	O
	TLV-E
	7


***** Next change *****
9.10.3.50
UE security capability
The UE security capability information element is used by the network to indicate which security algorithms are supported by the UE in N1 mode and S1 mode for NAS security as well as which security algorithms are supported over NR and E-UTRA for AS security.

The UE security capability information element is coded as shown in figure 9.10.3.50.1 and table 9.10.3.50.1.

The UE security capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 10 octets.

Octets 5 and 6 are optional. If octet 5 is included, then also octet 6 shall be included.

If the UE did not indicate support of any security algorithm for NAS security in S1 mode and did not indicate support of any security algorithm for AS security over E-UTRA, octets 5 and 6 shall not be included.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability contents
	octet 2

	5G-EA0
	128-

5G-EA1
	128-

5G-EA2
	128-

5G-EA3
	5G-EA4
	5G-EA5
	5G-EA6
	5G-EA7
	octet 3

	5G-IA0
	128-

5G-IA1
	128-

5G-IA2
	128-

5G-IA3
	5G-IA4
	5G-IA5
	5G-IA6
	5G-IA7
	octet 4

	EEA0
	128-

EEA1
	128-

EEA2
	128-

EEA3
	EEA4
	EEA5
	EEA6
	EEA7
	octet 5*

	EIA0
	128-

EIA1
	128-

EIA2
	128-

EIA3
	EIA4
	EIA5
	EIA6
	EIA7
	octet 6*

	0
	0
	0
	0
	0
	0
	0
	0
	octet 7* -10*

	Spare
	


Figure 9.10.3.50.1: UE security capability information element

Table 9.10.3.50.1: UE security capability information element

	5GS encryption algorithms supported (see NOTE 1) (octet 3)

	

	5GS encryption algorithm 5G-EA0 supported (octet 3, bit 8)

	0
	
	
	
	5GS encryption algorithm 5G-EA0 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA0 supported

	

	5GS encryption algorithm 128-5G-EA1 supported (octet 3, bit 7)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA1 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA1 supported

	

	5GS encryption algorithm 128-5G-EA2 supported (octet 3, bit 6)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA2 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA2 supported

	

	5GS encryption algorithm 128-5G-EA3 supported (octet 3, bit 5)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA31 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA3 supported

	

	5GS encryption algorithm 5G-EA4 supported (octet 3, bit 4)

	0
	
	
	
	5GS encryption algorithm 5G-EA4 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA4 supported

	

	5GS encryption algorithm 5G-EA5 supported (octet 3, bit 3)

	0
	
	
	
	5GS encryption algorithm 5G-EA5 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA5 supported

	

	5GS encryption algorithm 5G-EA6 supported (octet 3, bit 2)

	0
	
	
	
	5GS encryption algorithm 5G-EA6 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA6 supported

	

	5GS encryption algorithm 5G-EA7 supported (octet 3, bit 1)

	0
	
	
	
	5GS encryption algorithm 5G-EA7 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA7 supported

	

	5GS integrity algorithms supported (see NOTE 2) (octet 4)

	

	5GS integrity algorithm 5G-IA0 supported (octet 4, bit 8)

	0
	
	
	
	5GS integrity algorithm 5G-IA0 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA0 supported

	

	5GS integrity algorithm 128-5G-IA1 supported (octet 4, bit 7)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA1 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA1 supported

	

	5GS integrity algorithm 128-5G-IA2 supported (octet 4, bit 6)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA2 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA2 supported

	

	5GS integrity algorithm 128-5G-IA3 supported (octet 4, bit 5)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA3 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA3 supported

	

	5GS integrity algorithm 5G-IA4 supported (octet 4, bit 4)

	0
	
	
	
	5GS integrity algorithm 5G-IA4 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA4 supported

	

	5GS integrity algorithm 5G-IA5 supported (octet 4, bit 3)

	0
	
	
	
	5GS integrity algorithm 5G-IA5 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA5 supported

	

	5GS integrity algorithm 5G-IA6supported (octet 4, bit 2)

	0
	
	
	
	5GS integrity algorithm 5G-IA6 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA6 supported

	

	5GS integrity algorithm 5G-IA7 supported (octet 4, bit 1)

	0
	
	
	
	5GS integrity algorithm 5G-IA7 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA7 supported

	

	EPS encryption algorithms supported (see NOTE 3) (octet 5)

	

	EPS encryption algorithm EEA0 supported (octet 5, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 5, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 5, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	

	EPS encryption algorithm 128-EEA3 supported (octet 5, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported

	

	EPS encryption algorithm EEA4 supported (octet 5, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	

	EPS encryption algorithm EEA5 supported (octet 5, bit 3)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	

	EPS encryption algorithm EEA6 supported (octet 5, bit 2)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	

	EPS encryption algorithm EEA7 supported (octet 5, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (see NOTE 4) (octet 6)

	

	EPS integrity algorithm EIA0 supported (octet 6, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 6, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 6, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	

	EPS integrity algorithm 128-EIA3 supported (octet 6, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported

	

	EPS integrity algorithm EIA4 supported (octet 6, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	

	EPS integrity algorithm EIA5 supported (octet 6, bit 3)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	

	EPS integrity algorithm EIA6 supported (octet 6, bit 2)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	

	EPS integrity algorithm EIA7 supported (octet 6, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	All bits in octets 7 to 10 are spare and shall be coded as zero, if the respective octet is included in the information element.

	NOTE 1:
The code points in octet 3 are used to indicate support for 5GS encryption algorithms for NAS security in N1 mode and support for 5GS encryption algorithms for AS security over NR.

NOTE 2:
The code points in octet 4 are used to indicate support for 5GS integrity algorithms for NAS security in N1 mode and support for 5GS integrity algorithms for AS security over NR.

NOTE 3:
The code points in octet 5 are used to indicate support for EPS encryption algorithms for NAS security in S1 mode and support for EPS encryption algorithms for AS security over E-UTRA.

NOTE 4:
The code points in octet 6 are used to indicate support for EPS integrity algorithms for NAS security in S1 mode and support for EPS integrity algorithms for AS security over E-UTRA.


