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1. Introduction

In TS 24.502, the UE and N3IWF handling when IKE SA and signalling IPsec SA establishment is accepted by the network is already specified. However the UE and N3IWF handling when signalling IPsec SA establishment is not accepted by the network is yet to be added. Also description for EAP-5G procedure completion after authentication failure is missing. 
2. Discussion

The procedure for UE registration to 5GCN via an untrusted non-3GPP access network has been defined in TS 23.502 subclause 4.12.2. The procedure uses vendor-specific EAP method called "EAP-5G" between the UE and the N3IWF:
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Figure 1: Registration via untrusted non-3GPP access

As shown in above figure, the UE proceeds with the establishment of an IKEv2 Security Association (SA) with the selected N3IWF by initiating an IKE initial exchange. IKE SA is established after Step 2 (c.f. TS 23.502 subclause 4.12.2):

2.
The UE proceeds with the establishment of an IKEv2 Security Association (SA) with the selected N3IWF by initiating an IKE initial exchange according to RFC 7296 [3]. After step 2 all subsequent IKE messages are encrypted and integrity protected by using the IKE SA established in this step.
and from RFC 7296:

   The first pair of messages (IKE_SA_INIT) negotiate

   cryptographic algorithms, exchange nonces, and do a Diffie-Hellman

   exchange [DH]……
   At this point in the negotiation, each party can generate a quantity

   called SKEYSEED (see Section 2.14), from which all keys are derived

   for that IKE SA.  The messages that follow are encrypted and

   integrity protected in their entirety, ………
   All messages following the initial exchange are cryptographically

   protected using the cryptographic algorithms and keys negotiated in

   the IKE_SA_INIT exchange.  These subsequent messages use the syntax

   of the Encrypted payload described in Section 3.14, encrypted with

   keys that are derived as described in Section 2.14.  All subsequent

   messages include an Encrypted payload, even if they are referred to

   in the text as "empty".  For the CREATE_CHILD_SA, IKE_AUTH, or

   INFORMATIONAL exchanges, the message following the header is

   encrypted and the message including the header is integrity protected

   using the cryptographic algorithms negotiated for the IKE SA.
The UE then initiates an IKE_AUTH exchange which triggers the UE to initiate an EAP-5G session. 
In TS 24.502, the UE and N3IWF handling when IKE SA and signalling IPsec SA establishment is accepted by the network is already specified in subclause 7.3.2. The corresponding EAP-5G session is shown in Figure 2:
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Figure 2: EAP-5G session for UE registration over non-3GPP access
Upon completion of authentication and security mode command procedure, N3IWF sends an EAP-Success to UE to complete the EAP-5G session. 

If registration has failed during this process, for example due to authentication failure, congestion control, failed SMC procedure, etc, REGISTRATION REJECT message would be sent back to the UE as an encapsulated NAS message of EAP-5G session.
The question now is what steps should the UE and N3IWF follow after REGISTRATION REJECT message to complete the IKEv2 and EAP-5G procedure.

1) According to RFC 3748, whenever the authenticator sends an EAP request, the peer replies with an EAP response. In fact the peer MUST send a Response packet in reply to a valid Request packet:
The Request packet (Code field set to 1) is sent by the
authenticator to the peer. Each Request has a Type field which
serves to indicate what is being requested...
[3] The authenticator sends an additional Request packet, and the
peer replies with a Response. The sequence of Requests and
Responses continues as long as needed. EAP is a 'lock step'
protocol,...

………The peer MUST send a Response packet in reply to a valid Request packet.
Observation 1: EAP protocol mandates a EAP Response message in reply to a valid EAP Request message according to RFC 3748. 

Proposal 1: EAP Response message shall be returned to the N3IWF when the UE receives EAP-Request message with 5G-NAS Registration Reject.

2) When the UE's registration request over non-3GPP access is rejected, the UE behavior could be different depending on the rejection reason. For syntax error or certain temporary rejection reasons, the UE could choose to initiate registration again with valid parameters. For other rejection reasons, the UE should stop the EAP-5G procedure and clean up the IKE SA and EAP stack related resources. For stopping the EAP-5G procedure, a 5G-Stop indication is needed.
Proposal 2: Upon registration failure over non-3GPP access, the UE may choose to re-initate registration or to stop EAP-5G procedure. 
3) The next question is what should be the network side handling when the UE stops EAP-5G procedure?

According to RFC 3748, if during EAP procedure, the authenticator cannot authenticate the peer, the authenticator implementation MUST transmit an EAP Failure: 

 [4] The conversation continues until the authenticator cannot
authenticate the peer (unacceptable Responses to one or more
Requests), in which case the authenticator implementation MUST
transmit an EAP Failure (Code 4). Alternatively, the
authentication conversation can continue until the authenticator
determines that successful authentication has occurred, in which
case the authenticator MUST transmit an EAP Success (Code 3).

……
   The Success packet is sent by the authenticator to the peer after

   completion of an EAP authentication method (Type 4 or greater) to

   indicate that the peer has authenticated successfully to the

   authenticator.  The authenticator MUST transmit an EAP packet with

   the Code field set to 3 (Success).  If the authenticator cannot

   authenticate the peer (unacceptable Responses to one or more

   Requests), then after unsuccessful completion of the EAP method in

   progress, the implementation MUST transmit an EAP packet with the

   Code field set to 4 (Failure).  An authenticator MAY wish to issue

   multiple Requests before sending a Failure response in order to allow

   for human typing mistakes.  Success and Failure packets MUST NOT

   contain additional data.
Observation 2: EAP protocol mandates an EAP Failure message to be transmitted to the peer if EAP procedure cannot be completely successfully. 

Proposal 3: Upon registration rejection, if the UE indicates EAP-5G method to be stopped, the N3IWF shall send EAP Failure to the UE

Based on above observations and proposals, the following the UE and N3IWF handling are proposed when signalling IPsec SA establishment is not accepted.
1) Registration rejection is caused by recoverable errors 

In this case, the UE can modify the registration request message if needed and re-attempt registration.
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Figure 3a: EAP-5G session when the UE re-attempts registration over non-3GPP access
2) Registration rejection is due to irrecoverable errors or permanent failures

In this case, the UE stops EAP-5G session and the session is completed with EAP-Failure indication as mandated by RFC 3748:
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Figure 3b: EAP-5G session when the UE stops EAP-5G session with no re-attempts

3. Conclusion

Observation 1: EAP protocol mandates a EAP Response message in reply to a valid EAP Request message according to RFC 3748. 

Observation 2: EAP protocol mandates an EAP Failure message to be transmitted to the peer if EAP procedure cannot be completely successfully. 

Proposal 1: EAP Response message shall be returned to the N3IWF when the UE receives EAP-Request message with 5G-NAS Registration Reject.

Proposal 2: Upon registration failure over non-3GPP access, the UE may choose to re-initate registration or to stop EAP-5G procedure. 

Proposal 3: Upon registration rejection, if the UE indicates EAP-5G method is to be stopped, the N3IWF shall send EAP Failure to the UE

CR implementing above proposals is provided in C1-185135.
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