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1. Abstract
This paper discusses a need for NAS layer to provide unified access control information and establishment cause to AS layer when the UE in 5GMM-CONNECTED mode with RRC inactive indication is about to send an uplink user data packet via a PDU session with suspended user-plane resources.
The changes on top of C1-184052 are highlighted by change marks.

2. Discussion
2.1 RAN2 agreements
RAN2 LS C1-183856 states:
--------------

RAN2 has agreed that RRC resume triggered by uplink data in RRC_INACTIVE should be subject to access control:

Agreements (to be confirmed with CT1)

1
Confirmed that RRC resume triggered by uplink data in RRC_INACTIVE should be subject to access control.

2
RAN2 preference is that the behaviour is specified in NAS specs (as for idle mode case)
For uplink data arrival, since the UE behaviour for RRC_INACTIVE is very similar to UE behaviour in RRC_IDLE, RAN2 preference would be to identify the event of "RRC resume triggered by uplink data" in NAS specifications and have NAS provide an access category, access identities and an establishment cause also for this event (similar to RRC_IDLE case).

...
ACTION: 
RAN2 requests CT1 group to specify the mechanism to provide an access category, access identities and an establishment cause for RRC resume triggered by uplink data in RRC_INACTIVE (as for RRC_IDLE case).
--------------

From RAN2 LS C1-183856, it can be derived that RAN2 agreed that:
1)
RRC resume triggered by uplink data in RRC_INACTIVE is an event subject to unified access control. 


In NAS terms, this refers to situation when the UE in the 5GMM-CONNECTED mode with RRC inactive indication is about to send an uplink user data packet via a PDU session with established user-plane resources for which DRBs were suspended due to transition to 5GMM-CONNECTED mode with RRC inactive indication. In this paper, such PDU session is called "PDU session with suspended user-plane resources".
2)
UE handling for this event is very similar to UE handling in RRC_IDLE upon uplink data arrival. 

I.e. the access category, the access identities and the establishment cause need to be the same as when the UE in the 5GMM-IDLE mode is about to send an uplink user data packet. Also, not performing of the unified access control check in exceptional cases need to be the same.
3)
an access category, access identities and an establishment cause for this event are to be identified by NAS layer and provided to AS layer, similar to RRC_IDLE case.

I.e. the access category, the access identities and the establishment cause for this event needs to be identified by NAS layer and provided to AS layer, similarly as in 5GMM-IDLE mode. Also, information for not performing of the unified access control check in exceptional cases need to be the same as in 5GMM-IDLE mode.
Observation-1: RAN2 agreed that RRC resume triggered by uplink data in RRC_INACTIVE is an event subject to unified access control. In NAS terms, this refers to situation when the UE in the 5GMM-CONNECTED mode with RRC inactive indication is about to send an uplink user data packet via a PDU session with suspended user-plane resources (i.e. PDU session for which the user-plane resources were (re-)established and later on, due to transition to 5GMM-CONNECTED mode with RRC inactive indication, DRBs of the user-plane resources were suspended).

Observation-2: RAN2 agreed that UE handling for this event is very similar to UE handling in RRC_IDLE upon uplink data arrival. I.e. the access category, the access identities, and the establishment cause need to be the same as when the UE in the 5GMM-IDLE mode is about to send an uplink user data packet. Also, not performing of the unified access control check in exceptional cases needs to be the same. 
Observation-3: RAN2 requests CT1 to specify that the NAS layer provides to the AS layer the unified access control information and the establishment cause for this event.

RAN2 agreement is to be confirmed by CT1.
Given that NAS layer is so far not involved when the UE in the 5GMM-CONNECTED mode with RRC inactive indication is about to send an uplink user data packet via a PDU session with suspended user-plane resources, we need to check whether there are any cases:

-
when the AS layer alone is unable to correctly identify the access category, the access identities, and the establishment cause; or
-
when the AS layer alone in unable to correctly identify that unified access control is not to be performed in exceptional cases.
2.2 Cases when AS layer alone is unable to identify the information
2.2.1 Case-1 - usage of operator-defined access categories
The AS layer does not have enough information to identify the correct access category when the UE is in 5GMM-CONNECTED mode with RRC inactive indication with two PDU sessions - PDU session X established with DNN D1 and PDU session Y established with DNN D2 - when both PDU sessions have suspended user-plane resources and the DNN D2 is associated with operator-defined access category 32. In such case:

1)
if the UE is about to send an uplink user data packet via PDU session X, then the UE needs to perform unified access control check for access category 7 (MO_DATA).

2)
if the UE is about to send an uplink user data packet via a PDU session Y, then the UE needs to perform unified access control check for access category 32 (the operator-defined access category associated with the DNN D2).

As the AS layer has no information about the DNN D2 being associated with the operator-defined access category 32, the AS layer alone cannot correctly identify the access category in 2) above.

Observation-4: When operator-defined access categories are used, AS layer alone does not have enough information to correctly determine access category. However, NAS layer is aware of usage of the operator-defined access categories and can determine the access category correctly.
In Jul 2018 CT1 meeting, it was suggested by a company that the AS layer can cache the unified access control information and establishment cause received from NAS layer and use those cached information later. However, such handling can lead to incorrect determination of the unified access control information and establishment cause - e.g. in following case:

1)
the UE in 5GMM-IDLE mode is about to send an uplink user data packet via PDU session X and needs user-plane resource for PDU session X, the UE performs unified access control check for access category 7 (MO_DATA) and this is allowed by AS layer.
2)
the UE in 5GMM-CONNECTED mode is about to send an uplink user data packet via a PDU session Y and needs user-plane resource for PDU session Y, the UE performs unified access control check for access category 32 (the operator-defined access category associated with the DNN D2) and this is allowed by AS layer;
3)
the UE in 5GMM-CONNECTED mode is about to send an uplink user data packet via PDU session Z and needs user-plane resource for PDU session Z, the UE performs unified access control check for access category 7 (MO_DATA), and this is allowed by AS layer.
3)
due to inactivity, the UE is moved to 5GMM-CONNECTED mode with RRC inactive indication.
4)
disaster occurs;

5)
the UE in 5GMM-CONNECTED mode with RRC inactive indication is about to send an uplink user data packet via a PDU session Y. NAS layer can determine that the UE needs to perform unified access control check for access category 32 (the operator-defined access category associated with the DNN D2) but AS layer cannot do so since:
a)
AS layer is unaware of usage of the operator-defined access categories; and
b)
AS layer does not know whether the uplink user data packet sent is related to the last unified access control check of access category 7 (MO_DATA), or a previous unified access control check for access category 32 (the operator-defined access category associated with the DNN D2).
Observation-4A: When operator-defined access categories are used, AS layer alone cannot correctly derive access category from an access category received earlier and cached.
2.2.2 Case-2 - unified access control during and after MMTEL voice call
The AS layer does not have enough information to decide whether to perform (or not) the unified access control check when the UE is in 5GMM-CONNECTED mode with RRC inactive indication and is about to send an uplink user data packet via PDU session providing access to IMS, with suspended user-plane resources. In such case:
1)
if the uplink user data packet is a part of ongoing MO MMTEL voice call (e.g. the UE sent a SIP INVITE request in 5GMM-CONNECTED mode, was moved to 5GMM-CONNECTED mode with RRC inactive indication, and is now re-transmitting the SIP INVITE request again), the UE should not perform further unified access control check as the unified access control check for the MO MMTEL voice call has already been performed, was successful and the MO MMTEL voice call is still ongoing. This is similar to further unified access control check not being performed when the UE sent a SIP INVITE request in 5GMM-CONNECTED mode, was moved to 5GMM-IDLE mode, and is now re-transmitting the SIP INVITE request again - see 24.501, subclause 4.5.5, text:
---------

Once the service has successfully passed access control, then as long as the service is ongoing, the following access attempts are allowed to proceed without further access control checking in order to avoid double barring:

-
for services b), c) and d), any service request procedure related to the PDU session established for DNN = “IMS”; and

---------
2)
if the uplink user data packet is sent after the end of previous MO MMTEL voice call (e.g. the UE made an MO MMTEL voice call. After hanging up, the UE was moved to 5GMM-CONNECTED mode with RRC inactive indication. Now the UE is about to send other IMS signalling e.g. a SIP SUBSCRIBE request), the UE needs to perform unified access control check for access category 7 (MO_DATA).

As the AS layer has no information whether the MO MMTEL voice call is still in progress, the AS layer alone cannot correctly identify whether to perform the unified access control check or not.

Observation-5: When an uplink user data packet is sent via PDU session providing access to IMS after MO MMTEL voice call passed successfully the unified access control, the AS layer alone does not have enough information to determine whether to perform unified access control (if the MO MMTEL call already ended) or not (if the MO MMTEL call is still in progress). However, NAS layer is aware of ongoing MO MMTEL voice calls and can determine this correctly.
2.2.3 Case-3 - unified access control during and after SMS
The AS layer does not have enough information to decide whether to perform (or not) the unified access control check when the UE is in 5GMM-CONNECTED mode with RRC inactive indication and is about to send an uplink user data packet via PDU session providing access to IMS, with suspended user-plane resources. In such case:

1)
if the uplink user data packet is a part of ongoing MO SMSoIP (e.g. the UE sent a SIP MESSAGE request carrying SMS in 5GMM-CONNECTED mode, was moved to 5GMM-CONNECTED mode with RRC inactive indication, and is now re-transmitting the SIP MESSAGE request again), the UE should not perform further unified access control check as the unified access control check for the MO SMS has already been performed, was successful and the MO SMSoIP is still ongoing. This is similar to further unified access control check not being performed when the UE sent a SIP MESSAGE request in 5GMM-CONNECTED mode, was moved to 5GMM-IDLE mode, and is now re-transmitting the SIP MESSAGE request again - see 24.501, subclause 4.5.5, text:

---------

Once the service has successfully passed access control, then as long as the service is ongoing, the following access attempts are allowed to proceed without further access control checking in order to avoid double barring:

-
for services b), c) and d), any service request procedure related to the PDU session established for DNN = “IMS”; and

---------
2)
if the uplink user data packet is sent after the end of previous MO SMSoIP (e.g. SMSoIP sending was complete, the UE was moved to 5GMM-CONNECTED mode with RRC inactive indication. Now the UE is about to send other IMS signalling e.g. a SIP SUBSCRIBE request), the UE needs to perform unified access control check for access category 7 (MO_DATA).

As the AS layer has no information whether the MO SMSoIP is still in progress, the AS layer alone cannot correctly identify whether to perform the unified access control check or not.

Observation-6: When an uplink user data packet is sent via PDU session providing access to IMS after MO SMSoIP passed successfully the unified access control, the AS layer alone does not have enough information to determine whether to perform unified access control (if the MO SMSoIP already completed) or not (if the MO SMSoIP is still in progress). However, NAS layer is aware of ongoing MO SMSoIP and can determine this correctly.
2.3 Further reasons why control in RRC_INACTIVE should be as good as in RRC_IDLE

In Jul 2018 CT1 meeting, it was suggested by a company that the unified access control and establishment cause determination in RRC_INACTIVE can be rudimentary in comparison to those in RRC_IDLE. However, in such case, the operator cannot provide proper access control protecting the network in disaster situation. This might lead some operators to prefer RRC_IDLE (rather than RRC_INACTIVE).
Observation-7: If the unified access control and establishment cause determination in RRC_INACTIVE is not on the same level as those in RRC_IDLE, operators might prefer moving the UE to RRC_IDLE (rather than to RRC_INACTIVE) when the UE is inactive, to be able to protect the network in disaster situations. Other advantages of RRC_INACTIVE mode would not be available in such case.
3. Conclusions

Observation-1: RAN2 agreed that RRC resume triggered by uplink data in RRC_INACTIVE is an event subject to unified access control. In NAS terms, this refers to situation when the UE in the 5GMM-CONNECTED mode with RRC inactive indication is about to send an uplink user data packet via a PDU session with suspended user-plane resources (i.e. PDU session for which the user-plane resources were (re-)established and later on, due to transition to 5GMM-CONNECTED mode with RRC inactive indication, DRBs of the user-plane resources were suspended).

Observation-2: RAN2 agreed that UE handling for this event is very similar to UE handling in RRC_IDLE upon uplink data arrival. I.e. the access category, the access identities, and the establishment cause need to be the same as when the UE in the 5GMM-IDLE mode is about to send an uplink user data packet. Also, not performing of the unified access control check in exceptional cases needs to be the same. 
Observation-3: RAN2 requests CT1 to specify that the NAS layer provides to the AS layer the unified access control information and the establishment cause for this event.

Observation-4: When operator-defined access categories are used, AS layer alone does not have enough information to correctly determine access category. However, NAS layer is aware of usage of the operator-defined access categories and can determine the access category correctly.
Observation-4A: When operator-defined access categories are used, AS layer alone cannot correctly derive access category from an access category received earlier and cached.
Observation-5: When an uplink user data packet is sent via PDU session providing access to IMS after MO MMTEL voice call passed successfully the unified access control, the AS layer alone does not have enough information to determine whether to perform unified access control (if the MO MMTEL call already ended) or not (if the MO MMTEL call is still in progress). However, NAS layer is aware of ongoing MO MMTEL voice calls and can determine this correctly.
Observation-6: When an uplink user data packet is sent via PDU session providing access to IMS after MO SMSoIP passed successfully the unified access control, the AS layer alone does not have enough information to determine whether to perform unified access control (if the MO SMSoIP already completed) or not (if the MO SMSoIP is still in progress). However, NAS layer is aware of ongoing MO SMSoIP and can determine this correctly.
Observation-7: If the unified access control and establishment cause determination in RRC_INACTIVE is not on the same level as those in RRC_IDLE, operators might prefer moving the UE to RRC_IDLE (rather than to RRC_INACTIVE) when the UE is inactive, to be able to protect the network in disaster situations. Other advantages of RRC_INACTIVE mode would not be available in such case.
4. Proposal

Proposal: when the UE in 5GMM-CONNECTED mode with RRC inactive indication is about to send an uplink user data packet via a PDU session with suspended user-plane resources, NAS layer determines the access category, access identities and establishment cause. The NAS layer also determines whether the unified access control is not to be performed in exceptional cases.
