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* * * First Change * * * *

8.2.25
Security mode command

8.2.25.1
Message definition

The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.25.1.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.25.1.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.10.3.32
	M
	V
	1

	
	ngKSI
	NAS key set identifier

9.10.3.29
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability

9.10.3.50
	M
	LV
	3-5

	E-
	IMEISV request
	IMEISV request

9.10.3.26
	O
	TV
	1

	4F
	HashAMF
	HashAMF
9.10.3.25
	O
	TV
	9

	57
	Selected EPS NAS security algorithms
	EPS NAS security algorithms

9.10.3.23
	O
	TV
	2

	78
	EAP message
	EAP message

9.10.2.2
	O
	TLV-E
	7

	
	More additional information request
	More additional information request 

9.10.3.x
	O
	V
	1


8.2.25.2
IMEISV request

The AMF may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.

8.2.25.3
HashAMF
The AMF shall include this information element when the AMF is initiating a SECURITY MODE COMMAND during a registration procedure and the REGISTRATION REQUEST message did not successfully pass the integrity check at the AMF.

8.2.25.4
Selected EPS NAS security algorithms

This IE shall be included if the AMF does not support interworking procedures without N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.

8.2.25.5
EAP message
This IE is included when the EAP Success message is sent as part of the EAP-based primary authentication and key agreement procedure, as specified in subclause 5.4.1.2.
8.2.25.x
More additional information request
The AMF may include this information element to request the UE to send its more additional information with the corresponding SECURITY MODE COMPLETE message.  

* * * Next Change * * * *

9.10.3.x
more additional information request

The purpose of the more additional information request information element is to indicate that the more additional information can be included by the UE in the SECURITY MODE COMPLETE message.

The more additional information request is a type 1 information element.

The more additional information request IE is coded as shown in figure 9.10.3.x.1 and  the table 9.10.3.x.1.  

	8
	7
	6
	5
	4
	3
	2
	1
	

	More additional information request

IEI
	0

spare
	More additional information  request

value
	octet 1


Figure 9.10.3.x.1 : more additional information request information element

Table 9.10.3.x.1 : more additional informaion request information element

	More additional information request value (octet 1)

	Bits

	1
	

	0
	More additional information is not requested

	1
	More additional information is requested

	

	All other values are interpreted as more additional information is not requested.

	


* * * Next Change * * * *

8.2.26
Security mode complete

8.2.26.1
Message definition

The SECURITY MODE COMPLETE message is sent by the UE to the AMF in response to a SECURITY MODE COMMAND message. See table 8.2.26.1.1.

Message type:
SECURITY MODE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.26.1.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

9.6
	M
	V
	1

	2C
	IMEISV
	5G mobile identity

9.10.3.4
	O
	TLV
	11

	7D
	NAS message container
	NAS message container

9.10.3.31
	O
	TLV-E
	3-n


8.2.26.2
IMEISV

The UE shall include this information element, if the IMEISV was requested within the corresponding SECURITY MODE COMMAND message.

8.2.26.3
NAS message container

The UE shall include this information element:

a)
if during an ongoing registration procedure, the AMF included HASHAMF in the SECURITY MODE COMMAND message and HASHAMF has a different value from the hash value locally calculated at the UE as described in 3GPP TS 33.501 [24]; and

b)
when the UE has sent an initial NAS message with a limited set of IEs before the SECURITY MODE COMMAND message was received and the UE needs to include the complete initial NAS message or more additional information in the SECURITY MODE COMPLETE message, as described in 3GPP TS 33.501 [24].

