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1. Background

It is agreed that IPSec tunnel mode should be used for the connection between the UE and the N3IWF. Therefore the signalling and the application data between the UE and the N3IWF can be illustrated as the following figure:
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FIG. 1
The IPSec tunnel mode shows that the NAS signalling  and the application data as payloads of inner IPs which are encapsulated by outer IPs. The outer IP header comprises the IP addresses of the originator and the recepient while the IP datagram also includes outter UDP transport protocol to identify the port numbers at the orginator and the recepient of the IP datagram. The protected inner IP headers comprises IP addresses for the recepient and the originator however the port numbers should also be defined by the inner transport protocol. For the application data, the inner transport protocol should be identified by the application and is shown as a part of data payload in FIG.1. If the application requires a secure transport, a connection based transport protocol such as TCP or SCTP should be employed, however if delays caused by TCP or SCTP are not desired such as in voice application, the inner transport protocol should be UDP. Note that Generic Routing Encapsulation (GRE) which is applied to the IP datagram of the application data is solely to identify the priority of that IP datagram and does not comprise any parameters to identiy the ports.

This document is to find a solution how to implement a transport protocol for signalling between the UE and the N3IWF. 
2. Problem Statement with Analysis

As analysed in document C1-184270 which was presented in CT1 #111 Bis, the signalling between the UE and N3IWF should have the same behaviour as the one in 3GPP environment. Radio Link Control (RLC) employs Acknowledgement Mode (AM) for the signalling in 3GPP. RLC AM is in a sense similar to an IP connection based transport protocol by segmentation, buffering, and retransmission of the data packets to ensure that the recipient has received the transmitted data packets. The same principle should also be employed for signalling of non-3GPP access. Although a connection based transport protocol can introduce a larger overhead for both in number of bytes and the complexity, the importance of the secure transportation of the signalling should be prioritized. The connection based transport protocol SCTP should be prioritized as the transport protocol layer for the NAS signalling since SCTP is a message based transport protocol. However, the bit flow based connection based transport protocol TCP may also be employed if the recipient consider the “length” parameter in the IP layer protocol of IPv4 and IPv6.
In CT1 #111Bis, some companies proposed identifying the inner transport protocol of the non-3GPP IP datagrams should be decided by SA2. However, this is not an opinion that other companies may share. Identifying the inner transport protocol is a protocol level decision and should naturally dealt with in a team which decides stage 3. Therefore presenting this in SA2 could be problematic and the presenter may be addressed to present this in CT1. 
2. Conclusions

It is concluded that an inner transport protocol is needed for IP Sec tunnel mode of datagrams between a UE and a N3IWF to identify the “protected” port numbers for the originator and the recipient. For the application data, it is defined per application basis and can be connection based or connectionless. However, it is recommended to employ a connection based transport protocol. Since some companies believe this is up to SA2 to make the protocol decision, following solutions are proposed.

1- Either agreeing to a CT CR which introduces TCP as the inner transport protocol (note that it can changed to SCTP if the members want it), or
2- Sending an LS which includes the general agreement and ask SA2 to include the transport layer protocol for the inner IP datagrams of non-3GPP access in their documentation.
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