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3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

5GMM-IDLE mode: In this specification, if the term is used standalone, a UE in 5GMM-IDLE mode means the UE can be either in 5GMM-IDLE mode over 3GPP access or in 5GMM-IDLE mode over non-3GPP access.
5GMM-CONNECTED mode: In this specification, if the term is used standalone, a UE in 5GMM-CONNECTED mode means the UE can be either in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode over non-3GPP access.
5GMM-IDLE mode over 3GPP access: A UE is in 5GMM-IDLE mode over 3GPP access when no N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-IDLE mode over 3GPP access used in the present document corresponds to the term CM-IDLE state for 3GPP access used in 3GPP TS 23.501 [8].
5GMM-CONNECTED mode over 3GPP access: A UE is in 5GMM-CONNECTED mode over 3GPP access when a N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-CONNECTED mode over 3GPP access used in the present document corresponds to the term CM-CONNECTED state for 3GPP access used in 3GPP TS 23.501 [8].
5GMM-IDLE mode over non-3GPP access: A UE is in 5GMM-IDLE mode over non-3GPP access no N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-IDLE mode over non-3GPP access used in the present document corresponds to the term CM-IDLE state for non-3GPP access used in 3GPP TS 23.501 [8].
5GMM-CONNECTED mode over non-3GPP access: A UE is in 5GMM-CONNECTED mode over non-3GPP access when it has N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-CONNECTED mode over non-3GPP access used in the present document corresponds to the term CM-CONNECTED state for non-3GPP access used in 3GPP TS 23.501 [8].
5GS services: Services provided by PS domain. Within the context of this specification, 5GS services is used as a synonym for EPS services.

Access stratum connection: A peer to peer access stratum connection between either the UE and the NG-RAN for 3GPP access or the UE and the N3IWF for non-3GPP access. The access stratum connection for 3GPP access corresponds to an RRC connection via the Uu reference point. The creation of the access stratum connection for non-3GPP access corresponds to the completion of the IKE_SA_INIT exchange (see IETF RFC 7296 [41]) via the NWu reference point.
Always-on PDU session: A PDU session for which user-plane resources have to be activated during every transition from 5GMM-IDLE mode to 5GMM-CONNECTED mode. Such a PDU session is established based on indication from upper layers.
NOTE 1:
How the upper layers in the UE are configured to provide an indication is out of scope of the specification.

Editor’s note:
It is FFS whether any handling is required for access identities, access category or reject cause received in PDU session reactivation result IE due to always-on PDU session.
Cleartext IEs: Information elements that can be sent without confidentiality protection in initial NAS messages as specified in subclause 4.4.6.
DNN based congestion control: Type of congestion control at session management level that is applied to reject session management requests from UEs or release PDU sessions when the associated DNN is congested. DNN based congestion control can be activated at the SMF over session management level and also activated at the AMF over mobility management level.

General NAS level congestion control: Type of congestion control at mobility management level that is applied at a general overload or congestion situation in the network, e.g. lack of processing resources.
Last visited registered TAI: A TAI which is contained in the registration area that the UE registered to the network and which identifies the tracking area last visited by the UE.
N1 mode: A mode of a UE allowing access to the 5G core network via the 5G access network.
N1 NAS signalling connection: A peer to peer N1 mode connection between UE and AMF. An N1 NAS signalling connection is either the concatenation of an RRC connection via the Uu reference point and an NG connection via the N2 reference point for 3GPP access, or the concatenation of an IPsec tunnel via the NWu reference point and an NG connection via the N2 reference point for non-3GPP access.

PDU address: An IP address assigned to the UE by the packet data network.

PDU session for LADN: A PDU session with a DNN associated with a LADN.
Persistent PDU session: either a non-emergency PDU session contains a GBR QoS flow with QoS equivalent to QoS of teleservice 11 and where there is a radio bearer associated with that PDU session, or an emergency PDU session where there is a radio bearer associated with that PDU session.
NOTE 2:
An example of a persistent PDU session is a non-emergency PDU session with 5QI = 1 where there is a radio bearer associated with that context.
Procedure transaction identity: An identity which is dynamically allocated by the UE for the UE-requested 5GSM procedures. The procedure transaction identity is released when the procedure is completed but it should not be released immediately.
Registered for emergency services: A UE is registered for emergency services if it has successfully completed initial registration for emergency services or if it has only one PDU session established which is for emergency services.
Rejected NSSAI: Rejected NSSAI for the current PLMN or rejected NSSAI for the current PLMN and registration area combination.
Rejected NSSAI for the current PLMN: A set of S-NSSAIs which was included in the requested NSSAI by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current PLMN".
Rejected NSSAI for the current PLMN and registration area combination: A set of S-NSSAIs which was included in the requested NSSAI by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current registration area".
Removal of eCall only mode restriction: All the limitations as described in 3GPP TS 22.101 [2] for the eCall only mode do not apply any more.

S-NSSAI-based congestion control: Type of congestion control at session management level that is applied to reject session management requests from UEs or release PDU sessions when the associated S-NSSAI and optionally the associated DNN are congested. . S-NSSAI based congestion control can be activated at the SMF over session management level and also activated at the AMF over mobility management level.
Selected core network type information: A type of core network (EPC or 5GCN) selected by the UE NAS layer in case of an E-UTRA cell connected to both EPC and 5GCN.
UE configured for high priority access in selected PLMN: A UE configured with one or more access identities equal to 1, 2, or 11-15 applicable in the selected PLMN as specified in subclause 4.5.2. Definition derived from 3GPP TS 22.261 [3].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [5] apply:

Country
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HPLMN

Shared network
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VPLMN

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.167 [6] apply:

eCall over IMS
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [7] apply:

eCall only mode
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [8] apply:
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For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [15] apply:

EPS services
Non-EPS services

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [24] apply:

5G security context

5G NAS security context

Current 5G security context

Full native 5G security context

K'AME
KAMF
KASME
Mapped security context

Native 5G security context
Non-current 5G security context

Partial native 5G security context
RES*

For the purposes of the present document, the following terms and definitions given in 3GPP TS 38.413 [31] apply:

NG connection

***** Next change *****
4.4.6
Partial ciphering of initial NAS signalling messages

The 5GS supports partial ciphering of initial NAS messages as specified in 3GPP TS 33.501 [24]. When the UE has a valid 5G NAS security context, the UE partially ciphers an initial NAS message that is either a REGISTRATION REQUEST or a SERVICE REQUEST message.

When establishing the N1 signalling connection after inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode and the UE has a valid 5G NAS security context, the UE shall partially cipher the REGISTRATION REQUEST message. After an inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, the UE sends the REGISTRATION REQUEST partially ciphered using the mapped 5G NAS security context.

When applying partial ciphering to initial NAS messages, the UE sends some IEs, called cleartext IEs, with no ciphering protection, but the UE shall apply ciphering to all other IEs. When the UE sends a REGISTRATION REQUEST or a SERVICE REQUEST message, the non-cleartext IEs are contained in the Additional information container IE that is ciphered and included the NAS message. The Security header type IE of a partially ciphered initial NAS message shall indicate that the NAS message is integrity protected and partially ciphered as specified in subclause 9.3.
The following cleartext IEs shall not be ciphered when the UE sends a REGISTRATION REQUEST message that is partially ciphered:

-
Extended protocol discriminator;

-
Security header type;

-
Registration request message identity;

-
ngKSI; 

-
5GS mobile identity;

-
UE security capability; 

-
Requested NSSAI;

-
Last visited registered TAI;

-
UE status;

-
Additional GUTI; 

-
EPS NAS message container; and

-
Spare half octet.

The following cleartext IEs shall not be ciphered when the UE sends a SERVICE REQUEST message that is partially ciphered:

-
Extended protocol discriminator;

-
Security header type;

-
Service request message identity;

-
ngKSI; 

-
Service type; 

-
5G-S-TMSI; and

-
Spare half octet.

The AMF identifies a partially ciphered NAS message based on the Security header type IE as specified in subclause 9.3. The AMF deciphers the partially ciphered NAS message by deciphering the Additional information container IE.

When a valid 5G NAS security context is not available and the UE is performing a registration procedure for intial registration, the UE shall only include cleartext IEs in the REGISTRATION REQUEST message. If the UE needs to send additional non-cleartext IEs, the UE shall include the additional non-cleartext IEs in the Additional information container IE that is sent in the SECURITY MODE COMPLETE message as specified in sub-clause 5.4.2. 

The AMF considers both the clear text IEs and the non-cleartext IEs received in the Additional information container IE in order to process the NAS message.

