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7.3
IKEv2 SA establishment procedure

7.3.2
IKE SA and signalling IPsec SA establishment procedure

7.3.2.1
IKE SA and signalling IPsec SA establishment initiation
The UE shall initiate an IKE_AUTH exchange as specified in IETF RFC 7296 [6] to establish an IKE SA and first child SA (signalling IPsec SA). The UE shall indicate the intention to use EAP by not including the AUTH payload in the initial IKE_AUTH request message as specified in IETF RFC 7296 [6].

NOTE:
The IKE_AUTH exchange is sent after the IKE_SA_INIT exchange. The UE has already established the IKE_SA_INIT exchange after N3IWF selection has been completed.
Upon reception of the IKE_AUTH request message without AUTH payload, the N3IWF shall respond with an IKE_AUTH response message with an indication to start an EAP-5G session that will be used to convey the initial NAS messages. The EAP-5G procedure is described in subclause 7.3.3.

7.3.2.2
IKE SA and signalling IPsec SA establishment accepted by the network
If IKE SA and signalling IPsec SA establishment is accepted by the network, the UE receives from the N3IWF an IKE_AUTH response message with an EAP-Success message. The UE completes the IKE SA and signalling IPsec SA (first child SA) establishment procedure by initiating an IKE_AUTH exchange including an AUTH payload computed based on the N3IWF key as described in 3GPP TS 33.501 [5].
This completes the establishment of the IKE SA and signalling IPsec SA between the UE and the N3IWF. The UE and the N3IWF shall send further NAS messages within the signalling IPsec SA (first child SA) (see example in figure 7.3.2.2-1).

Editor’s note:
It is FFS how the signalling IPsec SA is handled in case of rekeying of the IKE SA.
An example of an IKE SA and first child SA establishment procedure is shown in figure 7.3.2.2-1.
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Figure 7.3.2.2-1: IKE SA and first child SA establishment procedure for UE registration over non-3GPP access
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7.3.2.3
IKE SA and signalling IPsec SA establishment not accepted by the network
Upon receiving IKE_SA_INIT response from the network with error notification, the UE may re-initiate the IKE SA establishment if corrective actions are defined as specified in IETF RFC 7296 [6]. 
After successful IKE_SA_INIT exchange, if during IKE_AUTH exchange, signalling IPsec SA establishment is not accepted by the network, the UE receives from the N3IWF an IKE_AUTH response message including a Notify payload with an error type as specified in subclause 9.2.x. 
Upon receiving the IKE_AUTH response message with a Notify payload with an error type, the UE ends the EAP-5G session by sending an EAP-Response/5G-Stop message.
On reception of the EAP-Failure message from the N3IWF, the UE shall perform IKE SA deletion procedure as specified in subclause 7.4 and delete any context related to IKE SA.
Editor's note:
The error type value and whether there is need to have a backoff timer and further UE backoff behaviour is FFS.
Figure 7.3.2.3-1shows the example message flow when IKE SA and signalling IPsec SA establishment for UE registration over non-3GPP access is not accepted.
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Figure 7.3.2.3-1: IKE SA and signalling IPsec SA establishment for UE registration over non-3GPP access not accepted
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7.3.3
EAP-5G procedure over non-3GPP access

7.3.3.1
General
A vendor-specific EAP method (EAP-5G) is used to encapsulate NAS messages between the UE and the N3IWF. The EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry (i.e. 10415). The EAP-5G method is utilized only for encapsulating NAS messages (not for authentication).
The UE and the N3IWF exchange EAP-5G messages within IKE_AUTH request and IKE_AUTH response messages. The N3IWF on reception of an IKE_AUTH request with no AUTH payload shall start an EAP-5G session by sending an EAP-Request/5G-Start message.

The UE acknowledges start of the EAP-5G session by sending an EAP-Response/5G-NAS message which shall include:
a)
a NAS-PDU field that contains a NAS message, for example, a REGISTRATION REQUEST message; and
b)
an AN-parameters field that contains access network parameters, such as S-NSSAI, 5G-GUTI, etc. (see 3GPP TS 23.502 [3]).
The N3IWF, on reception of NAS messages from the AMF, shall include the NAS message within an EAP-Request/5G-NAS message. The EAP-Request/5G-NAS message shall include:

a)
a NAS-PDU field that contains a NAS message.

Further NAS messages between the UE and the AMF, via the N3IWF, shall be inserted in NAS-PDU field of an EAP-Response/5G-NAS (UE to N3IWF direction) and EAP-Request/5G-NAS (N3IWF to UE direction) message.
7.3.3.2
EAP-5G procedure completion after successful authentication
Upon completion of successful authentication and reception of the N3IWF key from the AMF, the N3IWF completes the EAP-5G procedure by sending an EAP-Success message.

On reception of the EAP-Success message from the N3IWF, the UE proceeds to establish an IKE SA and signalling IPsec SA as described in subclause 7.3.2. 

An example of an EAP-5G session procedure after successful authentication is shown in figure 7.3.3-1.


[image: image3.emf]UE

N3IWF

EAP-Request/5G-Start

EAP-Response/5G-NAS

<AN parameters, NAS PDU [REGISTRATION REQUEST]>

EAP-Request/5G-NAS

<NAS PDU[SECURITY MODE COMMAND{EAP-

SUCCESS}]>

EAP-Response/5G-NAS

<NAS PDU[SECURITY MODE COMPLETE]>

EAP-Success


Figure 7.3.3.2-1: EAP-5G session for UE registration over non-3GPP access
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7.3.3.3
EAP-5G procedure completion after authentication failure
When authentication failed, upon receiving REGISTRATION REJECT message from AMF, the N3IWF sends an EAP-Response/5G-NAS message to the UE which shall include a NAS-PDU field.
Upon reception of the EAP-Response/5G-Stop message from the UE, the N3IWF.completes the EAP-5G procedure by sending an EAP-Failure message to the UE.

Figure 7.3.3.3-1shows the EAP-5G session procedure after authentication failure.
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Figure 7.3.3.3-1: EAP-5G session for UE registration over non-3GPP access
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9.3.2.2.x
EAP-Request/5G-Stop message

EAP-Request/5G-Stop message is coded as specified in figure 9.3.2.2.x-1 and table 9.3.2.x.1-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	Extensions
	15 - m


Figure 9.3.2.2.x-1: EAP-Request/5G-Stop message
Table 9.3.2.2.x-1: EAP-Request/5G-Stop message

	Code field is set to 1 (decimal) as specified in IETF RFC 3748 [9] subclause 4.1 and indicates request.


	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.


	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Request/5G-Stop message in octets.



	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] subclause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.



	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.



	Message-Id field is set to 5G-Stop-Id of 4 (decimal).



	Spare field consists of spare bits.



	Extensions field is an optional field and consists of spare bits.
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