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***** Next change *****
4.4.3
Handling of NAS COUNT and NAS sequence number
4.4.3.1
General
Each 5G NAS security context shall be associated with two separate counters NAS COUNT per access type in the same PLMN: one related to uplink NAS messages and one related to downlink NAS messages. If the 5G NAS security context is used for access via both 3GPP and non-3GPP access in the same PLMN, there are two NAS COUNT counter pairs associated with the 5G NAS security context. The NAS COUNT counters use 24 bit internal representation and are independently maintained by UE and AMF. The NAS COUNT shall be constructed as a NAS sequence number (8 least significant bits) concatenated with a NAS overflow counter (16 most significant bits).

When NAS COUNT is input to NAS ciphering or NAS integrity algorithms it shall be considered to be a 32-bit entity which shall be constructed by padding the 24-bit internal representation with 8 zeros in the most significant bits.

The value of the uplink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in annex C, is the value that shall be used in the next NAS message.

The value of the downlink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in annex C, is the largest downlink NAS COUNT used in a successfully integrity checked NAS message.

The NAS sequence number part of the NAS COUNT shall be exchanged between the UE and the AMF as part of the NAS signalling. After each new or retransmitted outbound security protected NAS message, the sender shall increase the NAS COUNT number by one, except for the initial NAS messages if the lower layers indicated the failure to establish the RRC connection (see 3GPP TS 38.331 [30]). Specifically, on the sender side, the NAS sequence number shall be increased by one, and if the result is zero (due to wrap around), the NAS overflow counter shall also be incremented by one (see subclause 4.4.3.5). If the 5G NAS security context is used for access via both 3GPP and non-3GPP access in the same PLMN and the UE or the AMF uses one access to trigger the deregistration procedure corresponding to the other access, then the sender side shall increment the NAS COUNT number by one for the access used to transmit the DEREGISTRATION REQUEST message. The receiving side shall estimate the NAS COUNT used by the sending side. Specifically, if the estimated NAS sequence number wraps around, the NAS overflow counter shall be incremented by one. 
During the handover from E-UTRAN to NG-RAN, when a mapped 5G NAS security context is derived and taken into use, the AMF shall set both the uplink and downlink NAS COUNT counters of this 5G NAS security context to zero. The UE shall set both the uplink and downlink NAS COUNT counters to zero.

During the handover from NG-RAN to E-UTRAN the AMF signals the current downlink NAS COUNT value in a NAS security transparent container (see subclause 9.10.2.x).

During handover to or from NG-RAN, the AMF shall increment downlink NAS COUNT by one after it has created a NAS security transparent container (see subclause 9.10.2.7).

NOTE:
During the handover from E-UTRAN to NG-RAN, the NAS security transparent container (see subclause 9.10.2.7) is treated as an implicit SECURITY MODE COMMAND message for the UE and the AMF, and therefore the AMF regards the sending of the NAS security transparent container as the sending of an initial SECURITY MODE COMMAND message in order to derive and take into use a mapped 5G NAS security context for the purpose of the NAS COUNT handling.

***** Next change *****
5.1.3
5GMM sublayer states

5.1.3.1
General

In the following subclauses, the 5GS mobility management (5GMM) sublayer of the UE and the network is described by means of different state machines. The 5GMM sublayer states is managed per access type independently, i.e. 3GPP access or non-3GPP access. In subclause 5.1.3.2, the states of the 5GMM sublayer are introduced. 

5.1.3.2
5GMM sublayer states

5.1.3.2.1
5GMM sublayer states in the UE
5.1.3.2.1.1
General

In the following subclauses, the possible 5GMM sublayer states of the UE are described and shown in Figure 5.1.3.2.1.1.1.
5.1.3.2
5GMM sublayer states

5.1.3.2.1
5GMM sublayer states in the UE
5.1.3.2.1.1
General

In the following subclauses, the possible 5GMM sublayer states of the UE are described and shown in Figure 5.1.3.2.1.1.1.
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Editor's note:
The fatal causes and non-fatal causes used in the 5GMM procedures are FFS.
Figure 5.1.3.2.1.1.1: 5GMM main states in the UE
5.1.3.2.1.2
Main states

5.1.3.2.1.2.1
5GMM-NULL

5GS services are disabled in the UE. No 5GS mobility management function shall be performed in this state. 

5.1.3.2.1.2.2
5GMM-DEREGISTERED

In the state 5GMM-DEREGISTERED, no 5GMM context has been established and the UE location is unknown to the network and hence it is unreachable by a network. In order to establish a 5GMM context, the UE shall start the initial registration procedure.

5.1.3.2.1.2.3
5GMM-REGISTERED-INITIATED

A UE enters the state 5GMM-REGISTERED-INITIATED after it has started the initial registration procedure or the non-initial registration procedure, and is waiting for a response from the network.

5.1.3.2.1.2.4
5GMM-REGISTERED

In the state 5GMM-REGISTERED, a 5GMM context has been established. Additionally, one or more PDU session(s) may be activated at the UE. The UE may initiate the non-initial registration procedure (including the normal registration update and periodic registration update) and the service request procedure. The UE in the state 5GMM-REGISTERED over non-3GPP access shall not initiate the periodic registration update procedure.

5.1.3.2.1.2.5
5GMM-DEREGISTERED-INITIATED

A UE enters the state 5GMM-DEREGISTERED-INITIATED after it has requested release of the 5GMM context by starting the de-registration procedure and is waiting for a response from the network.
If the UE is registered on both 3GPP and non-3GPP accesses, the UE may initiate the de-registration procedure over the 3GPP access to de-register the UE on the non-3GPP access, in which case the 5GMM state corresponding to the non-3GPP access shall enter the state 5GMM-DEREGISTERED-INITIATED, the 5GMM state corresponding to the 3GPP access shall continue to retain its existing 5GMM state and all the PDU Sessions associated with the non-3GPP access shall be released. 

Similarly, if the UE is registered on both 3GPP and non-3GPP accesses, the UE may initiate the de-registration procedure over the non-3GPP access to de-register the UE only on the 3GPP access, in which case the 5GMM state corresponding to the 3GPP access shall enter the state 5GMM-DEREGISTERED-INITIATED, the 5GMM state corresponding to the non-3GPP access shall continue to retain its existing 5GMM state and all the PDU Sessions associated with the 3GPP access shall be released. 
5.1.3.2.1.2.6
5GMM-SERVICE-REQUEST-INITIATED

A UE enters the state 5GMM-SERVICE-REQUEST-INITIATED after it has started the service request procedure and is waiting for a response from the network.
5.1.3.2.1.3
Substates of state 5GMM-DEREGISTERED

5.1.3.2.1.3.1
General

The state 5GMM-DEREGISTERED is subdivided into a number of substates as described in this subclause. The following substates are not applicable to non-3GPP access:

a)
5GMM-DEREGISTERED.LIMITED-SERVICE;

b)
5GMM-DEREGISTERED.PLMN-SEARCH:

c)
5GMM-DEREGISTERED.NO-SUPI;

d)
5GMM-DEREGISTERED.NO-CELL-AVAILABLE; and

e)
5GMM-DEREGISTERED.eCALL-INACTIVE.

Valid subscriber data are available for the UE before it enters the substates, except for the substate 5GMM-DEREGISTERED.NO-SUPI.

5.1.3.2.1.3.2
5GMM-DEREGISTERED.NORMAL-SERVICE

The substate 5GMM-DEREGISTERED.NORMAL-SERVICE is chosen in the UE when a suitable cell has been found and the PLMN or tracking area is not in the forbidden list.

5.1.3.2.1.3.3
5GMM-DEREGISTERED.LIMITED-SERVICE

The substate 5GMM-DEREGISTERED.LIMITED-SERVICE is chosen in the UE, when it is known that a selected cell is unable to provide normal service (e.g. the selected cell is in a forbidden PLMN or is in a forbidden tracking area).
This substate is not applicable to non-3GPP access.
5.1.3.2.1.3.4
5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION
The substate 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION is chosen in the UE if the initial registration procedure failed due to a missing response from the network.

Editor's note:
Other cases in which this substate is chosen are FFS.
5.1.3.2.1.3.5
5GMM-DEREGISTERED.PLMN-SEARCH

The substate 5GMM-DEREGISTERED.PLMN-SEARCH is chosen in the UE, if the UE is searching for PLMNs. This substate is left either when a cell has been selected (the new substate is NORMAL-SERVICE or LIMITED-SERVICE) or when it has been concluded that no cell is available at the moment (the new substate is NO-CELL-AVAILABLE).

This substate is not applicable to non-3GPP access.
5.1.3.2.1.3.6
5GMM-DEREGISTERED.NO-SUPI
The substate 5GMM-DEREGISTERED.NO-SUPI is chosen in the UE, if the UE has no valid subscriber data available (SIM/USIM not available, the SIM/USIM is considered invalid by the UE) and a cell has been selected.

This substate is not applicable to non-3GPP access.
5.1.3.2.1.3.7
5GMM-DEREGISTERED.NO-CELL-AVAILABLE

No 5G cell can be selected. This substate is entered after a first intensive search failed when in substate 5GMM-DEREGISTERED.PLMN-SEARCH. Cells are searched for at a low rhythm. No 5GS services are offered.
This substate is not applicable to non-3GPP access.

5.1.3.2.1.3.8
5GMM-DEREGISTERED.eCALL-INACTIVE
The substate 5GMM-DEREGISTERED.eCALL-INACTIVE is chosen in the UE when:

a)
the UE is configured for eCall only mode as specified in 3GPP TS 31.102 [22];

b)
timer T3444 and timer T3445 have expired or are not running;

c)
a PLMN has been selected as specified in 3GPP TS 23.122 [5];
d)
the UE does not need to perform an eCall over IMS; and

e)
the UE does not need to perform a call to a non-emergency MSISDN or URI for test or terminal reconfiguration service.

NOTE:
Timers T3444 and T3445 are specified in 3GPP TS 24.301 [15].
In this substate, the UE shall not initiate any signalling towards the network, except to originate an eCall over IMS, or a call to a non-emergency MSISDN or URI for test or terminal reconfiguration service.

Editor's note:
Other substates of state 5GMM-DEREGISTERED are FFS, e.g. 5GMM-DEREGISTERED.REGISTRATION-NEEDED.
This substate is not applicable to non-3GPP access.
5.1.3.2.1.4
Substates of state 5GMM-REGISTERED

5.1.3.2.1.4.1
General

The state 5GMM-REGISTERED is subdivided into a number of substates as described in this subclause. The following substates are not applicable to non-3GPP access:

a)
5GMM-REGISTERED.LIMITED-SERVICE;

b)
5GMM-REGISTERED.PLMN-SEARCH:

c)
5GMM-REGISTERED.NON-ALLOWED-SERVICE; and

d)
5GMM-REGISTERED.NO-CELL-AVAILABLE.

5.1.3.2.1.4.2
5GMM-REGISTERED.NORMAL-SERVICE

The substate 5GMM-REGISTERED.NORMAL-SERVICE is chosen by the UE as the primary substate when the UE enters the state 5GMM-REGISTERED, and for 3GPP access, the cell the UE selected is known to be in an allowed area.

5.1.3.2.1.4.3
5GMM-REGISTERED.NON-ALLOWED-SERVICE

The substate 5GMM-REGISTERED.NON-ALLOWED-SERVICE is chosen in the UE, if the cell the UE selected is known to be in a non-allowed area. 
This substate is not applicable to non-3GPP access.
5.1.3.2.1.4.4
5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE

The substate 5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE is chosen by the UE if the registration procedure for mobility and periodic registration update procedure failed due to a missing response from the network. No 5GMM procedure except:

a)
mobility and periodic registration update procedure over 3GPP access; and

b)
mobility registration procedure over non-3GPP access

shall be initiated by the UE in this substate. No data shall be sent or received.

NOTE:
The registration procedure for mobility and periodic registration update over non-3GPP access can be trigger by e.g. the change of UE network capability or renegotiating some parameters.
5.1.3.2.1.4.5
5GMM-REGISTERED.LIMITED-SERVICE

The substate 5GMM-REGISTERED.LIMITED-SERVICE is chosen in the UE, if the cell the UE selected is known not to be able to provide normal service. 
This substate is not applicable to non-3GPP access.
5.1.3.2.1.4.6
5GMM-REGISTERED.PLMN-SEARCH

The substate 5GMM-REGISTERED.PLMN-SEARCH is chosen in the UE, while the UE is searching for PLMNs. 
This substate is not applicable to non-3GPP access.
5.1.3.2.1.4.7
5GMM-REGISTERED.NO-CELL-AVAILABLE

5G coverage has been lost or MICO mode is active in the UE. If MICO mode is active, the UE can deactivate MICO mode at any time by activating the AS layer when the UE needs to send mobile originated signalling or user data. Otherwise, the UE shall not initiate any 5GMM procedure except for cell and PLMN reselection.

Editor's note:
Other substates of state 5GMM-REGISTERED are FFS, e.g. 5GMM-REGISTERED.UPDATE-NEEDED.
This substate is not applicable to non-3GPP access.
5.1.3.2.2
5GS update status in the UE
In order to describe the detailed UE behaviour, the 5GS update (5U) status pertaining to a specific subscriber is defined.

The 5GS update status is stored in a non-volatile memory in the USIM if the corresponding file is present in the USIM, else in the non-volatile memory in the ME, as described in annex .

The 5GS update status value is changed only after the execution of a registration, network-initiated de-registration, 5GS based primary authentication and key agreement, service request or paging procedure.

5U1: UPDATED


The last registration attempt was successful.

5U2: NOT UPDATED


The last registration attempt failed procedurally, e.g. no response or reject message was received from the AMF.

5U3: ROAMING NOT ALLOWED


The last registration, service request, or registration for mobility or periodic registration update attempt was correctly performed, but the answer from the AMF was negative (because of roaming or subscription restrictions).

5.1.3.2.3
5GMM sublayer states in the network side
5.1.3.2.3.1
General

In the following subclauses, the possible 5GMM sublayer states of the network are described and shown in Figure 5.1.3.2.3.1.1.
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Figure 5.1.3.2.3.1.1: 5GMM main states in the network

5.1.3.2.3.2
5GMM-DEREGISTERED

In the state 5GMM-DEREGISTERED, no 5GMM context has been established or the 5GMM context is marked as deregistered. The UE is deregistered. The network may answer to an initial registration procedure initiated by the UE. The network may also answer to a de-registration procedure initiated by the UE.
5.1.3.2.3.3
5GMM-COMMON-PROCEDURE-INITIATED

The network enters the state 5GMM-COMMON-PROCEDURE-INITIATED, after it has started a common 5GMM procedure and is waiting for a response from the UE.

5.1.3.2.3.4
5GMM-REGISTERED

In the state 5GMM-REGISTERED, a 5GMM context has been established. Additionally, one or more PDU session(s) may be activated at the network.

5.1.3.2.3.5
5GMM-DEREGISTERED-INITIATED

The network enters the state 5GMM-DEREGISTERED-INITIATED after it has started a de-registration procedure and is waiting for a response from the UE.
If the UE is registered on both 3GPP and non-3GPP accesses, the AMF may initiate the de-registration procedure over the 3GPP access to de-register the UE on the non-3GPP access, in which case the 5GMM state corresponding to the non-3GPP access shall enter the state 5GMM-DEREGISTERED-INITIATED, the 5GMM state corresponding to  the 3GPP access shall continue to retain its existing 5GMM state and all the PDU Sessions which are associated with the non-3GPP access shall be released.
