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Abstract:
The agreed 33.501CR0115r2 (in S3-181990 [1]) has moved the provision of the ngKSI from the NAS message transferring the EAP-Request/AKA'-Challenge to the NAS message transferring the EAP-Success. This discussion paper analyses the issue with such a change and proposes to liaise with SA3 requesting a revisit of that SA3 decision.
1.
General

In SA3#91bis, 21-25 May 2018, La Jolla, SA3 agreed S3-181990 [1]. The part of S3-181990 [1] that the present discussion paper focuses on is the change in TS 33.501 [5], subclause 6.1.3.1, which we can summarize by extracting and pasting here TS 33.501 [5] Figure 6.1.3.1.-1 before the change and after the change.
<snip><TS 33.501, Figure 6.1.3.1-1 before S3-181990 [1]>
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.

The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.

3.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a Nausf_UEAuthentication_Authenticate Response message. 

4.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Auth-Req message. This message shall also include the ngKSI that will be used by the UE and AMF to identify the partial native security context that is created if the authentication is successful. The ME shall forward the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM.

Editor's Note:
The SEAF needs to understand that the authentication method used is an EAP method. How the SEAF learns about the type of authentication method based on the Nausf_UEAuthentication_Authenticate Response message is specified by CT4. 

5.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the authentication vector by checking whether AUTN can be accepted as described in TS 33.102[4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME.The ME shall derive CK' and IK' according to TS 33.402 [11], sub-clause 6.2, step 15.


If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in sub-clause 6.1.3.2.1.

6.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.
…..
<Snap>

Notice that in step 4, the UE is provide the ngKSI with which the native security context that is to be created can be identified.
Then in S3-181990 [1], as the extract below shows, the provision of ngKSI – which is used to identify the created native security context – has been moved from EAP-Request to EAP-Success.

<snip><TS 33.501, Figure 6.1.3.1-1 as in S3-181990 [1]>

6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12]. The 3GPP 5G profile for EAP-AKA' is specified in the normative Annex F.

The selection of using EAP-AKA' is described in sub-clause 6.1.2 of the present document. 


[image: image2.emf]UE SEAF AUSF UDM/ARPF

4. Auth-Req.

[EAP Request / AKA′-Challenge]

2. Nudm_UEAuthentication_

Get Response

(EAP-AKA′ AV[, SUPI])

1. Generate AV

3. Nausf_UEAuthentication_

Authenticate Response

[EAP Request / AKA′-Challenge]

5. Calculate Auth. 

Response

6. Auth-Resp.

[EAP Response / AKA′-Challenge]

7. Nausf_UEAuthentication_

Authenticate Request

[EAP Response / AKA′-Challenge]

8. Verify Response

9. Optional exchange of further EAP messages

10. Nausf_UEAuthentication_

Authenticate Response

[EAP Success || Anchor Key]

[SUPI]

11. N1 message

[EAP Success, ngKSI, ABBA]


Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:

1.
The UDM/ARPF shall first generate an AV with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A.3 and replace CK and IK by CK' and IK'. 

2.
The UDM shall subsequently send this transformed authentication vector AV' (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Nudm_UEAuthentication_Get Request together with an indication that the AV' is to be used for EAP-AKA' using a Nudm_UEAuthentication_Get Response message. 

NOTE:
The exchange of a Nudm_UEAuthentication_Get Request message and an Nudm_UEAuthentication_Get Response message between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], sub-clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as "network access identity" in TS 24.302 [13], and for 5G, it is defined as "serving network name" in sub-clause 6.1.1.4 of the present document.

In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM shall include the SUPI in the Nudm_UEAuthentication_Get Response.

The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.

3.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a Nausf_UEAuthentication_Authenticate Response message. 

4.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Authentication Request message. The ME shall forward the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM.

NOTE: 
The SEAF needs to understand that the authentication method used is an EAP method by evaluating the type of authentication method based on the Nausf_UEAuthentication_Authenticate Response message. 

5.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102 [4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME shall derive CK' and IK' according to Annex A.3.


If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in sub-clause 6.1.3.3.

6.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.

……

9.
The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 

NOTE 1: 
EAP Notifications as described in RFC 3748 [27] and EAP-AKA Notifications as described in RFC 4187 [21] can be used at any time in the EAP-AKA exchange. These notifications can be used e.g. for protected result indications or when the EAP server detects an error in the received EAP-AKA response.  

10.
The AUSF derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in clause A.6. The AUSF shall send an EAP Success message to the SEAF inside Nausf_UEAuthentication_Authenticate Response, which shall forward it transparently to the UE. Nausf_UEAuthentication_Authenticate Response message contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see sub-clause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the Nausf_UEAuthentication_Authenticate Response message. 

NOTE: 
For lawful interception, the AUSF sending SUPI to SEAF is necessary but not sufficient. By including the SUPI as input parameter to the key derivation of KAMF from KSEAF, additional assurance on the correctness of SUPI is achieved by the serving network from both, home network and UE side. See also step 11. 

11.
The SEAF shall send the EAP Success message to the UE in the N1 message. This message shall also include the ngKSI and the ABBA parameter. The SEAF shall set the ABBA to the default value of all zeros.  

NOTE 1: 
Step 11 could be NAS Security Mode Command. 

NOTE 2: 
The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later.  

The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key, KSEAF in the sense of the key hierarchy in sub-clause 6.2 of the present document. The SEAF shall then derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7 and send it to the AMF. On receiving the EAP-Success message, the UE derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The ME uses the first 256 bits of the EMSK as the KAUSF and then calculates  KSEAF in the same way as the AUSF. The UE shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7.

…..
<Snap>

Note that the ngKSI is now only provided at EAP-Success. What is more, that EAP –Success could be delivered in the NAS SECURITY MODE COMMAND message.
Furthermore, at step 5, after receiving AUTHENTICATION REQUEST, the UE computes CK' and IK' but it is not until after step 11 that the UE does the key generation for EMSK, KAUSF, KSEAF and KAMF and thus gets the security context.

2.
Discussion & Analysis

2.1
Key generation according to RFC 4187 and RFC 5448
In RFC 4187 [2], under clause 3 (Protocol Overview), one can read the following:-

<snip>

 3. Protocol Overview
Figure 1 shows the basic, successful full authentication exchange in
EAP-AKA, when optional result indications are not used. The
authenticator typically communicates with an EAP server that is
located on a backend authentication server using an AAA protocol.
The authenticator shown in the figure is often simply relaying EAP
messages to and from the EAP server, but these backend AAA
communications are not shown. ...
...
The peer runs the AKA algorithm (typically using an identity module)
and verifies the AUTN. If this is successful, the peer is talking to
a legitimate EAP server and proceeds to send the EAP-Response/
AKA-Challenge. This message contains a result parameter that allows
the EAP server, in turn, to authenticate the peer, and the AT_MAC
attribute to integrity protect the EAP message.
The EAP server verifies that the RES and the MAC in the EAP-Response/
AKA-Challenge packet are correct. Because protected success
indications are not used in this example, the EAP server sends the
EAP-Success packet, indicating that the authentication was
successful. (Protected success indications are discussed in
Section 6.2.) The EAP server may also include derived keying
material in the message it sends to the authenticator. The peer has
derived the same keying material, so the authenticator does not
forward the keying material to the peer along with EAP-Success.
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Figure 1: EAP-AKA full authentication procedure




<snap>

And in RFC 5448 [3] Figure 1, the following text can be found:-

<snip>
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<snap>

From these extracts  – especially from the highlighted text, it is clear that according to the RFCs, for EAP authentication procedure, the Peer (i.e. the UE in our case), starts the security key generation/derivation upon getting EAP-Request/AKA(')-Challenge where the server provides the information needed to derive the response and obtain the security keys.
Note that as indicated in the above figures from RFC 4187 [2] and RFC 5448 [3], the derivation of the "session key(s)" (i.e. the derivation of the bit string for the Master Key (MK) which includes various keys, e.g. , K_aut and EMSK, as substrings) needs to be performed upon receipt of the EAP-Request/AKA(')-Challenge, because K_aut is needed by the UE to verify the AT_MAC attribute included in the of the EAP-Request/AKA(')-Challenge and to calculate the AT_MAC attribute included in the EAP-Response/AKA(')-Challenge. So in contrast to what is described in S3-181990 [1], step 11, if the UE follows RFC 5448 [3] it will derive EMSK already in step 5. Furthermore, as KAUSF consists of the first 256 bits of EMSK, effectively the UE we also derives KAUSF already in step 5. 
And when the UE starts creating the security context, deriving the set of security keys, it would be logical – at very least sensible – that the security context being created is identifiable in some way, e.g. tagged with an identity / an index / a name.

Observation 1. Both RFC 4187 [2] (EAP-AKA) and RFC 5448 [3] (EAP-AKA') indicate that the peer (the UE), starts creating the security context upon receiving EAP-Request/AKA-Challenge. It is logical that when one creates a security context, that created security context is identifiable by some means.


Thus what is agreed in S3-181990 [1], where the ngKSI is provided to the UE only at EAP-Success and the UE derives EMSK (and KAUSF) at this point, would in our view be in contradiction to both RFC 4187 [2] and RFC 5448 [3].

2.2
3GPP TS 33.402 on Authentication and key agreement for trusted access
That the completion of security context derivation is delayed till EAP-Success is also not borne out in TS 33.402 [4], subclause 6.2 (Authentication and key agreement for trusted access). The extract here from that TS and that subclause, especially in message 14 and step 15, follows RFC 5448 [3] wherein EAP-Request (at message 14) provides the information for UE to compute the CK' and IK' and derives the additional security key materials.

<snip>

6.2
Authentication and key agreement for trusted access
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Figure 6.2-1: Non-3GPP Access Authentication

EAP-AKA' as defined in RFC 5448 [23] shall be used for mutual authentication and key agreement.

1.
A connection is established between the UE and the trusted non-3GPP access network, using a procedure specific to the non-3GPP access network (which is out of scope for the present document).

……..
14.
The authenticator in the access network sends the EAP Request/AKA’-Challenge message to the UE.

15.
The UE first checks whether the AMF separation bit is set to 1. If this is not the case the UE shall reject the authentication. Otherwise, the UE runs AKA algorithms. The UE verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the UE rejects the authentication (not shown in this example). If the sequence number is out of synch, the UE initiates a synchronization procedure, c.f. RFC 5448 [23]. If AUTN is correct, the UE computes RES, IK and CK.


The UE then computes CK' and IK' in the same way as the HSS, per Clauses A.1 and A.2 of the Normative Annex A with <access network identity> being one of the input parameters. The UE derives required additional new keying material, including the key MSK and EMSK, according to RFC 5448 [23] from the new computed CK', IK' and checks the received MAC with the new derived keying material. 


If a protected pseudonym and/or re-authentication identity were received, then the UE stores the temporary identity(s) for future authentications.

The access network identity, which is input to key derivation to obtain CK’, IK’, shall be sent by the 3GPP AAA server in the EAP-request / AKA’-Challenge message as defined in RFC 5448 [23]. 

RFC 5448 [23] specifies a possibility for the UE to compare the access network identity received from the 3GPP AAA server with the access network identity received locally, e.g. from the link layer. It is defined in 3GPP TS 24.302 [22] for which access networks the comparison is done, how the UE shall determine the locally received network name and what the UE shall do if the check fails. If the comparison is done for a specific access network, it shall be done according to the rules specified in RFC 5448 [23]. The UE - or the human user - may use the network name as a basis for an authorization decision. E.g. the UE may compare the network name against a list of preferred or barred network names.

16.
The UE calculates a new MAC value covering the EAP message with the new keying material. UE sends EAP Response/AKA'-Challenge containing calculated RES and the new calculated MAC value to the authenticator in the access network.
………
23.
The 3GPP AAA Server sends the EAP Success message to the authenticator in the access network (perhaps preceded by an EAP Notification, as explained in step 19). The 3GPP AAA Server also includes the key MSK, RFC 5448 [23], in the underlying AAA protocol message (i.e. not at the EAP level). The authenticator in the access network stores the keying material to be used in communication with the authenticated UE as required by the access network.

24.
The authenticator in the access network informs the UE about the successful authentication with the EAP Success message. Now the EAP AKA' exchange has been successfully completed, and the UE and the authenticator in the access network share keying material derived during that exchange.

25.Void. 

<snap>

Again, it is sensible here that at step 15, when UE starts computing the CK', IK' and deriving the new keying material, i.e. creating the security context, that security context is given a name / is tagged with an identity, an index. Notice in particular, that with the EAP-Success, both the UE and NW already have all the information related to the created security context. 
Observation 2. In 33.402 [4], for Authentication and key agreement for trusted access though EAP-AKA', the security context is fully created and known both by the UE and the NW by the time the NW sends EAP-Success. Thus the identifier of the created security context must be known to the UE before EAP-Success is received by the UE.


2.3
Keeping commonality with 5G-AKA and AKA in previous systems

In GSM, the Ciphering key sequence number (CKSN) is provided by the MSC/VLR to the MS at start of AKA in AUTHENTICATION REQUEST.

In GPRS/UMTS, the Ciphering key sequence number (CKSN) is provided by the SGSN to the MS at start of AKA in AUTHENTICATION AND CIPHERING REQUEST.

In SAE/LTE, the NAS key set identifier is provide by the MME to the UE in AUTHENTICATION REQUEST.

In 5GS, for 5G AKA, the ngKSI (NG Key set identifier) is provided by the NW to the UE in AUTHENTICATION REQUEST

The CKSN, the NAS Key set identifier, the ngKSI is essentially the identifier to the UE and the NW for the referred to set of security keys and context – whether it is that which is being computed and derived or whether it is the set that is being brought into use when security mode command initiates its use. 

Thus in 2G, 3G, 4G and 5G AKA, this identifier (this index) is indicated at start of authentication, at time of challenge, linked to the computation of the response and subsequent generated security keys. So it is in principle, disjointed, at odds with all the other AKA procedures defined in 3GPP this far, that for EAP primary authentication that the ngKSI is not provided at start of authentication / challenge but rather provide to the UE at EAP –Success.

Observation 3. In all the generations of mobile systems designed under 3GPP, when the NW challenges the mobile at the start of the authentication procedure, the identifier of the set of security keys resulting from the challenge is also indicated to the mobile at the time of initiating such challenges. 


Note:
At this point we note that if the argument against providing ngKSI early on in the EAP authentication process is because of security concerns, then why does that argument not hold for provision of ngKSI in AUTHENTICATION REQUEST for 5G AKA? Thus our observation and conclusion is that it is not because of security concerns that SA3 choose (in S3-181990 [1]) to provide ngKSI in EAP-Success.
Observation 4. We observe that it cannot be a security risk to provide ngKSI in the AUTHENTICATION REQUEST / EAP Request, as ngKSI is already provided in AUTHENTICATION REQUEST when 5G AKA is used – just as CKSN and NAS Key set identifier has been provided at start of authentication procedure in 2G, 3G and 4G


2.4
Ambiguity when there are more than one security contexts
According to S3-181990 [1] [?], in step 5 when UE initiates the computation of the authentication response and begins the creation of a (new) set of security keys, the UE is unaware of the ngKSI. So, if the UE prior to step 4 is already registered to a network, the UE will already have an (existing) set of security keys – and incidentally, an ngKSI linked to that (existing) set of security keys. So at this point (after step 5) after UE has created the (new) set of security keys, and in further signalling exchanges with the NW (so message 6 and through messages of step 9), the UE has two sets of security keys.
Then, following what is set out in S3-181990 [1]'s authentication procedure, it is only at step 11, through the N1 message, that the UE then gets the ngKSI of the newly created security keys. Furthermore, according to a note, this "N1 message" at step 11 could be the SECURITY MODE COMMAND message.

However, if at receipt of the SECURITY MODE COMMAND, the UE does not know the ngKSI of the newly created set of security keys, how is the UE to know that the ngKSI in that SECURITY MODE COMMAND is meant to point to the newly created set of security keys?

Observation 5. Without knowing the identifier of the key set prior to SECUIRTY MODE COMMAND, the UE cannot know which set of security keys the network wants to bring into play in SECURITY MODE COMMAND


The situation for the UE gets more complicated if one consider possible abnormal cases, in particular if the AUTHENTICATION RESPONSE is lost or there are timeouts which lead to NW side starting the authentication process afresh. If that happens one time, the UE then has three sets of security keys where only one set has an ngKSI. This is not just a mis-sync of the identifiers on both sides of the N1 interface, it is that there is no sync at all. Not having an identity to a set of keys from the start does not make for proper system functioning.
Note:
The abnormal case that the NW initiates a second (or more) AUTHENTICATION REQUEST before the normal end of the first (or previous) authentication procedure is acknowledged to be possible. That is why in 24.008, the A&C reference number was added to AUTHENTICATION AND CIPHERING REQUEST, see TS 24.008, subclause 9.4.9.
Observation 6. Ambiguity leading to improper system functioning occurs when there are more than one set of security keys and either side is not aware of all the identifiers of these sets of security keys.


2.5
The case of key agreement at intersystem change

In S3-181990 [1], changes/additions in subclause 6.1.3.1, step 11 (see also above) suggest that a case for providing ngKSI with EAP-Success is that then (at step 11) the UE can derive the entire set of security keys (i.e EMSK derived from CK' IK', the first 256 bits of EMSK then equates to KAUSF, from which the KSAEF is derived and finally KAMF is derived from KSEAF+ ABBA + SUPI). 

This tying of the ngKSI to EMSK or KAMF overlooks the fact that the key set identifier has always been part of the challenge/response, i.e CK/IK is calculated by AUSF/AuC at the time of the NW initiates the AKA challenge, wherein the UE derives the authentication response which takes in deriving CK/IK.

This principle is maintained at intersystem change from 2G/3G to 4G where at point of intersystem change, the UE derives the Kasme/CK'/IK' in the new system while still keeping the KSI from last AKA in previous system.

This same principle is maintained in TS 33.501 [5], subclause 8.3 to 8.7 for intersystem changes to/from 4G from/to 5G where the new keys are derived at point of inter-system change but that the KSI/ngKSI remains that from when UE is in previous system.

Thus the ngKSI is not part of the generation/derivation of EMSK, KAUSF, KSAEF and KAMF.

Observation 7. ngKSI is not part of key generation/derivation. ngKSI is an identifier, an index of the generated security context (partial or otherwise).


3.
Conclusions, proposals and way forward

Conclusion 1 There is no advantage in keeping the UE in the blind on the identifier of the security context the UE is asked to create at the start of AKA'-Challenge


Conclusion 2 The disadvantages in UE not knowing the identifier of the security context the UE is asked to create at the start of AKA'-Challenge includes:-

-
deviation from a proven, well used and long implemented tried and tested principle

-
when there are more than one security context at the UE side, it is not possible to know which security context is involved in the protocol signalling of the authentication procedure nor is it possible for the UE to know which security context is put to use when UE receives SECURITY MODE COMMAND message.

Conclusion 3 When RFC 4187 [2] and RFC 5448 [3] and TS 33.402 [4] indicates that under EAP-AKA/EAP-AKA', the key generation is performed with EAP-Request and not at EAP-Success, we conclude that key generation and the completion of the creation of the set of security keys, which includes identifying the newly create security context, happens before EAP-Success.

Conclusion 4 Inclusion of the ngKSI in the AUTHENTICATION REQUEST (EAP-Request/AKA'-Challenge) does not seem to be a security issue as the key set identity/identifier is provided in the AUTHENTICATION REQUEST of 5G-AKA authentication as is provide in start of 2G, 3G and 4G authentication.


Conclusion 5 By including ngKSI in every AUTHENTICATION REQUEST message, the UE and NW can associate the security context involved in the protocol signalling exchange and therein resolve abnormal situations where NW re-initiates an authentication challenge while UE is handling the previous authentication challenge.


Thus we propose …
Proposal 1:
CT1 sends a LS to SA3 indicating conclusions 1,2 and 3 and requesting SA3 to revisit the sending of ngKSI in EAP-Success.


Proposal 2:
CT1 should indicate to SA3 that in order to avoid misunderstanding between NW and UE as to the specific security context referred to in protocol exchanges for authentication procedure, ngKSI should be provided in every AUTHENTICATION REQUEST and AUTHENTICATION RESPONSE messages.
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