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1. Introduction

In CT1#111 meeting, CT1 has discussed the initial NAS message protection (called SA3 feature hereafter) and all proposed pCRs were postponed due to an LS was sent to SA3 and SA2 for questions clarification. The big concerns on this new SA3 feature are the real benefits gained from it given many key IEs which actually really need confidentiality protection are still sent in the clear and what are the criteria to determine which IEs should be ciphered or be sent in the clear. SA3 has quickly replied CT1 LS within the same week while SA2 has postponed the discussion to the July meeting.
This paper provides additional points for consideration to the SA3 reply LS that the impacts to NAS protocol in R15 do not justify the benefits and therefore proposes to not implement this SA3 feature in Rel-15.

2. Discussion

2.1 Comments on SA3 reply LS S3-182087
SA3 quickly replied CT1 LS C1-183727 within the same week under one company objection. We have following comments:

"Response to Question 1: one of the major goals of the 5GS security is to enhance the security compared to 4G. To minimize the risk that an attacker may misuse the IEs sent in the clear in the initial NAS message(s), SA3 decided to confidentiality protect (i.e., cipher) all the IEs that are not required by the network at least for the following purposes: a) to route the Initial NAS message to the correct AMF and b) for the AMF to establish the NAS security context with the UE."

[Comments] It indeed does not provide a clear and convinced answer for CT1 question "What are technical problems resolved by this SA3 feature and what real benefits gained from this SA3 feature given the identified cleartext IEs?". Not sure SA3 kept the key word "given the identified cleartext IEs" in mind during their discussion for replying LS or not. Actually, the above answer provided an ambiguous and even contradictory information: one side SA3 highlighted that this feature is to enhance the security compared to 4G by confidentiality protecting the IEs in the initial NAS message, while other side SA3 agreed that many key IEs [subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, S-NSSAIs, ngKSI, the last visited TAIs IE, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G], which actually really need confidentiality protection cannot be protected and are still sent in the clear for which attackers can intercept. So the doubt about this feature still remain: what are the real benefits gained from this feature given the identified cleartext IEs can be easily intercepted? Note that we fully support the "the major goals of the 5GS security is to enhance the security compared to 4G" but we do doubt this feature can meet this goal.
Observation #1: SA3 response does not provide a clear and convincing answer for CT1 question.

"Response to Question 2: IEs in the Initial NAS message that are not required by the network a) to route the Initial NAS message to the correct AMF and b) for the AMF to establish the NAS security context with the UE shall be confidentiality protected. SA3 should be consulted before it is agreed to send in the clear any IE other than the IEs listed in the response to question 4."

[Comments] Criterion b) is quite clear while criterion a) is confusing. Normally routing the initial NAS message to the correct AMF is the function of RAN node (i.e. ng-NB, or gNB) and the required IE(s) (e.g. 5G-S-TMSI or GUAMI, Requested NSSAI, selected CN type, PLMN ID, etc) needs to be sent to RAN node, not in the NAS message. If there are such IEs used in initial NAS message for routing purpose (besides the subscription identifier), those need to be explicitly identified. We believe all IEs used for the AMF to retrieve the UE context from the old CN node (i.e. MME or AMF) shall be sent to the AMF in the clear. The last sentence indeed will create many CT1-SA2-SA3 interaction via LS in the future, especially when one or more new NAS IEs identified by SA2 and/or CT1 need to be added in an intial NAS message, then both SA2 and CT1 should firstly send an LS to consult SA3. There maybe contradicting situation where SA3 feedback Yes or No based on security aspect while SA2 and/or CT may not be fully convinced by SA3 feedback due to some aspects other than security needs to be considered as well. Then many round-trip LSes will be flying. All of these will create lots of unnecessary inter-WGs work dependency and delay the work progress in the future considering different WGs have different meeting schedulings. 
Observation #2: Criterion a) "to route the Initial NAS message to the correct AMF" is confusing because routing is a function of the AS layer, not the NAS layer.

Observation #3: SA3 response will create lots of unnecessary inter-WGs work dependency and delay the work progress in the future.

"Response to Question 4: Based on feedback from SA2 (c.f., S2-184510/S3-181627), SA3 agreed that the initial NAS message shall only contain following IEs in cleartext: subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, S-NSSAIs, ngKSI, the last visited TAIs IE, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G. CT1 is kindly requested to refer to SA3 agreed CR attached in S3-181935."
[Comments] Typically, for all mandatory IEs in the initial NAS message should be sent in the clear for obvious reasons. Omiting mandatory IEs that need to be sent in the clear in the initial NAS message can lead to unintended consequences such as syntactical error handling. Therefore, CT1 should not take SA3’s reply to Question 4 lightly. In addition, CT1 should have the final say as to what IEs need to be sent in the clear or not to ensure the 5G system operates as it is intended.
Observation #4: CT1 as a stage 3 WG can, under its remit, decide some NAS IEs (e.g. all mandatory IEs) which need to be sent in the clear or not.

2.2 Technical concerns on initial NAS message protection
As per described in the latest SA3 TS 33.501 v15.1.0 sub 6.4.6, the protection of initial NAS message covers two cases for which provided two totally different handlings:

Case (1) : The UE has a valid 5G NAS security context; and
Case (2) :  The UE has no valid 5G NAS security context.
For Case (1) , the main handling principle is to provide a partial initial NAS message ciphering. For Case (2) , the main handling principle is to split a complete initial NAS message into two parts: one is in cleartext which is sent in the initial NAS message and another is in ciphertext which is sent later in the NAS Security Mode Complete (SMC) message.

Taking into the frequency, the protocol impact, the requried 3GPP work and the benefits into account, the evaluation on these use cases can be shown in below table 1:
Table 1: Evaluation on Case (1) and Case (2) for initial NAS message protection
	Use cases
	Frequency (How often happened in the field)
	Protocol impact
	Required 3GPP work
	Benefits

	Case (1): The UE has a valid 5G NAS security context
	Very often, majority of the cases happened in the field. 

Normally, once a UE has sucessfullly registered to the 5GC, a valid 5G NAS security context exists and is stored in the USIM or in a non-volatile memory in the ME.
	· Needs to define the scope of the cleartext IE.

· Needs to define a new security header type for the partial cipering of initial NAS messages. 

· Impacts the handling of the initial NAS messages at both the UE and the network sides.
	· Requires CT1 and SA3 work.

· No SA2 work.

· Requires CT1-SA3 coordination via LS on new NAS IEs. 


	Very small considering many key IEs (see IEs listed in section 2.1), which really need confidentiality protection are still sent in clear.

	Case (2): The UE has no valid 5G NAS security context
	Not often, the rare case happened in the field. Typically, it only happens in following scenarios:

(a) A new UE with the first-time switch-on.

(b) A UE inserted a new USIM card.

(c) A UE never registered to 5GC attached to 2G/3G/4G and then move to 5GC in idle mode.


	· Needs to define the scope of the cleartext IE.

· The UE needs to split a complete initial NAS message into two parts before initiating the NAS procedure. The UE needs to buffer the ciphertext IEs.

· The AMF needs to pick-up the ciphertext IEs from the SMC message to re-assemble a complete initial NAS message before processing the ongoing initial NAS procedure.
· Impacts the handling of initial NAS messages and the SMC message at both the UE and the network sides. 
	· Requires CT1 and SA3 work.

· Requires SA2 work.

· Requires CT1-SA2-SA3 coordination via LS on new NAS IEs. 
	Very small considering many key IEs (see IEs listed in section 2.1), which really need confidentiality protection are still sent in clear.


Based on above evaluation, we could have:
Observation #5: Case (1) is more often happened in the field than Case (2) .

Observation #6: Both Case (1) and Case (2) creates big protocol impacts and requires inter-WGs coordination work .

Observation #7: Both Case (1) and Case (2) have very small benefits.

Based on these observations in this section, it is clear that the complexity introduced to the NAS protocol and procedure does not justify the benefits of this SA3 feature and it is not needed in 5G:
Proposal: CT1 does not implement the initial NAS messages protection in Rel-15.
Below are our detail considerations for above proposals:

(1) For Case (1), it requires the partial ciphering of an initial NAS message. However, after coordination between SA3, SA2 and CT1, 3GPP agreed not to support the one-step SMS delivery in Rel-15 and defer to Rel-16. One of the main reason is: Both SA3 and CT1 have agreed that no support of the partial ciphering of an initial NAS message, while the one-step SMS delivery mandates the partial ciphering of an initial NAS message. If going to this SA3 feature, it will re-open the discussion: whether the one-step SMS delivery can be supported in Rel-15? Note that the one-step SMS delivery was already supported in 4G, then everythig is ready in 5G, why not to support it since the first release of 5G?

(2) For Case (1), it just simply requires the partial ciphering of an initial NAS message which actually was already supported in 4G. However, it added more complexity on the partial ciphering due to in 4G the partial ciphering is only applied to a single NAS IE (either CP CIoT small data or one-step MO-SMS) while now in 5G it needs to be applied to all ciphertext IEs.

(3) For Case (2)  its cost far exceeds its benefit. One point as stated above, its benefits is very small considering many key IEs (see IEs listed in section 2.1), which really need confidentiality protection are still sent in clear. Another point it rarely happens in the field and has much bigger protocol impacts.
(4) Another point we would like to highlight that for EPC IWK in both Case (1) and (2), it does not provide any additional security enhancement. It was agreed by SA2 and SA3 that the EPS NAS message container IE containing the complete TAU Request message in the case idle mobility from 4G, is sent in the clear. As per current message defintion given in TS 24.301 sub 8.2.29, for TAU Request message, it actually includes many other IEs which is not in the cleartext IEs agreed by SA3, e.g. [UE network capability, DRX parameter, MS network capability, Mobile station classmark 2, Mobile station classmark 3, Supported Codecs, Voice domain preference and UE's usage setting, Device properties, MS network feature support, Extended DRX parameters, UE additional security capability]. Note that these IEs are also confidentiality-sensitive due to attackers may intercept them. Moreover, these IEs may expose the ciphertext IEs which are sent in NAS SMC message later, e.g. the "UE network capability" IE will expose  the "S1 UE network capability" IE, the "Voice domain preference and UE's usage setting" IE will expose the "UE's usage setting" IE, the  "DRX parameter" will expose the "Requested DRX parameters" IE, etc. If all these IEs need to be sent in the clear, then again, what is the real benefit to protect other non-confidentiality-sensitive IEs? If no benefit for EPC IWK (i.e. scenario (c) in table 1), then the benefit of this SA3 feature in Case (2) is only restricted into scenario (a) and scenario (b) in table 1, which are even more rare occurences.
(5) We also have a big concern on the possible product performance impact for Case (2) : 
a) This is the first time for the UE implementation to split one complete initial NAS message into two parts before initiating the NAS procedure. The UE’s implementation logic is totally changed.
b) The UE needs to buffer the ciphertext IEs separately until a time when it respsonds to the SMC message. In some abnormal cases, e.g. transport failure due to low layer failure, the UE needs to retry up to 5 times for the initial NAS message which only includes the cleartext IEs while still hold on the ciphertext IEs. In the worse cases, the ciphertext IEs needs to be buffered for very long time, e.g. in case of T3502 (12m) is started. All these will waste UE’s resources (e.g. power, capacity, and memory).

c) This is the first time for the CN node (i.e. AMF) implementation to re-assemble two parts of IEs into a complete initial NAS message before processing the NAS procedure. The AMF’s implementation logic is totally changed.
d) The AMF cannot foresee whether there is an additional information will be included in the SMC message, and whether the additional information will be a complete initial NAS message or only the ciphertext IEs. In case of only the ciphertext IEs were included in the SMC message, the AMF needs to decipher and pick-up the ciphertext IEs from the SMC message and use the previous received cleartext IEs to re-assemble a complete initial NAS message. All these make the AMF implementation more complicated.
3. Conclusion and Proposal

This paper provided the comments on SA3 reply LS and the evaluation on two use cases covered by the initial NAS message protection defined in SA3.

Based on the discussion, below obervations were provided:

Observation #1: SA3 response does not provide a clear and convincing answer for CT1 question.
Observation #2: Criterion a) "to route the Initial NAS message to the correct AMF" is confusing because routing is a function of the AS layer, not the NAS layer.

Observation #3: SA3 response will create lots of unnecessary inter-WGs work dependency and delay the work progress in the future.

Observation #4: CT1 as a stage 3 WG can, under its remit, decide some NAS IEs (e.g. all mandatory IEs) which need to be sent in the clear or not.

Observation #5: Case (1) is more often happened in the field than Case (2) .

Observation #6: Both Case (1) and Case (2) creates big protocol impacts and requires inter-WGs coordination work .

Observation #7: Both Case (1) and Case (2) have very small benefits.
Based on these observations, we insist below proposal:

Proposal: CT1 does not implement the initial NAS messages protection in Rel-15.
It proposes CT1 to discuss this proposal and agree it as a way forward. Once it is agreed, CT1 needs to send an LS to inform SA3 and SA2. The related CR is in C1-184321.
