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1. Background
SA2 meeting #127 bis made a decision to change the IPsec Security Associations (SAs) between the UE and the N3IWF from Transport mode to tunneling mode. This is a dicussion paper about what transport layer protocol should be adopted for the inner IP packets before the IPsec tunnelling.
The study uses the behavior of 3GPP radio access technology and duplicates those for the non-3GPP radio access technology.
2. Problem Statement with Analysis
2.3 Transport Protocol

2.3.1 General
Looking at 3GPP documentation, the protocol stack of 5GS technology can be illustrated as the following figure
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FIG. 1 – Protocol stack for 5GS


The Radio Link Control (RLC) which is part of Layer 2 has three modes
1- Transparent Mode (TM) which is transparent to the data going through and simply buffering the incoming data and transmitting as an output. TM is employed by logical channels BCCH for broadcast, PCCH for paging, and CCCH for Signalling Radio Bearer (SRB) 0 for using RRC messages, see following figure.
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FIG. 2 – RLC Transport Mode (TM)
2- Unacknowledged Mode (UM) which applies RLC segmentation and header before transmitting the Packet Data Unit (PDU). This mode is predominantly used for Data Radio Bearer (DRB) by the logical channel DTCH, see following figure
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FIG. 3 – RLC Unacknowledged Mode (UM)
3- Acknowledged Mode (AM) which applies segmentation, buffering, HARQ reordering, and re-transmission to assure that a transmitted PDU has been received by the recipient. This mode is solely used for SRB by the logical channel DCCH and DTCH, see following figure
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FIG. 4 – RLC Acknowledged Mode (AM)
As it is shown above, the RLC employs AM mode for the signalling and both AM and UM for user data. Same principle can also be used for non-3GPP access however in the IP network. TCP which is a connection based protocol and guarantee the PDU delivery by buffering, reordering, congestion control and re-transmission can be used. However, there are a number of disadvantage by TCP such as having bigger header than UDP, delay in the package delivery due to e.g. connection orientation and congestion control , and large overhead due to re-ordering, retransmission and delivery acknowledgement. Therefore the question is whether TCP is of benefit or loss. It of course depends on what to deliver. If the fast delivery at the cost of delayed time is an option for application such as voice, UDP should be used, however if the guaranteed delivery at the cost of delay is preferred then TCP should be employed. As for the NAS message guaranteed delivery should be prioritized, thus TCP seems to be a natural choice for the transport layer protocol. However, TCP is considered to be a stream oriented transport protocol; meaning the NAS messages will be transmitted as stream of bytes and not as messages. SCTP which is a message based connection based transport protocol may be a better choice for transmission of NAS messages which have a message nature rather than stream of bytes nature. However, TCP can still be employed by analysing the problem which is that the acknowledgement for TCP is impacted by the  parameter “window” size which is determined by the recipient and is most likely less than 1280 bytes for IPv6 and 576 bytes for IPv4.Therefore the acknowledgement can be generated more than once per some of NAS messages which are larger than size of window. In order to reconstruct the NAS message, the parameter “length” in the inner IP header of the IPsec tunnel is therefore employed, since that length size is the total lengths of the inner IP header, TCP header and the NAS message.  
In the case of user data, it depends on the applications what transport protocol needs to be used. For applications such as voice, TCP may cause clipping thus UDP is the right transport protocol to be employed. If the application is to transfer a document,  TCP which guarantee the reception may be a better choice than UDP. 
2.3.1 NAS Signalling
The following figure is from document S2-184801 and illustrates how the NAS messages are transmitted after having the IPsec SA configured in tunnel mode. 
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FIG. 5 – NAS signalling for non-3GPP network 
The UDP transport layer protocol for the outer IP address is employed to avoid the complication if the UE is behind the NAT. The IP fragmentation for the larger NAS messages than the MTU size is performed by the inner IP address according to IETF RFC 777 for IPv4 and IETF RFC 8200 for IPv6. In order to achieve the same behaviour as for RLC AM which is employed for the signalling and since the guaranteed delivery/reception for NAS messaging is a preferred in front of avoiding any delay, a new TCP or SCTP transport layer protocol for the inner IP needs to be implemented. This TCP/SCTP transport protocol is to guarantee that the NAS messages are received by the terminating party. If TCP/SCTP is implemented as the transport layer protocol for the inner IP packets, there is no need for any IP fragmentation. 
Following figure illustrates when TCP/SCTP is used as transport layer protocol for the inner IP packets. This configuration does not require any IP fragmentation.
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FIG. 6 – NAS signalling for non-3GPP network with TCP/SCTP as transport protocol
2.3.1 User Data
The following figure is from document S2-184801 and illustrates how the user data in the PDU data is transmitted after having the IPsec SA configured in tunnel mode. The UDP transport layer protocol for the outer IP address is employed to avoid the complication if the UE is behind the NAT. Due to the application, the transport layer protocol can be either TCP or UDP which is not shown in the figure and considered to be part of the PDU data. The transport layer protocol is employed when the PDU data is publicised by the UPF in the DN.
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FIG. 7 – PDU data for non-3GPP network with IPsec and GRE tunnelling
Summary and Conclusion
This study analyses the impact of the transport layer protocol for the inner IP packets on the transmission of NAS signalling and the user data when using IPsec. For the NAS signalling it is proposed to use TCP/SCTP transport layer protocol for secure delivery as the same behaviour has being used for signalling transmission when 3GPP radio access technology is employed. For the user data, it should be considered as a part of PDU data and should be dependent on the how application is treating it. 
The contribution C1-184272, CR#0012 is the proposal to update 3GPP TS 24.502 v1.0.0 to incorporate the TCP as the transport layer protocol for the NAS signalling for non-3GPP radio access technology. However, the author can also change the contribution and replace the TCP transport protocol by SCTP.
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