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1. Introduction
This contributions adds support for parameter negotiation for interworking private calls.

The first change adds a common subclause 6.2.x.1 to check checking whether private call parameters (commencement mode, duplexity, first talker) are acceptable.
The second change adds a common subclause 6.2.x.2 to respond with alternative, supported parameters.

The remaining 3 changes add references to the new common subclauses, illustrated in the context of TS 24.379, subclauses.
NOTE: Additions to existing specifications' subclauses are marked in green. Subclauses from existing specifications are identified in the present document's subclause headings.
2. Reason for Change
Without the change, private calls to LMR interworked systems will be incompatible in many cases and will fail.
3. Conclusions

Leveraging user agent capabilities according to RFC 3840 was considered. The RFC solution would burden all MCPTT clients with reporting and checking responsibility, whereas the present solution only burdens the receiving entity with having to give alternatives when it cannot support a private call request and the calling entity with having to check whether proposed call parameters are acceptable. Additionally, the RFC solution would require an AINA request.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 24.883.
* * * First Change * * * *
6.2.x
Private call parameters

6.2.x.1
Private call parameter check

Parameters of an incoming SIP INVITE are indicated as follows:

1)
floor control. Floor control operation is indicated by an SDP offer with a media-level section for a media-floor control entity.
2)
commencement mode. The requested commencement mode is according to the Answer-mode header, i.e. either "auto" or "manual"; and
3)
implicit floor request. An implicit floor request is indicated by: 
a)
a session that is not used for a remotely initiated MCPTT ambient listening call; and

b)
includes the "mc_implicit_request" 'fmtp' attribute in the associated UDP stream for the floor control in the SDP offer/answer as specified in 3GPP TS 24.380 [5] clause 12.
Additional LMR specific parameters, such as LMR encryption mode, are out of scope of the present document. The LMR specific parameters may be conveyed in the <LMR-specific-params> element of the <private-call-params> element of the <anyExt> element of the MIME body <mcpttinfo> root element as defined in 3GPP TS 24.379 [81], Annex F.1.
* * * Second Change * * * *
6.2.x.2
Private call parameter response values
NOTE:
An MCPTT client would typically support all the features listed below and would not need to use this procedure. The procedure is primarily for IWFs, but could be used by MCPTT clients.
The terminating MCPTT client or IWF in the participating role on behalf of an LMR user, may include in its response a list of one or more parameters of an incoming SIP INVITE that it does not support.

To do so, an XML body is included in the INVITE response containing an <mcpttinfo> root element containing an <anyext> element containing a <private-call-params> element with the following child elements:

1)
<floor-control>

a)
if the MCPTT client cannot support calls with floor control, the MCPTT client shall include a <floor-control> element set to false; 

b)
if the MCPTT client supports calls with floor control, the MCPTT client shall include a <floor-control> element set to true; or

c) if the MCPTT client supports both, the MCPTT client shall omit the <floor-control> element; 
2)
<floor-request>

a)
if the MCPTT client cannot accept calls with an implicit floor request, the MCPTT client includes a <floor-request> element set to false;

b)
if the MCPTT client can accept calls with an implicit floor request, the MCPTT client includes a <floor-request> element set to true; or

c) if the MCPTT client supports both, the MCPTT client shall omit the <floor-request> element; 
3) <manual-commencement>
a)
if the MCPTT client cannot accept manual commencement mode calls, the MCPTT client includes a <manual-commencement> element set to false;

b)
if the MCPTT client cannot accept automatic commencement mode calls, the MCPTT client includes a <manual-commencement> element set to true; or

c) if the MCPTT client supports both, the MCPTT client shall omit the <manual-commencement> element.
Additional LMR specific parameters, such as LMR encryption mode, are out of scope of the present document. The LMR specific parameters may be conveyed in the <LMR-specific-params> element of the <private-call-params> element of the <anyExt> element of the MIME body <mcpttinfo> root element as defined in 3GPP TS 24.379 [81], Annex F.1.

Editor's Note:
Add <private-call-params> to <mcpttinfo> in the Annex F.1 schema, including the above mentioned new elements.
* * * Third Change * * * *
6.5.x
Terminating procedures (TS 24.379 subclause 11.1.1.3.2)
Editor's Note:
This subclause identifies changes to a subclause in the TS referenced in the subclause title. The changes to the TS are identified with green highlighting.
This subclause covers both on demand session and pre-established session.

Upon receipt of a "SIP INVITE request for terminating participating MCPTT function", the participating MCPTT function:
0.5)
if the IWF is providing the participating role, shall respond with a SIP 606 (not acceptable) with a body part as described in subclause 6.2.10.2 if the served client does not support one or more parameters of the call as described in subclause 6.2.10.1;
NOTE:
This step is primarily for an IWF in the participating role, but can be used by MCPTT participating servers if a parameter is known to be unsupported by the serviced MCPTT client.
1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the "SIP INVITE request for terminating participating MCPTT function" with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24], and shall not continue with the rest of the steps;
NOTE:
If the received SIP INVITE request contains an emergency indication set to a value of "true", the participating MCPTT function can choose to accept the request.
2)
shall check the presence of the isfocus media feature tag in the URI of the Contact header field and if it is not present then the participating MCPTT function shall reject the request with a SIP 403 (Forbidden) response with the warning text set to "104 isfocus not assigned" in a Warning header field as specified in subclause 4.4, and shall not continue with the rest of the steps;

3)
if the <session-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body is set to "private" and the Answer-Mode Indication in the application/poc-settings+xml MIME body has not yet been received from the invited MCPTT client as defined in subclause 7.3.3 or subclause 7.3.4, shall reject the request with a SIP 480 (Temporarily Unavailable) response with the warning text set to "146 T-PF unable to determine the service settings for the called user" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;
4)
shall use the MCPTT ID present in the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request to retrieve the binding between the MCPTT ID and public user identity;

5)
if the binding between the MCPTT ID and public user identity does not exist, then the participating MCPTT function shall reject the SIP INVITE request with a SIP 404 (Not Found) response. Otherwise, continue with the rest of the steps;
6)
when the called user identified by the MCPTT ID is unable to participate in private calls as identified in the called user's MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) on the terminating participating MCPTT function, shall reject the "SIP INVITE request for terminating participating MCPTT function" with a SIP 403 (Forbidden) response including warning text set to "127 user not authorised to be called in private call" in a Warning header field as specified in subclause 4.4;
7)
shall perform the automatic commencement procedures specified in subclause 6.3.2.2.5.1 and according to IETF RFC 5373 [18] if one of the following conditions are met:
a)
"SIP INVITE request for terminating participating MCPTT function" contains an Answer-Mode header field with the value "Auto";

b)
"SIP INVITE request for terminating participating MCPTT function" does not contain an Answer-Mode header field and the Answer-Mode Indication received in the application/poc-settings+xml MIME body received from the invited MCPTT client as per subclause 7.3.3 or subclause 7.3.4 is set to "auto-answer"; or

c)
"SIP INVITE request for terminating participating MCPTT function" contains a Priv-Answer-Mode header field with the value "Auto"; and

8)
shall perform the manual commencement procedures specified in subclause 6.3.2.2.6.1 and according to IETF RFC 5373 [18] if either of the following conditions are met:
a)
"SIP INVITE request for terminating participating MCPTT function" contains an Answer-Mode header field with the value "Manual";

b)
"SIP INVITE request for terminating participating MCPTT function" does not contain an Answer-Mode header field and Answer-Mode Indication received in the application/poc-settings+xml MIME body received from the invited MCPTT client as per subclause 7.3.3 or subclause 7.3.4 is set to "manual-answer"; or

c)
"SIP INVITE request for terminating participating MCPTT function" contains a Priv-Answer-Mode header field with the value "Manual".
* * * Fifth Change * * * *
6.5.y
Client terminating procedures (24.379 subclause 11.1.1.2.1.2)
Editor's Note:
This subclause identifies changes to a subclause in the TS referenced in the subclause title. The changes to the TS are identified with green highlighting.
Upon receipt of an initial SIP INVITE request, the MCPTT client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [4] with the clarifications below.
The MCPTT client:

1)
may reject the SIP INVITE request if any of the following conditions are met:

a)
MCPTT client is already occupied in another session and the number of simultaneous sessions exceeds <MaxCall>, the maximum simultaneous MCPTT session for private call, as specified in TS 24.484 [50];

b)
MCPTT client does not have enough resources to handle the call; 

c)
MCPTT client does not support one or more parameters of the call as described in subclause 6.2.x.1; or
d)
any other reason outside the scope of this specification;

otherwise, continue with the rest of the steps.

NOTE 1:
If the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <emergency-ind> element set to a value of "true", the participating MCPTT function can choose to accept the request.
2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCPTT function either: 
a)
with appropriate reject code as specified in 3GPP TS 24.229 [4] and warning texts as specified in subclause 4.4.2; 
b)
with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure according to <allow-failure-restriction> as specified in 3GPP TS 24.484 [50] and skip the rest of the steps of this subclause; or

c)
with a SIP 606 (not acceptable) with a body part as described in subclause 6.2.x.2 if the MCPTT client does not support one or more parameters of the call as described in subclause 6.2.x.1.
3)
if the SIP INVITE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <emergency-ind> element set to a value of "true":

a)
should display to the MCPTT user an indication that this is a SIP INVITE request for an MCPTT emergency private call and:

i)
should display the MCPTT ID of the originator of the MCPTT emergency private call contained in the <mcptt-calling-user-id> element of the application/vnd.3gpp.mcptt-info+xml MIME body; and

ii)
if the <alert-ind> element is set to "true", should display to the MCPTT user an indication of the MCPTT emergency alert and associated information; and
b)
if the session was established with a <session-type> of "first-to-answer"; shall temporarily save the current value of the MCPTT emergency private priority (MEPP) state;

NOTE 2:
The current value of the MCPTT emergency private priority (MEPP) state needs to be temporarily saved because the MCPTT client may not be the one selected to terminate the first to answer emergency private call. Hence, the MCPTT client needs to be able to restore the MCPTT emergency private priority (MEPP) state to the saved value.

c)
shall set the MCPTT emergency private priority state to "MEPP 2: in-progress" for this private call;
4)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.180 [78];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [78];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [78]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [78];

NOTE 3:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
5)
if an end-to-end security context needs to be established and if the <session-type> in the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request is set to "first-to-answer" then:

a)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [78];

b)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [78];

c)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [78];

d)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID and KMS URI of the originator of the SIP INVITE request as determined by the procedures of subclause 6.2.8.3.9 and a time related parameter as described in 3GPP TS 33.180 [78];

e)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [78];

f)
shall add the MCPTT ID of the MCPTT user to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78]; and

NOTE 4:
The initiator of the MIKEY-SAKKE I_MESSAGE is in this case the terminating client from the perspective of the call.

g)
shall sign the MIKEY-SAKKE I_MESSAGE using the MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [78];
6)
may check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [4];

7)
may display to the MCPTT user the MCPTT ID of the inviting MCPTT user;
8)
if the <session-type> in the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request is set to "first-to-answer":

a)
shall notify the user of the incoming call;

b)
shall not forward the first-to-answer call;

c)
if the MCPTT user is busy on another call, shall send a SIP 486 (Busy Here) to the SIP INVITE request according to 3GPP TS 24.229 [4] and not continue with any further steps in this subclause; and
d)
if the MCPTT user does not answer the call within a time decided by the client implementation, the MCPTT client shall send a SIP 480 (Temporarily Unavailable) to the SIP INVITE request according to 3GPP TS 24.229 [4] and not continue with any further steps in this subclause;
NOTE 5:
In the conditions below, as the SIP layer implements the actions for commencement mode, it is assumed that the Answer-Mode or Priv-Answer-Mode header fields are set correctly in line with the setting of the <session-type> in the application/vnd.3gpp.mcptt-info+xml MIME body of the incoming SIP INVITE request.
9)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.1 if one of the following conditions are met:
a)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCPTT service setting at the invited MCPTT client for answering the call is set to automatic commencement mode;
b)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCPTT service setting at the invited MCPTT client for answering the call is set to manual commencement mode, yet the invited MCPTT client is willing to answer the call with automatic commencement mode; or

c)
SIP INVITE request contains a Priv-Answer-Mode header field with the value of "Auto"; and
10)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.1 if either of the following conditions are met:
a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCPTT service setting at the invited MCPTT client for answering the call is set to manual commencement mode;
b)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCPTT service setting at the invited MCPTT client for answering the call is set to automatic commencement mode, yet the invited MCPTT client allows the call to be answered with manual commencement mode; or
c)
SIP INVITE request contains a Priv-Answer-Mode header field with the value of "Manual".

Upon receiving the SIP CANCEL request cancelling a SIP INVITE request for which a dialog exists at the MCPTT client and a SIP 200 (OK) response has not yet been sent to the SIP INVITE request then the MCPTT client:

1)
if the session was established with a <session-type> of "first-to-answer", may notify the MCPTT user of the cancellation of the call;

2)
if a temporary MCPTT emergency private priority (MEPP) state value was saved in step 3) b) above:

a)
shall restore the MCPTT emergency private priority (MEPP) state to the temporary MCPTT emergency private priority (MEPP) state value; and

b)
shall discard the temporary MCPTT emergency private priority (MEPP) state value;
3)
shall send a SIP 200 (OK) response to the SIP CANCEL request according to 3GPP TS 24.229 [4]; and

4)
shall send a SIP 487 (Request Terminated) response to the SIP INVITE request according to 3GPP TS 24.229 [4].

Upon receiving a SIP BYE request for an established dialog, the MCPTT client:

1)
if the session was established with a <session-type> of "first-to-answer" and:

a)
if the received SIP BYE request contains an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <release-reason> element set to a value of "not selected for call" or "authentication of the MIKEY-SAKE I_MESSAGE failed":

i)
if a temporary MCPTT emergency private priority (MEPP) state value was saved in step 3) b) above, shall restore the MCPTT emergency private priority (MEPP) state to the the temporary MCPTT emergency private priority (MEPP) state value saved in step 3) b) above; and

b)
may notify the MCPTT user of the release of the call; and

2)
shall follow the procedures in subclause 11.1.4.2.

NOTE 6:
The above conditions for SIP CANCEL and SIP BYE cover the case for a first-to-answer call where the MCPTT server has already established the private call with another MCPTT client and needs to immediately cancel or release the dialogs with other MCPTT clients.
