3GPP TSG CT WG 1 Meeting 111bis

C1-184706
Sophia-Antipolis (France), 9-13 July 2018



rev of C1-184351
Title:
Provision of ngKSI to UE at EAP-Request/AKA'-Challenge
Response to:
- -
Release:
Rel-15
Work Item:
5GS_Ph1-CT
Source:
CT1
To:
SA3
Cc:
- -
Contact person:
Chen-Ho CHIN

chen-hox.chin@intel.com

+32 477 413371

Christian Herrero-Veron


Christian.Herrero at huawei.com
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org
Attachments:
none
1
Overall description
CT1 had discussed the provision of the ngKSI to the UE for EAP-AKA' in EAP primary authentication for 5GS and is aware that at SA3#91bis, SA3 agreed S3-181990, in which the ngKSI is provided to the UE at EAP-Success where before SA3#91bis, the ngKSI was provided to the UE at EAP-Request/AKA'-Challenge. CT1 further note that also agreed in S3-181990, the ngKSI in the EAP-Success can be provided in the NAS SECURITY MODE COMMAND.
CT1 have problems with this change:-

1. not providing the ngKSI at beginning of the authentication procedure has (at least) the following protocol impacts:-

· The key set identifier has always been provide at start of authentication procedure to allow identifying the (partial) security context that the NAS starts generating upon start of the authentication procedure. This is even so for 5G-AKA. CT1 prefers not to change and complicate our authentication procedure but rather have a consistent handling of ngKSI for both 5G-AKA and EAP-AKA'

· ngKSI is a mandatory IE in AUTHENTICATIION REQUEST. Not providing ngKSI at the beginning of authentication would mean CT1 has to make ngKSI an optional IE. This makes unnecessary changes in comparison to the authentication in EPS.
· A further protocol impact CT1 would like to avoid is the provision of two ngKSI in the SECURITY MODE COMMAND to resolve abnormal use cases where UE might have more than one (partial) security contexts.
Note: There is no consensus in CT1 about such use cases as of now, but working on whether to provide two ngKSI in SECURITY MODE COMMAND will delay CT1's work on this feature.

2. A side effect of changing the protocol is that there will be impacts to RAN5 test cases and to field and inter-operability testing. CT1 considers this will delay deployment of 5GS.

3. RFC 4187, RFC 5448 and TS 33.402 subclause 6.2, indicates that the UE can start key generation - and thus start creation of a (partial) security context – at EAP-Request. UE vendors wish to maintain this possibility and reuse, not change, existing implementation of EAP authentication.
Thus CT1 kindly request SA3 to consider that also for EAP AKA' authentication, the ngKSI is provided to the UE in AUTHENTICATION REQUEST <EAP-Request/AKA'-Challenge>, just as it was before S3-181990.
CT1 is aware that SA3 has introduced ABBA, which is used as part of security key generation. If SA3 feels that ABBA must be provided along with ngKSI. CT1 can accept that ABBA is also provided at start of EAP primary authentication. In fact, for 5G-AK, ABBA is provided at start of authentication procedure and this is another reason not to diverge.

CT1 would like to indicate to SA3 that CT1 would like to complete specification of EAP-AKA' primary authentication within Rel-15 and look forward to SA3's timely response to allow that to happen. 
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Actions
To SA3 

ACTION 1: CT1 thus kindly request SA3 to consider that for EAP primary authentication, the ngKSI is provided to the UE in AUTHENTICATION REQUEST <EAP-Request/AKA'-Challenge>. CT1 would like this action be taken for Rel-15.
ACTION 2: If SA3 would like ABBA to be provide when providing ngKSI, CT1 kindly request that ABBA be also provided at start of authentication
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