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	Other comments:
	


***** First change *****
8.2.2
ESP encapsulation

When NAS messages are transported over Non-3GPP access between the UE and N3IWF, all the messages shall be encapsulated by ESP protocol in tunnel mode as specified in IETF RFC 4303 [11]. In order to ensure that the IP packets sent by the "outer IP" layer at the sending entity are not fragmented over the non-3GPP access network, the "inner IP" layer at the sending entity shall set its MTU as follows:

"inner IP" layer MTU =  non-3GPP access network MTU – ("outer IP" header length + ESP header length + ESP parameters length)

where the ESP parameters are:
a)
Padding;
b)
Padding length;
c)
Next header; and

d)
Integrity Check Value.


EXAMPLE:
If IPv6 is used, the MTU for the "outer IP" layer between the UE and the N3IWF is 1500 octets, the Padding length is 2 octets and the Integrity Check Value length is 4 octets, then the "inner IP" layer MTU is set to 1500 – (40 + 10 + 8) i.e. 1442 octets.

NOTE:
Setting the "inner IP" layer MTU so as to ensure that the IP packets sent by the "outer IP" layer at the sending entity are not fragmented over the non-3GPP access network avoids the loss of NAS messages in IPv6 networks which do not support transport of IP fragments.

Editor's note: framing of NAS messages (i.e. determining when a particular NAS message ends and another NAS message starts) is FFS.
ESP packet format is shown in figure 8.2.2-1,

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Inner IP datagram carrying part or all of a NAS message
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format

In the ESP packet,

a)
the ESP Security Parameter Index is corresponding to the signalling IPsec SA; and
b)
the value of next header field shall be set to xxx.

Editor's note:
The value of next header field is FFS.
***** End of changes *****
