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* * * First Change * * * *

8.2.2
ESP encapsulation

When a NAS message is transported over non-3GPP access between the UE and N3IWF, the UE and the N3IWF shall:
a)
create an inner IP packet carrying the NAS message as follows:
1)
if inner IPv4 addresses (INTERNAL_IP4_ADDRESS, NAS_IP4_ADDRESS) have been assigned to the UE and N3IWF in subclause 7.3.2, an IPv4 header is prepended to the NAS message. In the IPv4 header of the inner IPv4 packet carrying the NAS message:
i)
for the NAS message from the UE to the network, the UE shall set the source address field to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute and the destination address field to the IPv4 address in the NAS_IP4_ADDRESS notify payload;
ii)
for the NAS message to be sent from the network to the UE, the N3IWF shall set the source address field to the IPv4 address in the NAS_IP4_ADDRESS notify payload and the destination address field to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
iii)
in the IPv4 header of the inner IPv4 packet carrying the NAS message, the N3IWF or the UE shall set the protocol field to 3BH; or
2)
if inner IPv6 addresses (INTERNAL_IP6_ADDRESS, NAS_IP6_ADDRESS) have been assigned to the UE and N3IWF in subclause 7.3.2, an IPv6 header is prepended to the NAS message. In the IPv6 header of the inner IPv6 packet carrying the NAS message; 
i)
for the NAS message from the UE to the network, the UE shall set the source address field to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute and the destination address field to the IPv6 address in the NAS_IP6_ADDRESS notify payload;
ii)
for the NAS message to be sent from the network to the UE, the N3IWF shall set the source address field to the IPv6 address in the NAS_IP6_ADDRESS notify payload and the destination address field to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and

iii)
in the IPv6 header of the inner IPv6 packet carrying the NAS message, the N3IWF or the UE shall set the protocol field to 3BH; and
b)
if needed, fragment the inner IPv4 or IPv6 packet carrying the NAS messages created in step a) to ensure that the total packet size after ESP encapsulation and outer IP header does not exceed the maximum MTU size supported by the non-3GPP access network:

1)
if the non-3GPP access network supports MTU path discovery as specified in IETF RFC 1191 [yy], the inner IPv4 or IPv6 packets are fragmented based on maximum MTU size obtained from MTU path discovery; or 
2)
if the non-3GPP access network does not support path MTU discovery, the inner IPv4 or IPv6 packets are fragmented so that the ESP packet carrying the ESP protected inner IPv6 packet fragment and the ESP packet carrying the ESP protected inner IPv4 packet fragment does not exceed 576 octets when transmitted using IPv4 and 1280 octets when transmitted using IPv6; and
c)
encapsulate each inner IP packet or packet fragment from step b) using ESP protocol in tunnel mode as specified in IETF RFC 4303 [11]. In the ESP header of the ESP packet (shown in figure 8.2.2-1) carrying the ESP protected inner IPv4 packet fragment:

1)
set the security parameter index field to the SPI of the signalling IPsec SA; and

2)
set the next header field to 04H if IPv4 packet fragment is encapsulated or set the next header field to 29H if IPv4 packet fragment is encapsulated.



The ESP packet format is shown in figure 8.2.2-1:
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (Inner IPv4 or IPv6 packet or packet fragment containing NAS message or fragmented NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format





* * * Next Change * * * *

8.3.2
GRE encapsulation






When a user data packet is transported over non-3GPP access between the UE and N3IWF, the UE and the N3IWF shall:
a)
encapsulate the user data packet by prepending a GRE header as specified in subclause 9.3.3. In the GRE encapsulated user data packet:
1)
set the payload packet field to the user data packet;
2)
set the QFI field of the key field of the GRE header field to the QFI associated with the user data packet;
3)
if the N3IWF needs to send RQI for a downlink user data packet, set the RQI field of the key field of the GRE header to "RQI is indicated"; and
4)
if the N3IWF does not need to send RQI for a downlink user data packet or the UE sends an uplink user data packet, set the RQI field of the key field of the GRE header to "RQI is not indicated".
b)
create an inner IP packet carrying the GRE encapsulated user data packet as follows:

1)
if inner IPv4 addresses have been assigned to the UE and N3IWF in subclause 7.3.2, an IPv4 header is prepended to the GRE encapsulated user data packet. In the IPv6 header of the inner IPv6 packet carrying the GRE encapsulated user data packet:
A)
for the user packet from the UE to the network, the UE shall set the source address field to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute and the destination address field to the IPv4 address in the UP_IP4_ADDRESS notify payload;
B)
for the user packet to be sent from the network to the UE, the N3IWF shall set the source address field to the IPv4 address in the UP_IP4_ADDRESS notify payload and the destination address field to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute;

C)
in the IPv4 header of the inner IPv4 packet carrying the NAS message, the N3IWF or the UE shall set the protocol field to 2FH; or
2)
if inner IPv6 addresses have been assigned to the UE and N3IWF in subclause 7.3.2, an IPv6 header is prepended to the GRE encapsulated user data packet. In the IPv6 header of the inner IPv6 packet carrying the GRE encapsulated user data packet::

A)
for the user packet from the UE to the network, the UE shall set the source address field to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute and the destination address field to the IPv6 address in the UP_IP6_ADDRESS notify payload;
B)
for the user packet to be sent from the network to the UE, the N3IWF shall set the source address field to the IPv6 address in the UP_IP6_ADDRESS notify payload and the destination address field to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute;

C)
in the IPv6 header of the inner IPv6 packet carrying the NAS message, the N3IWF or the UE shall set the protocol field to 2FH;

; and

c)
fragment the inner IPv4 or IPv6 packet carrying the GRE encapsulated user data packet created in step b) if needed to ensure that the total packet size including outer IP header does not exceed the maximum MTU size supported by the non-3GPP access network:

1)
if the non-3GPP access network supports MTU path discovery as specified in IETF RFC 1191 [yy], the inner IPv4 or IPv6 packets are fragmented based on maximum MTU size obtained from MTU path discovery; or 

2)
if the non-3GPP access network does not support path MTU discovery, the inner IPv4 or IPv6 packets are fragmented so that the total packet size does not exceed 576 octets when transmitted using IPv4 and 1280 octets when transmitted using IPv6; and




* * * End of Changes * * * *

