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Overall description
CT1 had discussed the provision of the ngKSI to the UE for EAP-AKA' in EAP primary authentication for 5GS and is aware that at SA3#91bis, SA3 agreed S3-181990, in which SA3 agreed that the ngKSI is provided to the UE in EAP-Success where before SA3#91bis, that ngKSI was provided to the UE at EAP-Request/AKA'-Challenge. CT1 further note that also agreed in S3-181990, the ngKSI in the EAP-Success can be provided in the NAS SECURITY MODE COMMAND. 

CT1 found that:-
1. There is no advantage in keeping the UE in the blind on the identifier of the security context the UE is asked to create at the start of AKA'-Challenge
2. The disadvantages in UE not knowing the identifier of the security context the UE is asked to create at the start of AKA'-Challenge, includes:-
-
deviation from a proven, well used and long implemented tried and tested principle where the key set identifier is provided to the mobile at time of an AKA challenge
-
when there are more than one security context at the UE side, it is not possible to know which security context is involved in the protocol signalling of the authentication procedure nor is it possible for the UE to know which security context is put to use when UE receives SECURITY MODE COMMAND message.
3. When RFC 4187 and RFC 5448 and TS 33.402 indicates that under EAP-AKA/EAP-AKA', the key generation is performed with EAP-Request and not at EAP-Success, we conclude that key generation and the completion of the creation of the set of security keys - which includes identifying the newly create security context and thus some index to the security context - happens before EAP-Success.
4. In abnormal situations, the mobile could end up with more than one set of security parameters. For instance and authentication can be initiated by the network on a mobile with a full/valid set of security keys identified by an ngKSI. But if the AUTHENTICATION RESPONSE is lost or there are timeouts which lead to NW side starting the authentication process afresh, then when the NW starts the AKA afresh, the UE could already have two sets of security parameters. So without an ngKSI from the beginning (at AUTHENTICATION REQUEST <EAP-Request/AKA'-Challenge>) the UE and the network would not be in sync as to which set of security parameters the protocol signalling is dealing with.
5. Providing the UE with the ngKSI in the SECURITY MODE COMMAND is too late in the process. When the SECUIRTY MODE COMMAND arrives, the UE is meant to put in use the fully identified and successfully generated security key set, not to have the key set identified then and start generating the security context.
CT1 thus kindly request SA3 to consider that for EAP primary authentication, the ngKSI is provided to the UE in AUTHENTICATION REQUEST <EAP-Request/AKA'-Challenge>, just as it was before S3-181990.
2
Actions
To SA3 

ACTION: 
CT1 thus kindly request SA3 to consider that for EAP primary authentication, the ngKSI is provided to the UE in AUTHENTICATION REQUEST <EAP-Request/AKA'-Challenge>
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