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* * * First Change * * * *

5.4.2.3
NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities have not been altered compared to the latest values that the UE sent to the network.
Editor's note:
Handling at emergency PDU sessions is FFS.

Editor's note:
Handling of "null algorithms" is FFS.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5G NAS security context held in the UE while the UE has a mapped 5G NAS security context as the current 5G NAS security context, the UE shall take the non-current native 5G NAS security context into use which then becomes the current native 5G NAS security context and delete the mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

a)
the SECURITY MODE COMMAND message is received in order to take a 5G NAS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)
the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5G NAS security context, if it is a mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm"5G-IA0 as the selected NAS integrity algorithm, the UE shall:

-
if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS security context to 0;

-
otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5G NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, then the UE shall check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5G NAS security context, in order not to re-generate the K'AMF.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5G NAS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.

If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [24] from the entire plain REGISTRATION REQUEST message that the UE had sent to initiate the procedure. If HASHAMF and the locally calculated hash value are different, the UE shall include the complete REGISTRATION REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.


If the UE operating in the single-registration mode receives the Selected EPS NAS security algorithms IE, the UE shall use the IE according to 3GPP TS 33.501 [24].
* * * Next Change * * * *

8.2.6.1
Message definition
The REGISTRATION REQUEST message is sent by the UE to the AMF. See table 8.2.6.1.1.

Message type:
REGISTRATION REQUEST
Significance:

dual

Direction:


UE to network

Table 8.2.6.1.1: REGISTRATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended Protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration request message identity
	Message type

9.7
	M
	V
	1

	
	5GS registration type
	5GS registration type

9.10.3.7
	M
	LV
	2

	
	ngKSI
	NAS key set identifier

9.10.3.29
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	5GS mobile identity
	5GS mobile identity

9.10.3.4
	M
	LV
	5-TBD

	C-
	Non-current native NAS key set identifier
	NAS key set identifier

9.10.3.29
	O
	TV
	1

	10
	5GMM capability
	5GMM capability

9.10.3.1
	O
	TLV
	3-15

	2E
	UE security capability
	UE security capability

9.10.3.49
	O
	TLV
	4-6

	2F
	Requested NSSAI
	NSSAI

9.10.3.34
	O
	TLV
	4-74

	52
	Last visited registered TAI
	5GS tracking area identity

9.10.3.8
	O
	TV
	7

	65
	S1 UE network capability
	S1 UE network capability

9.10.3.44
	O
	TLV
	4-15

	40
	Uplink data status
	Uplink data status
9.10.2.53
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status

9.10.3.40
	O
	TLV
	4-34

	B-
	MICO indication
	MICO indication
9.10.3.28
	O
	TV
	1

	2B
	UE status
	UE status

9.10.3.52
	O
	TLV
	3

	2C
	Additional GUTI
	5GS mobile identity

9.10.3.4
	O
	TLV
	TBD

	25
	Allowed PDU session status
	Allowed PDU session status

9.10.3.11
	O
	TLV
	4-34

	60
	UE's usage setting
	UE's usage setting

9.10.3.51
	O
	TLV
	3

	TBD
	Requested DRX parameters
	DRX parameters 

9.10.3.20
	O
	TBD
	TBD

	7C
	EPS NAS message container
	EPS NAS message container
9.10.3.22
	O
	TLV-E
	TBD

	77
	Payload container
	Payload container

9.10.3.35
	O
	TLV-E
	4-65538



* * * Next Change * * * *

8.2.26.3
NAS message container
The UE shall include this information element, 
if during an ongoing registration procedure, the AMF included HASHAMF in the SECURITY MODE COMMAND message and HASHAMF has a different value from the hash value locally calculated at the UE as described in 3GPP TS 33.501 [24]
.
* * * End of Change * * * *
