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	Other comments:
	


***** 1st change *****
7.3.2
IKE SA and signalling IPsec SA establishment procedure

The UE shall initiate an IKE_AUTH exchange as specified in IETF RFC 7296 [6] to establish an IKE SA and first child SA (signalling IPsec SA). The UE shall indicate the intention to use EAP by not including the AUTH payload in the initial IKE_AUTH request message as specified in IETF RFC 7296 [6].

NOTE:
The IKE_AUTH exchange is sent after the IKE_SA_INIT exchange. The UE has already established the IKE_SA_INIT exchange after N3IWF selection has been completed.
Upon reception of the IKE_AUTH request message without AUTH payload, the N3IWF shall respond with an IKE_AUTH response message with an indication to start an EAP-5G session that will be used to convey the initial NAS messages. The EAP-5G procedure is described in subclause 7.3.3.

When the EAP-5G session is completed the UE receives from the N3IWF an IKE_AUTH response message with an EAP-Success message. The UE completes the IKE SA and signalling IPsec SA (first child SA) establishment procedure by initiating an IKE_AUTH exchange including an AUTH payload computed based on the N3IWF key as described in 3GPP TS 33.501 [5]. In this IKE_AUTH exchange procedure, in order to obtain the UE "inner" IP address for transport of NAS message and user plane message in tunnel mode as specified in 3GPP TS 23.502 [3], the UE shall include either the INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS attribute in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message. The INTERNAL_IP4_ADDRESS shall contain no value and the length field shall be set to 0. Within the IKE_AUTH response message, the N3IWF shall include:

-
the assigned UE "inner" IP address in the INTERNAL_IP4_ADDRESS (if IPv4 address is request by the UE) or the INTERNAL_IP6_ADDRESS (if IPv6 address is request by the UE) attribute in the CFG_REPLY Configuration Payload; and
-
the N3IWF "inner" IP address for transport of NAS message in the NAS_IP_ADDRESS Notify payload as specified in subclause 9.3.1.2.
This completes the establishment of the IKE SA and signalling IPsec SA between the UE and the N3IWF. The UE and the N3IWF shall send further NAS messages within the signalling IPsec SA (first child SA) (see example in figure 7.3.2-1).

Editor’s note:
It is FFS how the signalling IPsec SA is handled in case of rekeying of the IKE SA.
An example of an IKE SA and first child SA establishment procedure is shown in figure 7.3.2-1.
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Figure 7.3.2-1: IKE SA and first child SA establishment procedure for UE registration over non-3GPP access
***** 2nd change *****
7.5.2
Child SA creation procedure initiation
The N3IWF shall initiate the Child SA creation procedure by sending a CREATE_CHILD_SA request message to the UE as specified in IETF RFC 7296 [6].
The CREATE_CHILD_SA request message shall include:

a)
5G_QOS_INFO Notify payload which contains:
1)
PDU session ID;
2)
QFI(s); and

3)
optionally a DSCP value;
b)
the SA payload for the requested Child SA; and

c)
UP_IP_ADDRESS Notify payload which contains the N3IWF "inner" IP address for transport of user plane message associated with this child SA in tunnel mode.
The content of 5G_QOS_INFO Notify payload is described in subclause 9.2.1.1.
The content of UP_IP_ADDRESS Notify payload is described in subclause 9.3.1.3.

***** 3rd change *****
8.2.2
ESP encapsulation

When NAS messages are transported over Non-3GPP access between the UE and N3IWF, all the messages shall be encapsulated by ESP protocol in tunnel mode as specified in IETF RFC 4303 [11].


Editor's note: framing of NAS messages (i.e. determining when a particular NAS message ends and another NAS message starts) is FFS.
ESP packet format is shown in figure 8.2.2-1,

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Inner IP header
	9-a

	NAS message
	b-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x



Figure 8.2.2-1: ESP packet format

In the ESP packet,

a)
the ESP Security Parameter Index is corresponding to the signalling IPsec SA; and

Editor's note:
The value of next header field in the innter IPv6 header or protocol fields in the inner IPv4 header which refers to NAS protocol is FFS.
***** 4th change *****
8.3.2
GRE encapsulation

A user data packet is transported in a GRE encapsulated user data packet as specified in subclause 9.3.3.

The GRE encapsulated user data packet is transported using ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] between the UE and the N3IWF. In the ESP packet:

a)
the ESP Security Parameter Index is corresponding to the user plane IPsec SA;

b)
the payload data field shall contain the "inner IP" packet which payload is the GRE encapsulated user data packet.
In the IP header field of the "inner" IP packet:
a)
for uplink direction,
1)
source IP address field shall be set with the UE "inner" IP address assigned by the N3IWF as specified in subclause 7.3.2;
2)
destination IP address field shall be set with N3IWF "inner" IP address for transport of user plane message provisioned by the N3IWF as specified in subclause 7.5.2
3)
the protocol field (for IPv4) or next header field (for IPv6) shall be set with the value of 47.
b) for downlink direction,
1)
source IP address field shall be set with the N3IWF "inner" IP address for transport of user plane message provisioned by the N3IWF as specified in subclause 7.5.2;
2)
destination IP address field shall be set with UE "inner" IP address assigned by the N3IWF as specified in subclause 7.3.2; and
3)
the protocol field (for IPv4) or next header field (for IPv6) shall be set with the value of 47.

In the GRE encapsulated user data packet:

a)
the payload packet field is set to the user data packet;
b)
the QFI field of the key field of the GRE header field is set to the QFI associated with the user data packet;
c)
if the N3IWF needs to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is indicated"; and
d)
if the N3IWF does not need to send RQI for a downlink user data packet or the UE sends an uplink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated".
Due to the application of IPsec to IP fragments being prohibited for IPSec in transport mode (see IETF RFC 4301 [12]), the sending entity (UE or N3IWF) shall create an IP packet carrying the entire GRE encapsulated user data packet, irrespective of the path MTU between the UE and the N3IWF, and shall apply IPsec on the unfragmented IP packet carrying the entire GRE encapsulated user data packet.

NOTE:
IP packet created by application of IPsec can be fragmented by the sending entity based on the path MTU between the UE and the N3IWF.

If a non-3GPP access network does not support transport of IP fragments, the maximum size of a user data packet is equal to the path MTU between the UE and N3IWF, decreased by the length of the IP header, the length of the ESP header and trailer and the length of the GRE header.

EXAMPLE:
If a non-3GPP access network is an IPv6 only network which does not support transport of IP fragments, the path MTU between the UE and the N3IWF is 1280 octets and the length of IPv6 header is 40 octets then the maximum size of the user data packet is 1222 octets.

***** 5th change*****
9.3.1.2
NAS_IP_ADDRESS Notify payload

The NAS_IP_ADDRESS Notify payload is used to indicate the inner IP address of N3IWF for transport of NAS messages in IPSec SA tunnel mode.

The NAS_IP_ADDRESS Notify payload is coded according to figure 9.3.1.2-1 and table 9.3.1.2-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	NAS IP address type
	5

	NAS IP address
	6 - x


Figure 9.3.1.2-1: NAS_IP_ADDRESS Notify payload format

Table 9.3.1.2-1: NAS_IP_ADDRESS Notify payload value

	Octet 1 is defined in IETF RFC 7296 [6]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value xxxxx to indicate the NAS_IP_ADDRESS.



	Octet 5 is NAS IP address type field which is coded as follows:

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	IPv4

	0
	0
	0
	0
	0
	0
	1
	0
	
	IPv6

	All other values of NAS IP address type field are interpreted as "IPv4".


	If NAS IP address type field indicates IPv4, then the NAS IP address field contains one N3IWF NAS address consisting of an IPv4 address in octet 6 to octet 9.

	

	If NAS IP address type field indicates IPv6, then the NAS IP address field contains one N3IWF NAS address consisting of an IPv6 address in octet 6 to octet 17.

	


Editor's note:
How to assign the value of Notify Message Type field is FFS.

9.3.1.3
UP_IP_ADDRESS Notify payload

The UP_IP_ADDRESS Notify payload is used to indicate the inner IP address of N3IWF for transport of user plane messages in IPSec SA tunnel mode.
The UP_IP_ADDRESS Notify payload is coded according to figure 9.3.1.3-1 and table 9.3.1.3-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	UP IP address type
	5

	UP IP address
	6 - y


Figure 9.3.1.3-1: UP_IP_ADDRESS Notify payload format

Table 9.3.1.3-1: UP_IP_ADDRESS Notify payload value

	Octet 1 is defined in IETF RFC 7296 [6]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value xxxxx to indicate the UP_IP_ADDRESS.



	Octet 5 is UP IP address type field which is coded as follows:

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	IPv4

	0
	0
	0
	0
	0
	0
	1
	0
	
	IPv6

	All other values of UP IP address type field are interpreted as "IPv4".



	If UP IP address type field indicates IPv4, then the UP IP address field contains one N3IWF user plane address consisting of an IPv4 address in octet 6 to octet 9.

	

	If UP IP address type field indicates IPv6, then the UP IP address field contains one N3IWF user plane address consisting of an IPv6 address in octet 6 to octet 17.

	


Editor's note:
How to assign the value of Notify Message Type field is FFS.

***** End of changes *****
