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7.3.3
EAP-5G procedure over non-3GPP access

A vendor-specific EAP method (EAP-5G) is used to encapsulate NAS messages between the UE and the N3IWF. The EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry (i.e. 10415). The EAP-5G method is utilized only for encapsulating NAS messages (not for authentication).
The UE and the N3IWF exchange EAP-5G messages within IKE_AUTH request and IKE_AUTH response messages. The N3IWF on reception of an IKE_AUTH request with no AUTH payload shall start an EAP-5G session by sending an EAP-Request/5G-Start message.

The UE acknowledges start of the EAP-5G session by sending an EAP-Response/5G-NAS message which shall include:
a)
a NAS-PDU field that contains a NAS message, for example, a REGISTRATION REQUEST message; and

b)
an AN-parameters field that contains access network parameters, such as GUAMI, selected PLMN ID, S-NSSAI, establishment cause, etc. (see 3GPP TS 23.502 [3]).
The N3IWF, on reception of NAS messages from the AMF, shall include the NAS message within an EAP-Request/5G-NAS message. The EAP-Request/5G-NAS message shall include:

a)
a NAS-PDU field that contains a NAS message.

Further NAS messages between the UE and the AMF, via the N3IWF, shall be inserted in NAS-PDU field of an EAP-Response/5G-NAS (UE to N3IWF direction) and EAP-Request/5G-NAS (N3IWF to UE direction) message.
On reception of the N3IWF key from the AMF, the N3IWF completes the EAP-5G procedure by sending an EAP-Success message.

On reception of the EAP-Success message from the N3IWF, the UE proceeds to establish an IKE SA and signalling IPsec SA as described in subclause 7.3.2. 

An example of an EAP-5G session procedure is shown in figure 7.3.3-1.
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Figure 7.3.3-1: EAP-5G session for UE registration over non-3GPP access
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9.2
3GPP specific coding information


9.2.1
GUAMI
The purpose of the GUAMI information element is to provide the Globally Unique AMF ID to the N3IWF.
The GUAMI information element is coded as shown in figures 9.2.1.1.

The GUAMI is a type 4 information element with a length of 9 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	GUAMI IEI
	octet 1

	Length of GUAMI contents
	octet 2

	MCC digit 2
	MCC digit 1
	octet 4

	MNC digit 3
	MCC digit 3
	octet 5

	MNC digit 2
	MNC digit 1
	octet 6

	AMF Region ID
	octet 7

	AMF Set ID 
	octet 8

	AMF Set ID (continued)
	AMF Pointer
	octet 9


Figure 9.2.1.1: GUAMI information element
9.3.2.2.2
EAP-Response/5G-NAS message

9.3.2.2.2.1
General
EAP-Response/5G-NAS message is coded as specified in figure 9.3.2.2.2.1-1 and table 9.3.2.2.2.1-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	AN-parameters length
	15-16

	AN-parameters
	17 - 17+x

	NAS-PDU length
	17+x - 18+x

	NAS-PDU
	19+x - n+x

	Extensions
	n+x+1 - z+x


Figure 9.3.2.2.2.1-1: EAP-Response/5G-NAS message
Table 9.3.2.2.2.1-1: EAP-Response/5G-NAS message

	Code field is set to 2 (decimal) as specified in IETF RFC 3748 [9] subclause 4.1 and indicates response.


	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.


	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Response/5G-NAS message in octets.



	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] subclause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.



	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.



	Message-Id field is set to 5G-NAS-Id of 2 (decimal).



	Spare field consists of spare bits.



	AN-parameters length indicates the length of the AN-parameters field in octets.


	AN-parameters field is coded according to figure 9.3.2.2.2.1-2 and table 9.3.2.2.2.1-2.


	NAS-PDU length field indicates the length of NAS-PDU field in octets.



	NAS-PDU field contains a NAS message from the UE as specified in 3GPP TS 24.501 [4].


	Extensions field is an optional field and consists of spare bits.


	7
	6
	5
	4
	3
	2
	1
	0
	

	AN-parameter 1
	octet 17

octet a

	AN-parameter 2
	octet a+1

octet b

	...
	octet b+1

octet k

	AN-parameter n
	octet k+1

octet 17+x


Figure 9.3.2.2.2.1-2: AN-parameters field
Table 9.3.2.2.2.1-2: AN-parameters field

	Each AN-parameter field is coded according to figure 9.3.2.2.2.1-3 and table 9.3.2.2.2.1-3.

	


	7
	6
	5
	4
	3
	2
	1
	0
	

	AN-parameter type
	octet a+1

	AN-parameter length
	octet a+2

	AN-parameter value
	octet a+3

octet b


Figure 9.3.2.2.2.1-3: AN-parameter field
Table 9.3.2.2.2.1-3: AN-parameter field

	The AN-parameter length field indicates the length of the AN-parameter value field.

	

	The AN-parameter type field indicates the type of the AN-parameter value field. Sending entity shall not set the AN-parameter type field to a spare value. Receiving entity shall ignore any AN-parameter field with the AN-parameter type field set to a spare value.

The following AN-parameter type field values are specified:

-
01H (GUAMI);

-
02H (selected PLMN ID);

-
03H (requested NSSAI); and

-
04H (establishment cause).

All other values of the AN-parameter type field are spare.

When the AN-parameter type field indicates the GUAMI, the AN-parameter value field is coded as value part (as specified in TS 24.007 [xx] for type 4 IE) of GUAMI information element as specified in subclause 9.2.1.

When the AN-parameter type field indicates the selected PLMN ID, the AN-parameter field is coded according to subclause 9.3.2.2.2.2.

When the AN-parameter type field indicates the requested NSSAI, the AN-parameter value field is set to FFS.

When the AN-parameter type field indicates the establishment cause, the AN-parameter field is set to FFS.

	



Editor's Note: FFS whether to indicate requested NSSAI by reusing the NSSAI IE specified in 3GPP TS 24.501, or whether to reuse any RAN2 specified coding.

Editor's Note: FFS whether to indicate establishment cause by reusing any RAN2 specified coding or whether to define own coding.

9.3.2.2.2.2
Selected PLMN ID AN-parameter field

	7
	6
	5
	4
	3
	2
	1
	0
	

	AN-parameter type
	octet a+3

	AN-parameter length
	octet a+4

	MCC digit 2
	MCC digit 1
	octet a+5

	MNC digit 3
	MCC digit 3
	octet a+6

	MNC digit 2
	MNC digit 1
	octet a+7


Figure 9.3.2.2.2.2-1: Selected PLMN ID AN-parameter field

Table 9.3.2.2.2.2-1: Selected PLMN ID AN-parameter field

	The AN-parameter type field is set to the selected PLMN ID according to subclause 9.3.2.2.2.1.

	

	The AN-parameter length field is set to three according to subclause 9.3.2.2.2.1.

	

	MCC, Mobile country code (octet a+5, octet a+6 bits 0 to 3)

The MCC field is coded as in ITU-T Recommendation E.212 [21], Annex A.



	MNC, Mobile network code (octet a+7, octet a+6 bits 4 to 7).

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 5 shall be coded as "1111".
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9.3.2.2.3
EAP-Request/5G-NAS message

EAP-Request/5G-NAS message is coded as specified in figure 9.3.2.2.3-1 and table 9.3.2.2.3-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	NAS-PDU length
	15 - 16

	NAS-PDU
	17 - n

	Extensions
	n+1 - z


Figure 9.3.2.2.3-1: EAP-Request/5G-NAS message
Table 9.3.2.2.3-1: EAP-Request/5G-NAS message

	Code field is set to 1 (decimal) as specified in IETF RFC 3748 [9] subclause 4.1 and indicates request.



	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.



	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Request/5G-NAS message in octets.



	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] subclause 5.7 and indicates the expanded type.



	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.



	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.



	Message-Id field is set to 5G-NAS-Id of 2 (decimal).



	Spare field consists of spare bits.



	NAS-PDU length field indicates the length of NAS-PDU field in octets.



	NAS-PDU field contains a NAS message from the AMF as specified 3GPP TS 24.501 [4].



	Extensions field is an optional field and consists of spare bits.
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