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***** Next change *****
4.4.4.2
Integrity checking of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the UE or forwarded to the 5GSM entity, unless the network has established secure exchange of 5GS NAS messages for the NAS signalling connection:

a)
IDENTITY REQUEST (if requested identification parameter is SUCI);

b)
AUTHENTICATION REQUEST; 

c)
AUTHENTICATION RESULT;

d)
AUTHENTICATION REJECT;

e)
REGISTRATION REJECT;

f)
DEREGISTRATION ACCEPT (for non switch off); and

g)
SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.

The network can provide the transparent container IE during the registration procedure to the UE in the REGISTRATION ACCEPT message. The transparent container IE is integrity protected by the HPLMN as specified in 3GPP TS 33.501 [24]. If the transparent container IE does not successfully pass the integrity check (see 3GPP TS 33.501 [24]), then the UE can abort the registration procedure before performing PLMN selection as specified in subclause 5.5.1.2.4 and subclause 5.5.1.3.4. If the transparent container IE passes the integrity check and the type of container = "0", the ME invokes the NAS-PP data download procedure as defined in 3GPP TS 31.111 [31111] in accordance wth 3GPP TS 23.122 [5].
Editor's Note:
It is FFS whether the "HPLMN indication that 'no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE is needed" is indicated using a transparent container with type = "0" and length set to 2 or with a secured packet that has an empty "list of preferred PLMN/access technology combinations provided by HPLMN".
Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed the integrity check is specified in subclause 5.4.2.5. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.

***** Next change *****
9.10.3.49
Transparent container


The purpose of the Transparent container information element is to transfer a list of PLMNs to the UE.

The coding of the information element allows different types of containers to be included. The container of type "0" is mandatory supported and allows inclusion of a secure packet.

The Transparent container information element is coded as shown in figure 9.10.3.49.1 and figure 9.10.3.49.2.

The Transparent container is a type 4 information element.
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	7
	6
	5
	4
	3
	2
	1
	

	Transparent container IEI
	octet 1

	Length of Transparent container contents
	octet 2

	Transparent container
	octet 3
octet i


Figure 9.10.3.49.1: Transparent container information element
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	Length of container
	octet 1

	Spare
	Type
	octet 2

	0
	0
	0
	0
	0
	0
	0
	
	

	Originating-Address (as defined in subclause 9.2.3.7 of 3GPP TS 23.040 [23040])
	octet 3
octet k

	Data-Coding-Scheme TP‑Data‑Coding‑Scheme (as defined in subclause 9.2.3.10 of 3GPP TS 23.040 [23040])
	octet k+1
octet l

	Time-Stamp (as defined in subclause 9.2.3.11 of 3GPP TS 23.040 [23040])
	octet l+1
octet m

	User-Data as a Secured Packet
	octet m+1

octet n


Figure 9.10.3.49.2: Transparent container – type = "0"
Table 9.10.3.49.1: Type of transparent container
	Type of transparent container (octets 2)

	

	Type (octet 2)

	Bit

	1
	
	

	0
	
	Transparant container including secured packet to be handed to USIM via NAS-PP data download procedure

	1
	
	spare

	


***** End of changes *****
