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1. Introduction
Some parts related to NAS security algorithm are not correct.  
2. Reason for Change
5G NAS security algorithm and EPS NAS security algorithm coexist in some message. The incorrect parts of NAS security algorithm are corrected.  
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * First Change * * * *

8.2.25
Security mode command

8.2.25.1
Message definition

The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.25.1.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.25.1.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.8.3.32
	M
	V
	1

	
	NAS key set identifier
	NAS key set identifier

9.8.3.29
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability

9.8.3.57
	M
	LV
	3-5

	E-
	IMEISV request
	IMEISV request

9.8.3.25
	O
	TV
	1

	55
	Replayed nonceUE
	Nonce

9.8.3.35
	O
	TV
	5

	56
	NonceAMF
	Nonce

9.8.3.35
	O
	TV
	5

	4F
	HashAMF
	HashAMF
9.8.3.24
	O
	TV
	9

	76
	Selected EPS NAS security algorithms
	EPS NAS security algorithms

9.8.3.17
	O
	TV
	2

	78
	EAP message
	EAP message

9.8.3.18
	O
	TLV-E
	7


8.2.25.2
IMEISV request

The AMF may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.

8.2.25.3
Replayed nonceUE
The AMF may include this information element to indicate to the UE to use the replayed nonceUE.

8.2.25.4
NonceAMF
The AMF may include this information element to indicate to the UE to use the nonceAMF.

8.2.25.5
HashAMF
The AMF shall include this information element when the AMF is initiating a SECURITY MODE COMMAND during a registration procedure and the REGISTRATION REQUEST message did not successfully pass the integrity check at the AMF.

8.2.25.6
Selected EPS NAS security algorithms

This IE shall be included if the AMF does not support interworking procedures without N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.

8.2.25.7
EAP message
This IE is included when the EAP Success message is sent as part of the EAP-based primary authentication and key agreement procedure, as specified in subclause 5.4.1.2.

* * * Next Change * * * *

4.4.4
Integrity protection of NAS signalling messages

4.4.4.1
General

For the UE, integrity protected signalling is mandatory for the 5GMM NAS messages once a valid 5G NAS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the 5GMM NAS messages once a secure exchange of 5GS NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.

The use of "null integrity protection algorithm"5G-IA0 (see subclause 9.8.3.32) in the current 5G NAS security context is only allowed for an unauthenticated UE for which establishment of emergency services is allowed. For setting the security header type in outbound NAS messages, the UE and the AMF shall apply the same rules irrespective of whether the "null integrity protection algorithm" or any other integrity protection algorithm is indicated in the 5G NAS security context.

If the "null integrity protection algorithm"5G-IA0 has been selected as an integrity protection algorithm, the receiver shall regard the NAS messages with the security header indicating integrity protection as integrity protected.

Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.501 [22].

When a NAS message needs to be sent both ciphered and integrity protected, the NAS message is first ciphered and then the ciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.

NOTE:
NAS messages that are ciphered with the "null ciphering algorithm" 5G-EA0 are regarded as ciphered (see subclause 4.4.5).

When a NAS message needs to be sent only integrity protected and unciphered, the unciphered NAS message and the NAS sequence number are integrity protected by calculating the MAC.

When during a 5GMM procedure a 5GSM message is piggybacked in a 5GMM message, there is only one sequence number IE and one message authentication code IE, if any, for the combined NAS message.

