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Annex X (normative):
HTTP Profiling

X.1
Scope

The present annex defines the HTTP messages and data types sent over reference points specified in the present document.

X.2
The Ms reference point
Editor's Note [eSPECTRE CR#6124]:
Further details for the Ms reference point need to be provided.
X.2.1
General

The MS reference point is used to request signing of an Identity header field or request verification of a signed identity in an Identity header field.

[image: image1.emf]AS for 

verification 

IBCF

HTTP 

verification 

request /

response

AS for

signing 

IBCF

HTTP

signing 

request /

response


X.2.2
Usage of HTTP
X.2.2.1
General

HTTP/1.1 specified in RFC 2616 [196] shall be used over the Ms reference point.
X.2.2.2
HTTP standard headers
X.2.2.2.1
General

X.2.2.2.2
Content type
X.2.2.3
HTTP custom headers

X.2.3
Resources
X.2.3.1
Resource structure
API resources are defined with respect to a "server root". The server root is a URI:

-
http://{hostname}:{port}/{RoutingPath},
The resource structure is:
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X.2.3.2
Resource: /signing
X.2.3.2.1
Description
This resource is used when an attested identity needs to be signed.
X.2.3.2.2
Resource definition

Request-URI: {serverRoot}/stir/v{version}/signing
This resource shall support the request-URI variables defined in table X.2.3.2.2-1.

Table X.2.3.2.2-1:
Request-URI variables for this resource
	Name
	Definition

	serverRoot
	See X.2.3.1


X.2.3.2.3
Resource Standard Methods
X.2.3.2.3.1
POST
This method shall support the URI query parameters as specified in table X.2.3.2.3.1-1
Table X.2.3.2.3.1-1:
URI query parameters supported by the POST method on this resource

	Name
	Data type
	P
	Cardinality
	Description

	
	
	
	
	


This method shall support the request data structures specified in table X.2.3.2.3.1-2 and the response data structures and response codes specified in table X.2.3.2.3.1-3
Table X.2.3.2.3.1-2:
Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	
	
	
	


Table X.2.3.2.3.1-3:
Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	
	
	
	
	


X.2.3.2.4
Resource custom operations
X.2.3.3
Resource: /verification
X.2.3.3.1
Description
This resource is used when a received Identity header field is to be signed.
X.2.3.3.2
Resource definition

Request-URI: {serverRoot}/stir/v{version}/signing
This resource shall support the request-URI variables defined in table X.2.3.3.2-1.

Table X.2.3.3.2-1:
Request-URI variables for this resource
	Name
	Definition

	serverRoot
	See 


X.2.3.3.3
Resource Standard Methods

X.2.3.3.3.1
POST

This method shall support the URI questy parameters as specified in table X.2.3.3.3.1-1

Table X.2.3.3.3.1-1:
URI query parameters supported by the POST method on this resource

	Name
	Data type
	P
	Cardinality
	Description

	
	
	
	
	


This method shall support the request data structures specified in table X.2.3.3.3.1-2 and the response data structures and response codes specified in table X.2.3.3.3.1-3

Table X.2.3.3.3.1-2:
Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	
	
	
	


Table X.2.3.3.3.1-3:
Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Response codes
	Description

	
	
	
	
	


X.2.3.3.4
Resource custom operations
***** Next change *****
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