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1. Introduction
N/A
2. Reason for Change
TS 24.501 does not specify establishment of a mapped 5GS security context during intersystem handover.
3. Conclusions

Establishment of a mapped 5GS security context during intersystem handover is specified.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v.1.1.1.
* * * First Change * * * *

4.4.2.5
Establishment of a mapped 5GS security context during intersystem handover
In order for the UE to derive a mapped 5GS security context for an inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, the AMF shall generate an ngKSI, generate the K'AMF using the NAS Downlink COUNT value and K'ASME as indicated in 3GPP TS 33.501 [22]. The AMF shall include the selected NAS algorithms in the NAS security transparent container for handover to NG-RAN. The AMF shall derive the 5GS NAS keys from K'ASME.
When the UE receives the command to perform handover to NG-RAN, the UE shall derive K'AMF, as indicated in 3GPP TS 33.501 [22], using the K'ASME received in the NAS security transparent container. Furthermore, the UE shall associate the derived K'AMF with the received KSIASME and derive the 5GS NAS keys from K'ASME.

When the UE has a PDU session for emergency services and has no current EPS security context, the MME shall set 5G-IA0 and 5G-EA0 as the selected NAS security algorithms in the NAS security transparent container for handover to NG-RAN. The AMF shall create a locally generated K'AMF. The AMF shall set the ngKSI value of the associated security context to "000" and the type of security context flag to "mapped security context" in the NAS security transparent container for handover to NG-RAN.

When the UE receives the command to perform handover to NG-RAN and has a PDU session for emergency services, if 5G-IA0 and 5G-EA0 as the selected NAS security algorithms are included in the NAS security transparent container for handover to NG-RAN, the UE shall create a locally generated K'AMF. The UE shall set the ngKSI value of the associated security context to the KSI value received.

If the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode is not completed successfully, the AMF and the UE shall delete the new mapped 5GS security context.
