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1. Introduction
The following is the current procedure in TS 33.501 for security mode control :
FIRST CORRECTION

6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security and/or enable the selection of the AMF in the initial message when it has no NAS security context. In this case, the UE shall include the additional IEs in the NAS Security Mode Complete message to provide ciphering protection of these IEs. When the UE has a security context, the UE shall send the complete initial message integrity protected with the cleartext IEs unciphered. The cleartext IEs include those required to allow the AMF to verify the message, establish security and/or enable the selection of the AMF. The UE shall send all other IEs ciphered. The AMF uses a hash value to protect the integrity of the the unciphered IEs (see 6.7.2 for more details) in case there was no security context in the UE or the check of the integrity protection the AMF fails.

The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.
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Figure 6.4.6-1: Protecting the initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial NAS message shall only contain the cleartext IEs, e.g. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, S-NSSAIs, ngKSI, the last visited TAI IE and IE containing the TAU Request in the case idle mobility from 4G.

Editor’s Note: The proposed cleartext IEs necessary to establish security and slected the AMF has to be verified in liaison with other Working Groups and is therefore FFS.

If the UE has a NAS security context, the initial message shall contain the complete message, where the information given above shall be sent in cleartext but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected. In the case that the initial message was protected, the AMF has the same security context and successfully checks the integrity, then steps 2 to 4 may be omitted.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the Initial message was sent without integrity protection or the integrity protection did not pass (due either to a MAC failure or the AMF not being able to find the used security context), the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Complete message. If the AMF did not get the additional IEs from step 1, either due to them not being included or because the AMF could not decrypt the IE, then the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Command message.  

Step 4: The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS message if the check of the hash failed (see 6.7.2). In this case, the AMF shall treat this as the initial NAS message to respond to. Otherwise, the NAS Security Mode Complete message shall contain the additional IEs in the NAS Security Mode Command message if the checking of the hash succeeds. In this case, the AMF uses the cleartext IEs from step 1 and the additional IEs from this step as the initial NAS message to respond to.

Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.

As can be seen above, the NAS message container IE (currently defined in 24.501 for the Security Mode Complete message) shall always be sent if the Hash_AMF was included in the Security Mode Command message. If Hash_AMF was received by the UE, then the contents of the NAS message container may differ based on the following :

· If the hash check fails, then the UE includes the entire NAS message in the NAS message container IE

· If the hash check succeeds, then the UE includes additional IEs that could not be sent unciphered in the initial NAS message

The current criterion for including the NAS message container IE in the Security Mode Complete message needs to be updated based on the latest SA3 agreements. 

SECOND CORRECTION
The SA3 text describes the procedure for any initial NAS message, which means the procedure also applies to the service request message. Furthermore, the TS 24.501 also considers the service request message in the description of the NAS message container IE in section 9.8.3.31:

9.8.3.31
NAS message container

The purpose of the NAS message container IE is to encapsulate a NAS message without NAS security header.

The NAS message container information element is coded as shown in figure 9.8.3.31.1 and table 9.8.3.31.1.

The NAS message container is a type 6 information element.
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Figure 9.8.3.31.1: NAS message container information element

Table 9.8.3.31.1: NAS message container information element

	NAS message container contents (octet 4 to octet n); Max value of 65535 octets

	

	This IE can contain a REGISTRATION REQUEST message as defined in subclause 5.5.1, or a SERVICE REQUEST message as defined in subclause 5.6.1.


However, the procedure only considers the initial NAS message to be a registration request. Hence the procedure needs to be updated to also consider the initial NAS message can be service request.

Finally, "NAS message container" is changed to "NAS container" as the container may carry either a whole message or some IEs.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 V1.1.1.
* * * First Change * * * *

5.4.2.3
NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'AMF (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped 5G security context and the ngKSI matches the current 5G NAS security context, if it is a mapped 5G NAS security context).

Editor's note:
Handling at emergency PDU sessions is FFS.

Editor's note:
Handling of "null algorithms" is FFS.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5G NAS security context held in the UE while the UE has a mapped 5G security context as the current 5G security context, the UE shall take the non-current native 5G security context into use which then becomes the current native 5G NAS security context and delete the mapped 5G security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

a)
the SECURITY MODE COMMAND message is received in order to take a 5G NAS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)
the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5G NAS security context, if it is a mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm"5G-IA0 as the selected NAS integrity algorithm, the UE shall:

-
if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS security context to 0;

-
otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5GS NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceAMF and the nonceUE, then the UE shall either:

-
generate K'AMF from both the nonceAMF and the nonceUE as indicated in 3GPP TS 33.501 [22];or

-
check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5G NAS security context, in order not to re-generate the K'AMF.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5G NAS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.

If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure or service request procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [22] from the entire plain REGISTRATION REQUEST message, or SERVICE REQUEST message, that the UE had sent to initiate the procedure. 
If HASHAMF and the locally calculated hash value are different, the UE shall include the complete REGISTRATION REQUEST message, or SERVICE REQUEST message, which the UE had previously sent in the NAS message container IE of the SECURITY MODE COMPLETE message.
If HASHAMF and the locally calculated hash value are the same, the UE shall include the additional IEs in the NAS container IE of the SECURITY MODE COMPLETE message.

If the UE operating in the single-registration mode receives the Selected EPS NAS security algorithms IE, the UE shall use the IE according to 3GPP TS 33.501 [22].
* * * Next Change * * * *

8.2.26
Security mode complete

8.2.26.1
Message definition

The SECURITY MODE COMPLETE message is sent by the UE to the AMF in response to a SECURITY MODE COMMAND message. See table 8.2.26.1.1.

Message type:
SECURITY MODE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.26.1.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

9.6
	M
	V
	1

	2C
	IMEISV
	5G mobile identity

9.8.3.4
	O
	TLV
	TBD

	7D
	NAS container
	NAS message container

9.8.3.31
	O
	TLV-E
	4-n


8.2.26.2
IMEISV

The UE shall include this information element, if the IMEISV was requested within the corresponding SECURITY MODE COMMAND message.

8.2.26.3
NAS container
The UE shall include this information element if the AMF included HASHAMF in the SECURITY MODE COMMAND message.


* * * End Changes * * * *
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