3GPP TSG CT WG1 Meeting #111





C1-183229
Osaka (Japan), 21-25 May 2018

Source:
Huawei, HiSilicon
Title:
Discussion on initial NAS message protection
Agenda item:
15.2.2.3
Document for:
Discussion and Decision
1. Introduction
In CT1#110 meeting, CT1 received a LS C1-182158(S3-180981) from SA3 on initial NAS message protection. This is the first time CT1 was informed that SA3 has agreed this new feature in 5G security for which no similar feature in legacy systems (2G, 3G and 4G). Considering this LS was only cc CT1 and asked some actions to SA2, CT1 has not triggered detail technical discussion on this and hence, the LS was just noted and all related pCRs were postponed in CT1#110.
In this meeting, CT1 received the reply LS C1-183055(S2-184510) on this SA3 LS from SA2 (the content see Annex B) in which below CT1 action was provided together with two questions to SA3:
" To CT1 group

ACTION:
SA2 would like to ask CT1 to evaluate the impact on NAS protocol of the SA3 initial NAS message protection solution and provide feedback to SA2 and SA3.”
This paper attempts to discuss the technical problems can be resolved by this SA3 feature and the benefits can be gained from this SA3 feature, and the required CT1 work to implement this SA3 feature and to make it work well in all cases. Finally, it proposes the way forward in CT1 based on some technical observations.

2. Assumption of the discussion
The initial NAS message protection mentioned in SA3 LS was captured in TS 33.501 v15.0.0 subclause 6.4.6 (the content see Annex A). For simplicity, in this paper we call it "this feature" or "this SA3 feature".

From what described in TS 33.501 on this feature, one can see this feature needs be applied to all initial NAS messages (i.e. all initial NAS procedures). However, due to SA2 further asked below question to SA3 in the replied LS and there is no clear text in SA3 to confirm it, in order to provide a whole picture discussion in CT1, we propose to have below assumption:
"Question 2: what procedures besides Registration does SA3 expect the initial NAS message protection solution should apply?”

Assumption: The initial NAS message protection defined in SA3 applies to all 5G initial NAS messages (i.e. all initial 5G NAS procedures).

3. What problems resolved by this feature and what benefits of this feature

Nothing provided in the SA3 LS to clarify what are technical problems resolved by this feature and what benefits can be gained from this feature. Let’s ask some questions from NAS protocol perspective.

1) Does this feature could resolve the Denial of Service (DoS) attack of non-integrity protected NAS reject in 5G?

CT1 has discussed the DoS attack of non-integrity protected NAS reject in legacy systems (2G, 3G and 4G) which covering both CS domain and PS domain and have agreed the enhanced requirements over UE since Rel-13 (see TS 24.008 subclause 4.1.1.6A and TS 24.301 subclause 5.3.7b). However, the agreed mechanism just provided a passive protection at the UE side (within a defined time) once the attack was mounted by the fake network but it never clears the DoS attacks. So until now, even in the legacy systems, no perfect solution to resolve the DoS attack of NAS reject. One of the key reason behind this is: All initial NAS message was sent unciphered and the attacker can hijack the content of the request message and then create a corresponding reject message with fatal cause values, and the UE has to handle the non-integrity protected NAS reject message (i.e. cannot always discard it simply).
Now in 5G, CT1 so far has not triggered the same discussion on the DoS attack of non-integrity protected NAS reject and hence even no similar mechanism as legacy systems specified in 5G NAS protocol. So clearly, 5GS can be met the same DoS attack as well.
Then when seeing this SA3 feature, one may wonder whether it could resolve such DoS attack in 5G NAS? The answer is NO!

The thing is in this feature, for all initial NAS procedures, the UE shall also send all initial NAS message unciphered and hence the attackers can mount any DoS attacks as they done in legacy systems. SA3 only considered the accept cases (in which SA3 believe it could work) but CT1 should consider the reject case as well. Hence we could have:
Observation #1: The initial NAS message protection defined in SA3 cannot resolve the DoS attack of non-integrity protected NAS reject in 5G.
2) Does this feature could provide the confidentiality and privacy protection of key NAS IEs in 5G?
Normally, we believe the requirement on protection of the confidentiality and privacy of key NAS IEs covers: UE ID related IEs (e.g. IMSI/SUPI, IMEI/PEI/IMEISV, MSISDN/GPSI, PDN address), UE capability related IEs (e.g. CN network capability, radio access capability, security capability), network capability related IEs (e.g. IMSoPS, EMC/EMC, IWK N26) and network policy/configuration/deployment related IEs (APN/DNN, S-NSSAI, UE policies, QoS). If these key NAS IEs are hijacked by vicious attackers, it may create big risks and loss to the users (e.g. user location tracking) and the attackers can obtain the benefits (e.g. make money) from them.
For other type of NAS IEs (e.g. Last visited registered TAI, Uplink data status, PDU session status, UE status, UE's usage setting), we do not think attackers do have interest on them due to they cannot obtain any benefits from them, that to say, the benefits from these IEs cannot overwhelm the cost to mount the attack. If so, who will like to do this? Hence, we should pay more attention on the confidentiality and privacy protection of key NAS IEs in 5G.
For consistency, we use the same terms as SA3: "cleartext IE" refers IEs need to be sent in an unciphered mode while "ciphered IE" refers IEs need to be sent in a ciphered mode.

For UE ID related NAS IEs:
As per current SA2/SA3/CT1 conclusion, the SUPI will never transported over radio interface in 5G but SUCI. SUCI was a concealed UE ID and hence its confidentiality and privacy was already guaranteed even without this SA3 feature. Also, Paging using IMSI is not supported in 5GS.
For PEI/IMEISV, normally the UE will not sent them to the network in the unciphered initial NAS messages but AMF actively requests them via the identification procedure. Hence, this SA3 feature cannot provide any protection of PEI/IMEISV.
For GPSI and PDN address (IPv4/IPv6 prefix), they will never be sent to the network in an unciphered initial NAS messages but only the ciphered NAS message. No security issues for them and hence no need of this SA3 feature.
For 5G-GUTI, it is a temporary ID and can be changed in time. Also, both SA3 and SA2 pointed that the UE identity (including 5G-GUTI) is a cleartext IE and hence, its confidentiality and privacy cannot be protected by this SA3 feature.
For UE capability related NAS IEs:
So far there are three (3) UE capability related NAS IEs (i.e., 5GMM capability, UE security capability, S1 UE network capability) needs to be included in an unciphered initial NAS messages. SA3 already said UE security capability is a cleartext IE and considering S1 UE network capability also contains UE’s EPS security capability, so S1 UE network capability IE should also be a cleartext IE. For 5GMM capability, so far only two bits (S1 mode bit and HO attach bit) are included. Considering S1 mode bit needs to be used by the AMF for SMF/PGW-C selection during the registration procedure, it needs to be provided in the first initial registration request message. Hence, the confidentiality and privacy of UE capability related NAS IEs cannot be protected by this SA3 feature.
For network capability related NAS IEs:
Currently, no network capability related NAS IEs are sent in an unciphered initial NAS messages and hence no need of this SA3 feature.

For network policy/configuration/deployment related NAS IEs:
Currently, except for Requested NSSAI IE, all other network policy/configuration/deployment related NAS IEs are not sent in an unciphered initial NAS messages and hence no need of this SA3 feature. For Requested NSSAI IE, both SA3 and SA2 pointed that it is a cleartext IE and hence, its confidentiality and privacy cannot be protected by this SA3 feature.
Based on above analysis, finally, what this SA3 feature protected is other non-critical NAS IEs for which the attackers may not have any interest to hijack them anymore. Hence we could have:

Observation #2: The initial NAS message protection defined in SA3 cannot provide the confidentiality and privacy protection of key NAS IEs in 5G.
Now based on observation #1 and #2, we are rather wondering what are real technial problems resolved by this SA3 feature and what real benefits can be gained from this SA3 feature. It is SA3’s responsibility to provide clear information on this. Hence, we could have:
Proposal #1: CT1 send an LS to ask SA3 what are real technical problems resolved by this SA3 feature and what real benefits can be gained from this SA3 feature.
4. CT1 work required for this SA3 feature

Even we do doubt the benefits of this SA3 feature as discussed in section 3, we also would like to see how many standard work required in CT1 to make this SA3 feature work well in all cases (successful cases, reject cases and abnormal cases) (let's call the cost of this SA3 feature).
Based on per current description in TS 33.501 v15.0.0 subclause 6.4.6 on this SA3 feature, we believe at least below open issues need to be discussed in CT1 and make a decision:

1) Is this SA3 feature a mandatory feature for the 5G UE and/or 5G network?
Nothing can be found in the current SA2 and SA3 5G specifications but this is a key point CT1 needs to know or to decide. We do doubt this feature is a mandatory feature for either 5G UE or 5G network due to the resolved problem and the benefit are unclear.
2) Whether the capability of this SA3 feature needs to be negotiated between the UE and the network?

If the answer to 1) is NO, then CT1 needs to work on this, otherwise, we do doubt this feature can work well, e.g. how does the UE know the network supports this feature when sending the REGISTRATION REQUEST message in an initial registration procedure? Whether it needs to be broadcasted in the SIB as done in EPS for attach without PDN connection?
3) Based on which criteria the UE can decide to send an NAS IE as a cleartext IE or as a ciphered IE?

It is not so clear from SA3 that how the UE determines some IEs are cleartext IEs and others are ciphered IEs. CT1 needs to work out whether a common criteria needs to be defined or just do it case by case. Considering 5G NAS protocol evolution, whenever a new NAS IE needs to be added in an initial NAS message in the future, CT1 always needs to decide whether this new IE is a cleartext IE or a ciphered IE, which indeed create so many CT1 work for protocol maintenance.

4) Whether all mandatory IEs shall be sent in the unciphered mode (e.g. in an initial NAS message) or part of them shall be sent in a ciphered mode (e.g. in the SECURITY MODE COMPLETE message)?
Except the mandatory IEs in the message header, there are other mandatory IEs in per initial NAS message. So far no any guidance from SA2 and SA3 on this and it should be decided by CT1 due to it under CT1’s remit. If all mandatory IEs shall be cleartext IEs, there is no new protocol errors CT1 needs to handle. But if part of mandatory IEs shall be ciphered IE and sent to the network later in the SECURITY MODE COMPLETE message, then CT1 needs to further work the protocol error handling on missing mandatory IE.
5) Whether the UE needs to provide an explicit indication that some ciphered IEs will be sent later?
This is related to above 4) and typically related to non-imperative IEs (optional or conditional IE). In case of no such explicit indication, how does the AMF know some optional IEs are not provided by the UE just due to this SA3 feature or just due to the IE condition is not met?

6) Whether this SA3 feature can work well in reject cases and abnormal cases?

Normally SA2 and SA3 only take the successful cases and normal cases into account but CT1 needs to take the whole picture here. In case of no security context, CT1 needs to evaluate whether in some cases, the NAS reject has to be delayed until the completion of SMC procedure which indeed create many unnecessary NAS signalling load. Furthermore, CT1 needs to consider how to further handle the ongoing initial NAS procedure if the Security Mode Command message (to request the UE to provide the additional ciphered IEs) was reject by the UE.
7) How the organization of a 5GS NAS message looks like when using this SA3 feature?

This SA3 feature enables the partial NAS ciphering mechanism and CT1 needs to work on a new organization of a 5GS NAS message. In case of the UE has a NAS security context and more than one IEs needs to be ciphered, CT1 needs to work on how to encode the ciphered part of the message, either to put all IEs in a single ciphered part or to cipher IEs one by one separately.

8) This SA3 feature enables partial NAS ciphering mechanism and hence whether CT1 needs to re-evaluate one-step SMS can be supported in Rel-15?

In CT1#109 meeting, CT1 sent an LS (C1-181759) to SA2 and SA3 to share CT1’s intention to postpone one-step SMS to Rel-16. One of key reason is due to partial NAS ciphering mechanism was not ready in CT1. Now this SA3 feature enables partial NAS ciphering mechanism in Rel-15, then why CT1 cannot support one-step SMS since the 1st version of 5G standard?
There may be other open issues needs to be covered during the work phase, but all in all, it is not an easy and simple work for CT1 to implement this SA3 feature, i.e. the cost of this feature is high. Keeping the discussion in section 3 in mind, the benefits of this feature cannot overwhelm its cost any more. Hence, we could have:
Observation #3: The initial NAS message protection defined in SA3 impacts 5G NAS protocol very much and will create a lot of work load in CT1.

Furthermore, the scheduled work time for 5G phase 1 only has one meeting in May and there are so many work remained (e.g. more than 100 Editor's notes need to be resolved, many reject cases and abnormal cases need to be covered, many inter-WGs alignment work needs to be done), all these made the whole work load was already very high and it is a challenge to be completed in time.
Put all these situations together, we could have:
Proposal #2: CT1 does not implement this SA3 feature in Rel-15 and re-evaluate it again in Rel-16.

It proposes to inform above proposal #2 in an LS to SA3 and SA2.

4. Conclusion

This paper discussed the technical problems can be resolved by this SA3 feature and the benefits can be gained from this SA3 feature, and the required CT1 work to implement this SA3 feature.

Below observations are provided based on the discussion:

Observation #1: The initial NAS message protection defined in SA3 cannot resolve the DoS attack of non-integrity protected NAS reject in 5G.
Observation #2: The initial NAS message protection defined in SA3 cannot provide the confidentiality and privacy protection of key NAS IEs in 5G.
Observation #3: The initial NAS message protection defined in SA3 impacts 5G NAS protocol very much and will create a lot of work load in CT1.

Based on above observations, below proposals were provided:

Proposal #1: CT1 send an LS to ask SA3 what are real technical problems resolved by this SA3 feature and what real benefits can be gained from this SA3 feature.

Proposal #2: CT1 does not implement this SA3 feature in Rel-15 and re-evaluate it again in Rel-16.

Proposal #1 and #2 are captured in a draft reply LS C1-183230 to SA3 and SA2.

Annex A (Excerpted from TS 33.501 v15.0.0):
6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security and/or enable the selction of the AMF in the initial message when it has no NAS security context. In this case, the UE shall include the additional IEs in the NAS Security Mode Complete message to provide ciphering protection of these IEs. When the UE has a security context, the UE shall send the complete initial message integrity protected with the cleartext IEs unciphered. The cleartext IEs include those required to allow the AMF to verify the message, establish security and/or enable the selection of the AMF. The UE shall send all other IEs ciphered. The AMF may request the UE to send the additional IEsin the NAS Security Mode Complete message if needed (e.g. if the AMF could not find the UE's security context). The AMF uses a hash value to protect the integrity of the the unciphered IEs (see 6.7.2 for more details) in case there was no security context in the UE or the check of the integrity protection the AMF fails.

The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.
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Figure 6.4.6-1: Protecting the initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial NAS message shall only contain the  cleartext IEs, e.g. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, S-NSSAIs, ngKSI, the last visited TAI IE and IE containing the TAU Request in the case idle mobility from 4G.

Editor’s Note: The proposed cleartext IEs necessary to establish security and slected the AMF has to be verified in liaison with other Working Groups and is therefore FFS.

If the UE has a NAS security context, the initial message shall contain the complete message, where the information given above shallbe sent in cleartext but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected. In the case that the initial message was protected, the AMF has the same security context and successfully checks the integrity, then steps 2 to 4 may be omitted.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the Initial message was sent without integrity protection or the integrity protection did not pass (due either to a MAC failure or the AMF not being able to find the used security context), the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Complete message. If the AMF did not get the additional IEs from step 1, either due to them not being included or because the AMF could not decrypt the IE, then the AMF shall include a request for the additional IEs in the NAS Security Mode Command message.  

Editor’s note: It is FFS whether the request for additional IEs is needed since the hash can also act as the request for additional IEs, e.g. the hash is present in the NAS Security Mode Command message and the hash checks sucessfullyl in the UE means the UE sends the additional IEs in the NAS Security Mode Complete message. 

Step 4: The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS if the check of the hash failed (see 6.7.2). In this case, the AMF shall treat this as the initial NAS message to respond to. Otherwise, the NAS Security Mode Complete message shall contain the additional IEs if requested by the network in the NAS Security Mode Command message. In this case, the AMF uses the cleartext IEs from step 1 and the additional IEs from this step as the initial NAS message to respond to.

Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.
Annex B (Excerpted from SA2 reply LS C1-183055(S2-184510)):
1. Overall Description:

SA2 thanks SA3 for the LS and has discussed the LS from SA3 on initial NAS message protection.

The list of NAS parameters that need to be sent uncyphered in the initial NAS message consists of:

-
UE identity

-
Requested NSSAI

-
Last registered TAI

-
UE security information (better determined by SA3), e.g. the ngKSI and the UE security capabilities

-
Additional GUTI

-
indication that the UE is moving from EPC (called “UE status” in TS 24.501)

-
the EPS TAU message

Provided the above parameters are available unencrypted, SA2 has the following questions:

Question 1: in the initial NAS message protection solution proposed by SA3, are the parameters that need to be ciphered always sent once the full security context has been established between the UE and the network?

Question 2: what procedures besides Registration does SA3 expect the initial NAS message protection solution should apply?

2. Actions:

To SA3 group

ACTION: 
SA3 is kindly requested to consider the above SA2 answers and questions.
To CT1 group

ACTION:
SA2 would like to ask CT1 to evaluate the impact on NAS protocol of the SA3 initial NAS message protection solution and provide feedback to SA2 and SA3.
