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1. Abstract

This paper proposes an additional criteria for determination of operator-defined access category, to identify disaster-related IP flows, in deployments when disaster-related IP flows and disaster-unrelated IP flows share the same PDU session and the same QoS flow.
2. Reason for Change

Disaster-related IP flows - i.e. IP flows exchanged between a UE and an application server providing disaster-related services:

-
can be exchanged in a PDU session dedicated to disaster-related services;
-
can share the same PDU session (e.g. Internet PDU session) together with disaster-unrelated IP flows but use a QoS flow dedicated to disaster-related services; or

-
can share the same PDU session (e.g. Internet PDU session) and the same QoS flow together with disaster-unrelated IP flows.

Observation-1:
Disaster-related IP flows - i.e. IP flows exchanged between a UE and an application server providing disaster-related services (e.g. Japanese Disaster Message Board Service):


(a)
can be sent via a PDU session dedicated to disaster-related services;

(b) can share a PDU session (but not QoS flow) with disaster-unrelated IP flows; or

(c) can share a PDU session and a QoS flow with disaster-unrelated IP flows.
If the disaster-related IP flows are sent via a PDU session dedicated to disaster-related services, then:

-
the UE needs to establish the PDU session dedicated to disaster-related services immediately after a disaster occurs. In such situation, the network will likely be overloaded by other reasons and this would generate yet more load; 
or

-
the UE needs to establish the PDU session dedicated to disaster-related services whenever the UE registers with network (i.e. also in non-disaster situations). This means additional load (e.g. additional PDU session requiring resources in UPF) on network in non-disaster situations.
Observation-2:
If disaster-related IP flows are sent via a PDU session dedicated to disaster-related services, this generates unnecessary load on the network caused by establishment of the PDU session dedicated to disaster-related services, which needs to be established either (a) immediately after a disaster, or (b) immediately after each registration and kept established all the time.
If the disaster-related IP flows share the same PDU session (e.g. Internet PDU session) but not the same QoS flow with disaster-unrelated IP flows, then:

-
the QoS flow dedicated to disaster-related services has to be established immediately after a disaster occurs. In such situation, the network will likely be overloaded by other reasons and this would generate yet more load; 

or

-
the QoS flow dedicated to disaster-related services has to be established whenever the UE creates the PDU session. Again, this means additional load (e.g. additional rule in UPF) on network in non-disaster situations.

Observation-3:
If disaster-related IP flows share a PDU session with disaster-unrelated IP flows, but require a QoS flow dedicated to disaster-related services, this generates unnecessary load on the network caused by establishment of the QoS flow dedicated to disaster-related services, which needs to be established either (a) immediately after a disaster, or (b) immediately after each registration and kept established all the time.
If the disaster-related IP flows share the same PDU session (e.g. Internet PDU session) and the same QoS flow together with disaster-unrelated IP flows, then there is no need to exchange unnecessary 5GSM signalling, neither immediately after disaster, nor during non-disaster situations.
Observation-4:
If disaster-related IP flows share a PDU session and share a QoS flow with disaster-unrelated IP flows, there is no unnecesary load on the network caused by 5GSM procedures - neither in non-disaster situations, nor immediately after disaster.
Observation-5:
If disaster-related IP flows share a PDU session and share a QoS flow with disaster-unrelated IP flows, then such deployment is most efficient.
When unified access control is activated, IP flows exchanged between a UE and an application server providing disaster-related services might need to get a different treatment than disaster-unrelated IP flows - e.g. IP flows exchanged between the UE and the application server providing disaster-related services might need to proceed while disaster-unrelated IP flows might need to be blocked.

Observation-6:
When unified access control is activated, disaster-related IP flows might need to be allowed while disaster-unrelated IP flows might need to be blocked.
If disaster-related IP flows share a PDU session and share a QoS flow with disaster-unrelated IP flows, none of the criterias for determination of an operator-defined access category enables categorization of the disaster-related IP flows to an operator-defined access category:

-
DNN is the same for both disaster-related IP flows and disaster-unrelated IP flows;
-
5QI is the same for both disaster-related IP flows and disaster-unrelated IP flows;
-
users might use various UE applications for communication with the application server providing disaster-related services and operator might be unaware of their application ID; and
-
S-NSSAI is the same for both disaster-related IP flows and disaster-unrelated IP flows.
Observation-7:
In the most efficient deployment, none of the existing criterias for determination of operator-defined access category in 24.501 enable categorization of solely the disaster-related IP flows to an operator-defined access category.
If a packet filter is specified as a criteria for determination of an operator-defined access category, an access attempt caused by a disaster-related uplink IP packet be classifed as an operator-defined access category and could proceed while an access attempt caused by a disaster-unrelated uplink IP packet might be classified as MO data and be blocked. 

Observation-8:
In the most efficient deployment, a packet filter would enable categorization of solely the disaster-related IP flows to an operator-defined access category.

Defining a packet filter as a criteria for determination of an operator-defined access category requires the UE to match only uplink user data packet which cause establishment of user plane resources - i.e. event a) and event 5) defined in subclause 4.5.1 (see marked text below). There is no need to match every uplink user data packet against this packet filter.

--------------

4.5.1
General

When the UE wants to access the 5GS, the UE must first perform access control checks to determine if the access is allowed. Access control checks shall be perfomed for the access attempts defined by the following list of events:

a)
the UE is in 5GMM-IDLE mode over 3GPP access and an event that requires a transition to 5GMM-CONNECTED mode occurs; and
b)
the UE is in 5GMM-CONNECTED mode over 3GPP access or 5GMM-CONNECTED mode with RRC inactive indication and one of the following events occurs:

1)
5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;

2)
5GMM receives a request from upper layers to send a mobile originated SMS over NAS unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode;

3)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode;

4)
5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode; and

5)
5GMM receives a request to re-establish the user plane for an existing PDU session.
NOTE 1:
5GMM specific procedures initiated by NAS in 5GMM-CONNECTED mode are not subject to access control. E.g. a registration procedure after PS handover will not be prevented by access control.
--------------

Observation-9:
Specification of a packet filter as a criteria for determination of an operator-defined access category would NOT require matching of every single uplink packet against the packet filter.

Therefore, it is proposed to specify a packet filter as a criteria for determination of an operator-defined access category.
Proposal:
It is proposed to specify a packet filter as a criteria for determination of an operator-defined access category.

3. Conclusions

Observation-1:
Disaster-related IP flows - i.e. IP flows exchanged between a UE and an application server providing disaster-related services (e.g. Disaster Message Board Service in Japan):


(a)
can be sent via a PDU session dedicated to disaster-related services;


(b) can share a PDU session (but not QoS flow) with disaster-unrelated IP flows; or


(c) can share a PDU session and a QoS flow with disaster-unrelated IP flows.
Observation-2:
If disaster-related IP flows are sent via a PDU session dedicated to disaster-related services, this generates unnecessary load on the network caused by establishment of the PDU session dedicated to disaster-related services, which needs to be established either (a) immediately after a disaster, or (b) immediately after each registration and kept established all the time.
Observation-3:
If disaster-related IP flows share a PDU session with disaster-unrelated IP flows, but require a QoS flow dedicated to disaster-related services, this generates unnecessary load on the network caused by establishment of the QoS flow dedicated to disaster-related services, which needs to be established either (a) immediately after a disaster, or (b) immediately after each registration and kept established all the time.
Observation-4:
If disaster-related IP flows share a PDU session and share a QoS flow with disaster-unrelated IP flows, there is no unnecesary load on the network caused by 5GSM procedures - neither in non-disaster situations, nor immediately after disaster.
Observation-5:
If disaster-related IP flows share a PDU session and share a QoS flow with disaster-unrelated IP flows, then such deployment is most efficient.
Observation-6:
When unified access control is activated, disaster-related IP flows might need to be allowed while disaster-unrelated IP flows might need to be blocked.
Observation-7:
In the most efficient deployment, none of the existing criterias for determination of operator-defined access category in 24.501 enable categorization of solely the disaster-related IP flows to an operator-defined access category.
Observation-8:
In the most efficient deployment, a packet filter would enable categorization of solely the disaster-related IP flows to an operator-defined access category.

Observation-9:
Specification of a packet filter as a criteria for determination of an operator-defined access category would NOT require matching of every single uplink packet against the packet filter.

Proposal:
It is proposed to specify a packet filter as a criteria for determination of an operator-defined access category.

Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * Change * * *

4.5.3
Operator-defined access categories

Operator-defined access categories can be signalled to the UE using NAS signalling. Each operator-defined access category consists of the following parameters:
Editor's note:
The encoding of the operator-defined access categories is FFS.

Editor's note:
Whether the operator-defined access categories are sent to the UE in a CONFIGURATION UPDATE COMMAND message, a DL NAS TRANSPORT message or another NAS message is FFS.

a)
a precedence value which indicates in which order the UE shall evaluate the operator-defined categories for a match;

b)
an access category number in the 32-63 range that uniquely identifies the access category in the PLMN in which the access categories are being sent to the UE; and

c)
one or more access category criteria type and associated access category criteria type values. The access category criteria type can be set to one of the following:

1)
DNN name;

2)
5QI;

Editor's note:
Whether the 5QI is a suitable access category criteria type is FFS.
3)
OS Id + OS App Id of application triggering the access attempt;
4)
S-NSSAI; or

5)
packet filter; and
d)
optionally, a standardized access category, that is used in combination with the access identities to determine the establishment cause.

Editor's note:
Other access category criteria types, in particular whether QFI is a suitable parameter, are FFS.

NOTE:
An access category criteria type can be associated with more than one access category criteria values. In this case, the access attempt matches the access category if the access criteria for the access attempt match any of the associated access criteria type values.
If the UE is configured with operator-defined access categories for a PLMN, then access control in 5GMM-IDLE mode will only be performed for the event a) defined in subclause 4.5.1.

If the UE is configured with operator-defined access categories for a PLMN, then access control in 5GMM-CONNECTED mode and in 5GMM-CONNECTED mode with RRC inactive indication will only be performed for the events 1) to 5) defined in subclause 4.5.1.
Upon receiving a NAS signalling message with operator-defined access category definitions, the UE shall store the operator-defined access category definitions for the registered PLMN.

