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2. Reason for Change
Issue-1:
23.502 states:
-----------------------------
[bookmark: _Toc509916387]4.12.2.2	Registration procedure for untrusted non-3GPP access
...
5.	The UE shall send an IKE_AUTH request which includes an EAP-Response/5G-NAS packet that contains the Access Network parameters (AN parameters) and a Registration Request message. The AN parameters contain information that is used by the N3IWF for selecting an AMF in the 5G core network. This information includes e.g. the SUCI or the 5G-GUTI, the Selected PLMN ID, the Requested NSSAI and the Establishment cause. The Establishment cause provides the reason for requesting a signalling connection with 5GC.
NOTE 1:	The N3IWF does not send an EAP-Identity request because the UE includes its identity in the first IKE_AUTH. This is in line with RFC7296, clause 3.16.
6.	The N3IWF shall select an AMF based on the received AN parameters and local policy, as specified in TS 23.501 [2], clause 6.5.3. The N3IWF shall then forward the Registration Request received from the UE to the selected AMF within an N2 message. This message contains N2 parameters that include the Selected PLMN ID, the Establishment cause and the RAT type.
...
[bookmark: _Toc509916391]4.12.4.1	Service Request procedures via Untrusted non-3GPP Access
...
When the UE is in CM-IDLE state over non-3GPP access, the Service Request procedure via Untrusted non-3GPP Access is as described in clause 4.2.3.2 (UE Triggered Service Request) with the following exceptions:
-	The Service Request procedure is never a response to a Paging, i.e. there is no Network Triggered Service Request procedure via Untrusted non-3GPP Access.
-	The (R)AN corresponds to an N3IWF.
-	The UE establishes a "signalling IPsec SA" with the N3IWF by using the procedure specified in clause 4.12.2 for the registration via untrusted non-3GPP access. In particular, the UE includes the Service Request and the AN parameters in an EAP-5G packet, which is further encapsulated in an IKE_AUTH request.
-	The AN parameters include the Selected PLMN ID and Establishment cause. The Establishment cause provides the reason for requesting a signalling connection with the 5GC.
-	The N2 parameters sent from N3IWF to AMF include the 5G-GUTI, the Selected PLMN ID, the Establishment cause and the RAT type.
... 
-----------------------------
[bookmark: _Hlk513040108]Therefore, the UE needs to be able to provide the establishment cause to N3IWF in TS 24.502.
However, in TS 24.501, the (RRC) establishment cause is derived from access category and one or more access identities and the UE determines those via unified access control and the unified access control applies to 3GPP access only.
It is propose to extend unified access control also to non-3GPP access, with exception that authorization for the access attempts to be sent via non-3GPP access is never blocked. This ensures that the UE derives the establishment case also for access attempts sent via non-3GPP access.

This pCR also cleans up "request" to "event" when talking in general or referring to list of events in subclause 4.5.1.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501.


* * * Change * * *
[bookmark: _Toc513221278]4.5.1	General
When the UE wants to access the 5GS, the UE must first perform access control checks to determine if the access is allowed. Access control checks shall be perfomed for the access attempts defined by the following list of events:
a)	the UE is in 5GMM-IDLE mode over 3GPP access and an event that requires a transition to 5GMM-CONNECTED mode over 3GPP access occurs, or the UE is in 5GMM-IDLE mode over non-3GPP access and an event that requires a transition to 5GMM-CONNECTED mode over non-3GPP access occurs; and
b)	the UE is in 5GMM-CONNECTED mode over 3GPP access or non-3GPP access, or in 5GMM-CONNECTED mode with RRC inactive indication over 3GPP access, and one of the following events occurs:
1)	5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;
2)	5GMM receives a request from upper layers to send a mobile originated SMS over NAS unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode;
3)	5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode;
4)	5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode; and
5)	5GMM receives a request to re-establish the user-plane resources for an existing PDU session.
NOTE 1:	5GMM specific procedures initiated by NAS in 5GMM-CONNECTED mode are not subject to access control. E.g. a registration procedure after PS handover will not be prevented by access control.
Editor's note:	Whether other events need to be considered in 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication, is FFS.
When the NAS detects one of the above events, the NAS needs to perform the mapping of the event kind of request to one or more access identities and one access category. When the event is performed via 3GPP access, and lower layers will perform access barring checks for that request event based on the determined access identities and access category. When the event is performed via non-3GPP access, the event is allowed without communication with lower layers.
NOTE 2:	The NAS is aware of the above events through indications provided by upper layers or when determing the need to start 5GMM procedures through normal NAS behaviour, or both.
To determine the access identities and the access category for an event request, the NAS checks the reason for access, types of service requested and profile of the UE including UE configurations, against a set of access identities and access categories defined in 3GPP TS 22.261 [3], namely:
a)	a set of standardized access identities;
b)	a set of standardized access categories; and
c)	a set of operator-defined access categories, if available.
For the purpose of determining the applicable access identities from the set of standardized access identities defined in 3GPP TS 22.261 [3], the NAS shall follow the requirements set out in subclause 4.5.2 and the rules and actions defined in table 4.5.2.1.
For the purpose of determining the applicable access category from the set of standardized access categories and operator-defined access categories defined in 3GPP TS 22.261 [3], the NAS shall follow the requirements set out in subclause 4.5.2 and the rules and actions defined in table 4.5.2.2.
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4.5.2	Determination of the access identities and access category associated with a request for access
When the UE needs to initiate an access attempt in one of the events listed in subclause 4.5.1, the UE shall determine one or more access identities from the set of standardized access identities, and one access category from the set of standardized access categories and operator-defined access categories, to be associated with that access attempt.
The set of the access identities applicable for the eventrequest is determined by the UE in the following way:
a)	for each of the access identities 1, 2, 11, 12, 13, 14 and 15 in table 4.5.2.1, the UE shall check whether the access identity is applicable in the selected PLMN, if a new PLMN is selected, or otherwise if it is applicable in the RPLMN or equivalent PLMN; and
b)	if none of the above access identities is applicable, then access identity 0 is applicable.
Table 4.5.2.1: Access Identities (according to 3GPP TS 22.261 [3], table 6.22.2.2-1)
	Access Identity number
	UE configuration

	0
	UE is not configured with any parameters from this table

	1 (NOTE 1)
	UE is configured for Multimedia Priority Service (MPS).

	2 (NOTE 2)
	UE is configured for Mission Critical Service (MCS).

	3-10
	Reserved for future use

	11 (NOTE 3)
	Access Class 11 is configured in the UE.

	12 (NOTE 3)
	Access Class 12 is configured in the UE.

	13 (NOTE 3)
	Access Class 13 is configured in the UE.

	14 (NOTE 3)
	Access Class 14 is configured in the UE.

	15 (NOTE 3)
	Access Class 15 is configured in the UE.

	NOTE 1:	Access Identity 1 is used by UEs configured for MPS, in the PLMNs where the configuration is valid. The PLMNs where the configuration is valid are HPLMN, PLMNs equivalent to HPLMN, visited PLMNs of the home country, and configured visited PLMNs outside the home country.
NOTE 2:	Access Identity 2 is used by UEs configured for MCS, in the PLMNs where the configuration is valid. The PLMNs where the configuration is valid are HPLMN or PLMNs equivalent to HPLMN.
NOTE 3:	Access Identities 11 and 15 are valid in Home PLMN only if the EHPLMN list is not present or in any EHPLMN. Access Identities 12, 13 and 14 are valid in Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI.



The UE uses the MPS indicator bit of the 5GS network feature support IE to determine if access identity 1 is valid when the UE is not in the country of its HPLMN (see 3GPP TS 23.122 [5]). Processing of the 5GS network feature support IE in the REGISTRATION ACCEPT message is described in subclause 5.5.1.2.4 and subclause 5.5.1.3.4.
Editor's note:	Need to clarify whether access identity 1 is considered valid prior to UE receipt of the REGISTRATION ACCEPT message.
In order to determine the access category applicable for the access attempt, the NAS shall check the rules in table 4.5.2.2, and use the access category for which there is a match for barring check. If the access attempt matches more than one rule, the access category of the lowest rule number shall be selected.
Table 4.5.2.2: Mapping table for access categories
	Rule #
	Type of access attempt
	Requirements to be met
	Access Category

	1
	Response to paging
	Access attempt is for MT access

	0 (= MT_acc)


	2
	Emergency
	UE is attempting access for an emergency session (NOTE 1, NOTE 2)
	2 (= emergency)

	3
	Access attempt for operator-defined access category
	UE was provided with operator-defined access categories for the current PLMN, and access attempt is matching criteria of an operator-defined access category
	32-63 
(= based on operator classification)

	4
	Access attempt for delay tolerant service
	UE is configured for delay tolerant service, the PLMN is broadcasting one of the categories a, b or c, and the UE is a member of the broadcasted category in the selected PLMN or RPLMN/equivalent PLMN (NOTE 3)
	1 (= delay tolerant)

	5
	MO MMTel voice call
	Access attempt is for MO MMTel voice call 
or for NAS signalling connection recovery during ongoing MO MMTel voice call (NOTE 2)
	4 (= MO MMTel voice)


	6
	MO MMTel video call
	Access attempt is for MO MMTel video call 
or for NAS signalling connection recovery during ongoing MO MMTel video call (NOTE 2)
	5 (= MO MMTel video)


	7
	MO SMS over NAS or MO SMSoIP
	Access attempt is for MO SMS over NAS (NOTE 4) or MO SMS over SMSoIP transfer
or for NAS signalling connection recovery during ongoing MO SMS or SMSoIP transfer (NOTE 2)
	6 (= MO SMS and SMSoIP)


	8
	UE NAS initiated 5GMM specific procedures
	Access attempt is for MO signalling
	3 (= MO_sig)

	9
	UE NAS initiated 5GMM connection management procedures or 5GMM NAS transport procedure
	Access attempt is for MO data
	7 (= MO_data)

	NOTE 1:	This includes 5GMM specific procedures while the service is ongoing and 5GMM connection management procedures required to establish a PDU session with request type = "initial emergency request" or "existing emergency PDU session", or to re-establish radio bearers for such a PDU session.
NOTE 2:	Access for the purpose of NAS signalling connection recovery during an ongoing service is mapped to the access category of the ongoing service in order to derive an RRC establishment cause, but barring checks will be skipped for this access attempt.
NOTE 3:	If the UE selects a new PLMN, then the selected PLMN is used to check the membership; otherwise the UE uses the RLPMN or a PLMN equivalent to the RPLMN.
NOTE 4:	This includes the 5GMM connection management procedures triggered by the UE-initiated NAS transport procedure for transporting the MO SMS.
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* * * Change * * *
4.5.4.1	Access control and checking in 5GMM-IDLE mode
When the UE is in 5GMM-IDLE mode over the access via which the access attempt is to be sent, upon receiving a request from the upper layers for an access attempt, the NAS shall categorize the access attempt into access identities and an access category following subclause 4.5.2, table 4.5.2.1 and table 4.5.2.2, and subclause 4.5.3, and, if the access attempt is to be sent via 3GPP access, the NAS layer shall provide the applicable access identities and the access category to the lower layers for the purpose of access control checking.
NOTE 1:	For the access attempt to be sent via 3GPP access, tThe access barring check is performed by the lower layers. For the access attempt to be sent via non-3GPP access, access attempt is allowed.
If:
a)	 the access attempt is to be sent via 3GPP access and the lower layers indicate that the access attempt is allowed, or
b)	the access attempt is to be sent via non-3GPP access;
the NAS layer shall determine the RRC establishment cause from one or more determined access identities and the access category following the subclause 4.5.6, table 4.5.6.1. The NAS shall initiate the procedure to send the initial NAS message for the access attempt and provide the RRC establishment cause to lower layers.
If the access attempt is to be sent via 3GPP access and the lower layers indicate that the access attempt is barred, the NAS shall not initiate the procedure to send the initial NAS message for the access attempt. Additionally, if the event which triggered the access attempt was an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication, the NAS shall notify the upper layers that the access attempt is barred. Upon receiving an indication from the lower layers that access is granted, the NAS may initiate the procedure to send the initial NAS message, if still needed.
NOTE 2:	Barring timers, on a per access category basis, is run by the lower layers. At expiry of barring timers, the indication of alleviation of access barring is indicated to the NAS on a per access category basis.
* * * Change * * *
4.5.4.2	Access control and checking in 5GMM-CONNECTED mode and in 5GMM-CONNECTED mode with RRC inactive indication
When the UE is in 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication, over the access via which the access attempt is to be sent, upon detecting one of events 1) through 5) listed in subclause 4.5.1, the NAS shall categorize the corresponding access attempt into access identities and an access category following subclause 4.5.2, table 4.5.2.1 and table 4.5.2.2, and subclause 4.5.2.3, and, if the access attempt is to be sent via 3GPP access, the NAS layer shall provide the access identities and the access category to the lower layers for the purpose of access control checking.
NOTE 1:	For the access attempt to be sent via 3GPP access, the access barring check is performed by the lower layers. For the access attempt to be sent via non-3GPP access, access attempt is allowed.
If:
a)	the access attempt is to be sent via 3GPP access and the lower layers indicate that the access attempt is allowed; or
b)	the access attempt is to be sent via non-3GPP access;
, the NAS shall:
a)	determine the RRC establishment cause from one or more determined access identities , the access category following the subclause 4.5.6, table 4.5.6.1, and provide the RRC establishment cause to lower layers, if the UE is in 5GMM-CONNECTED mode with RRC inactive indication in 3GPP access; and
Editor's note:	It is FFS whether it is the NAS layer or the AS layer, which needs to determine the RRC establishment cause (or the RRC resume cause) when transiting over 3GPP access from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode due to an uplink use-data packet via re-activated PDU session.
b)	 take the following action depending on the event which triggered the access attempt:
1)	if the event which triggered the access attempt was an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication, the NAS shall notify the upper layers that the access attempt is allowed;
2)	if the event which triggered the access attempt was a request from upper layers to send a mobile originated SMS over NAS, 5GMM shall initiate the NAS transport procedure as specified in subclause 5.4.5 to send the SMS in an UL NAS TRANSPORT message;
3)	if the event which triggered the access attempt was a request from upper layers to establish a new PDU session, 5GMM shall initiate the NAS transport procedure as specified in subclause 5.4.5 to send the PDU SESSION ESTABLISHMENT REQUEST message;
4)	if the event which triggered the access attempt was a request from upper layers to modify an existing PDU session, 5GMM shall initiate the NAS transport procedure as specified in subclause 5.4.5 to send the PDU SESSION MODIFICATION REQUEST message; and
5)	if the event which triggered the access attempt was a request to re-establish the user-plane resources for an existing PDU session, 5GMM shall initiate the service request procedure as specified in subclause 5.6.1.
If the access attempt is to be sent via 3GPP access and the lower layers indicate that the access attempt is barred, the NAS shall take the following action depending on the event which triggered the access attempt:
a)	if the event which triggered the access attempt was an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication, the NAS shall notify the upper layers that the access attempt is barred. Upon receiving an indication from the lower layers that access is granted, the NAS shall notify the upper layers that access is granted;
NOTE:	In this case prohibiting the initiation of the MMTEL voice session, MMTEL video session or prohibiting sending of the SMS over IP is performed by the upper layers.
b)	if the event which triggered the access attempt was a request from upper layers to send a mobile originated SMS over NAS, 5GMM shall not initiate the NAS transport procedure as specified in subclause 5.4.5 to send the SMS in an UL NAS TRANSPORT message. Upon receiving an indication from the lower layers that access is granted, 5GMM may initiate the NAS transport procedure as specified in subclause 5.4.5 to send the SMS in an UL NAS TRANSPORT message, if still needed;
c)	if the event which triggered the access attempt was a request from upper layers to establish a new PDU session, 5GMM shall not initiate the NAS transport procedure to send the PDU SESSION ESTABLISHMENT REQUEST message. Upon receiving an indication from the lower layers that access is granted, the NAS may initiate the NAS transport procedure as specified in subclause 5.4.5, if still needed;
d)	if the event which triggered the access attempt was a request from upper layers to modify an existing PDU session modification, 5GMM shall not initiate the NAS transport procedure to send the PDU SESSION MODIFICATION REQUEST message. Upon receiving an indication from the lower layers that access is granted, the NAS may initiate the NAS transport procedure as specified in subclause 5.4.5, if still needed; and
e)-	if the event which triggered the access attempt was a request to re-establish the user-plane resources for an existing PDU session, the NAS shall not initiate the service request procedure as specified in subclause 5.6.1. Upon receiving an indication from the lower layers that access is granted, the NAS may initiate the service request procedure as specified in subclause 5.6.1, if still needed.
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[bookmark: _Toc513221283]4.5.6	Mapping between access categories/access identities and RRC establishment cause
When 5GMM requests the establishment of a NAS-signalling connection, the RRC establishment cause used by the UE shall be selected according to one or more determined access identities and the access category as specified in table 4.5.6.1. If the determined access category is an operator-specific defined access category and there is a standardized access category associated with the operator-specific defined access category as specified in subclause 4.5.3, the RRC establishment cause used by the UE is selected according to one or more determined access identities and the standardized access category associated with the operator-specific defined access category.
Table 4.5.6.1: Mapping table for access identities/access categories and RRC establishment cause
	Access identities
	Access categories
	RRC establishment cause is set to

	0
	0 (= MT_acc)
	MT access

	
	1 (= delay tolerant)
	FFS

	
	2 (= emergency)
	Emergency call

	
	3 (= MO_sig)
	MO signalling

	
	4 (= MO MMTel voice)
	MO voice call

	
	5 (= MO MMTel video)
	FFS

	
	6 (= MO SMS and SMSoIP)
	FSS

	
	7 (= MO_data)
	MO data

	1
	Any category
	"High priority access"

	2
	Any category
	"High priority access"

	11, 15
	Any category
	"High priority access"

	12,13,14,
	Any category
	"High priority access"

	NOTE:	See subclause 4.5.2, table 4.5.2.1 for use of the access identities of 0, 1, 2, and 11-15.


Editor's note:	It is FFS how to determine RRC establishment causes for the access category 1, 5, 6 and operator-defined access categories.
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