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1. Reason for change
At CT1#110, CT1 agreed to add an informative annex in TS 24.501 to specify the end-to-end interactions between the PCF and the UE for UE policy delivery. This annex contains Editors’ notes on the following open points:

1)
The encoding of the UE policy section modification list IE sent by the PCF to the UE in a MODIFY UE POLICY COMMAND message is FFS

-
As part of this encoding, an important question is what the format of the PSI (Policy Section Identifier) should be

2)
The encoding of the UE policy section modification list result IE sent by the UE to the PCF in a MODIFY UE POLICY COMMAND REJECT message is FFS

3)
How the UE re-assembles UE policy sections is FFS

4)
How the PCF indicates to the UE which modifications to perform on the policies stored at the UE is FFS

The purpose of the present document is to address these open points.
2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 v1.1.1.
* * * First Change * * * *

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

4G-GUTI
4G-Globally Unique Temporary Identifier
5GCN
5G Core Network

5G-GUTI
5G-Globally Unique Temporary Identifier
5GMM
5GS Mobility Management

5GS
5G System
5GSM
5GS Session Management
5G-S-TMSI
5G S-Temporary Mobile Subscription Identifier
5G-TMSI
5G Temporary Mobile Subscription Identifier
5QI
5G QoS Identifier

AKA
Authentication and Key Agreement

AMBR
Aggregate Maximum Bit Rate

AMF
Access and Mobility Management Function

APN
Access Point Name
DL
Downlink

DN
Data Network
DNN
Data Network Name
E-UTRAN
Evolved Universal Terrestrial Radio Access Network

EAP-AKA'
Improved Extensible Authentication Protocol method for 3rd generation Authentication and Key Agreement
EPD
Extended Protocol Discriminator
EMM
EPS Mobility Management

EPC
Evolved Packet Core Network

EPS
Evolved Packet System

ESM
EPS Session Management

Gbps
Gigabits per second
GFBR
Guaranteed Flow Bit Rate
GUAMI
Globally Unique AMF Identifier

IP-CAN
IP-Connectivity Access Network
KSI
Key Set Identifier

LADN
Local Area Data Network

LMF
Location Management Function

LPP
LTE Positioning Protocol

Mbps
Megabits per second
MFBR
Maximum Flow Bit Rate

MICO
Mobile Initiated Connection Only
N3IWF
Non-3GPP Inter-Working Function
NAI
Network Access Identifier
NR
New Radio

ngKSI
Key Set Identifier for Next Generation Radio Access Network
NSSAI
Network Slice Selection Assistance Information
PTI
Procedure Transaction Identity
QFI
QoS Flow Identifier

QoS
Quality of Service

QRI
QoS Rule Identifier

RQA
Reflective QoS Attribute

RQI
Reflective QoS Indication

(R)AN
(Radio) Access Network

S-NSSAI
Single NSSAI

SA
Security Association
SNN
Serving Network Name
SMF
Session Management Function

TA
Tracking Area
TAC
Tracking Area Code

TAI
Tracking Area Identity
Tbps
Terabits per second
UL
Uplink
UPDP
UE Policy Delivery Protocol
UPSC
UE Policy Section Code
UPSI
UE Policy Section Identifier
URN
Uniform Resource Name
URSP
UE Route Selection Policy

* * * Next Change * * * *

Annex D (normative):
UE policy delivery protocol
D.1
General
The PCF can provide the UE with one or more UE policies using the network-requested UE policy management procedure. The PCF provides each UE policy using one or more UE policy sections, each identified by a UE Policy Section Identifier (UPSI). The UPSI is composed of two parts:

a)
a PLMN ID part containing the PLMN ID for the PLMN of the PCF which provides the UE policies; and

b)
a UE Policy Section Code (UPSC) containing a value assigned by the PCF. 
The UE processes the UE policy sections, each identified by the UPSI, received from the PCF and informs the PCF of the result.
Editor's note:
How the PCF decides whether to divide a UE policy into UE policy sections needs to be specified by CT3.

The message coding rules for the messages exchanged between the UE and the PCF for UE policy delivery protocol are specified in subclause D.4.
D.2
Procedures

D.2.1
Network-requested UE policy management procedure

D.2.1.1
General

The purpose of the network-requested UE policy management procedure is to enable the network to:

a)
send one or more new UE policy sections to the UE;

b)
modify one or more UE policy sections stored at the UE; or

c)
delete one or more UE policy sections stored at the UE.

D.2.1.2
Network-requested UE policy management procedure initiation

In order to initiate the network-requested UE policy management procedure, the PCF shall encode the information about the UE policy sections to be stored, modified or deleted in a UE policy section modification list IE as specified in subclause D.5.2 and include it in a MANAGE UE POLICY COMMAND message. 


The PCF shall send the MANAGE UE POLICY COMMAND message and shall start timer T35xx (see example in figure D.2.2.1).
Editor's note: Which NAS message is used to transport the MODIFY UE POLICY COMMAND to the UE is FFS.
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Figure D.2.2.1: Network-requested UE policy management procedure
Upon receipt of the MANAGE UE POLICY COMMAND message, for each instruction included in the UE policy section management list IE, the UE shall:
a)
if the instruction indicates to store the UE policy section:

1)
attempt to delete UE policy rules and UE policy parameters stored at the UE associated with the same UPSI as the UPSI associated with the instruction, if any; and 
2)
attempt to store the UE policy rules and UE policy parameters included in the UE policy section of the instruction and associate these UE policy rules and UE policy parameters with the UPSI of the instruction; and
b)
if the instruction indicates to delete the UE policy section, attempt to delete UE policy rules and UE policy parameters stored at the UE associated with the same UPSI as the UPSI of the instruction, if any.
Editor's note:
How the PCF indicates to the UE the operation to perform on a UE policy section is FFS, e.g. by providing an operation code, or using the UPSI.



D.2.1.3
Network-requested UE policy management procedure accepted by the UE

If all instructions included in the UE policy section management list IE were executed successfully by the UE, the UE shall create a MANAGE UE POLICY COMPLETE message. The UE shall send the MANAGE UE POLICY COMPLETE message.


Editor's note:
Which NAS message is used to transport the MODIFY UE POLICY COMPLETE message sent by the UE is FFS.

Upon receipt of the MANAGE UE POLICY COMPLETE message, the PCF shall stop timer T35xx.

D.2.1.4
Network-requested UE policy management procedure not accepted by the UE

If the UE could not execute all instructions included in the UE policy section management list IE successfully, the UE shall encode the UPSI associated with the instructions which could not be executed successfully and the associated UE Policy Delivery Protocol (UPDP) cause indicating the cause of the failure in a UE policy section management result IE as specified in subclause D.5.3 and include it in a MANAGE UE POLICY COMMAND REJECT message. The UE shall then send the MANAGE UE POLICY COMMAND REJECT message.
Editor's note:
Which NAS message is used to transport the MODIFY UE POLICY COMMAND REJECT message sent by the UE is FFS.

Upon receipt of the MANAGE UE POLICY COMMAND REJECT message, the PCF shall stop timer T35xx.

Editor's note:
Further actions at the PCF upon receiving a MODIFY UE POLICY COMMAND REJECT message from the UE need to be specified by CT3.

Upon receipt of the N15 indication that the UE is not reachable, the PCF shall stop the T35xx.

Editor's note:
Further actions at the PCF upon receiving the N15 indication that the UE is not reachable need to be specified by CT3.

D.2.1.5
Abnormal cases on the network side

Editor's note:
Abnormal cases are FFS.

D.2.1.6
Abnormal cases in the UE
Editor's note:
Abnormal cases are FFS.

D.3
UE policy re-assembly at the UE

When the UE needs to apply ANSDP as specified in 3GPP TS 24.502 [18], the UE shall consider all UE policy parts with ANSDP contents currently stored at the UE.

When the UE needs to apply URSP as specified in in 3GPP TS 24.5xx [yy], the UE shall consider all UE policy parts with URSP contents currently stored at the UE.
Editor's note:
The reference to 3GPP TS 24.5xx needs to be replaced with a reference to the correct TS number for UE policies in 5GGS once the TS number is allocated.


D.4
Message coding rules

Editor's note:
The message coding rules for the messages exchanged between the UE and the PCF for UE policy delivery protocol are FFS.

D.5
Message functional definition and contents

D.5.2
Manage UE policy command

D.5.2.1
Message definition
The MANAGE UE POLICY COMMAND message is sent by the PCF to the UE to request the UE to manage UE policy sections. See table D.5.2.1.1
Message type:
MANAGE UE POLICY COMMAND
Significance:

dual

Direction:


network to UE
Table D.5.2.1.1: MANAGE UE POLICY COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PTI
	Procedure transaction identity

9.6
	M
	V
	1

	
	MANAGE UE POLICY COMMAND message identity
	UE policy delivery protocol message type

D.6.1
	M
	V
	1

	
	UE policy section management list
	UE policy section management list

D.6.2
	M
	LV-E
	3-65538


D.5.3
Manage UE policy complete

D.5.3.1
Message definition
The MANAGE UE POLICY COMPLETE message is sent by the UE to the PCF to report that all received instructions have been successfully executed at the UE. See table D.5.3.1.1
Message type:
MANAGE UE POLICY COMPLETE
Significance:

dual

Direction:


UE to network

Table D.5.3.1.1: MANAGE UE POLICY COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PTI
	Procedure transaction identity

9.6
	M
	V
	1

	
	MANAGE UE POLICY COMPLETE message identity
	UE policy delivery protocol message type

D.6.1
	M
	V
	1


D.5.4
Manage UE policy command reject

D.5.4.1
Message definition
The MANAGE UE POLICY COMMAND REJECT message is sent by the UE to the PCF to report that one or more instructions could not be successfully executed at the UE. See table D.4.4.1.1
Message type:
MANAGE UE POLICY COMMAND REJECT
Significance:

dual

Direction:


UE to network

Table D.5.4.1.1: MANAGE UE POLICY COMMAND REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PTI
	Procedure transaction identity

9.6
	M
	V
	1

	
	MANAGE UE POLICY COMMAND REJECT message identity
	UE policy delivery protocol message type

D.6.1.
	M
	V
	1

	
	UE policy section management result
	UE policy section management result
D.6.3
	M
	LV-E
	3-65538


D.6
Information elements coding

D.6.1
UE policy delivery protocol message type

Table D.6.1.1: UE policy delivery protocol message type
	Bits

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0
Reserved

0 0 0 0 0 0 0 1
MANAGE UE POLICY COMMAND message

0 0 0 0 0 0 1 0
MANAGE UE POLICY COMPLETE message

0 0 0 0 0 0 1 1
MANAGE UE POLICY COMMAND REJECT message

All other values are reserved


D.6.2
UE policy section management list

The purpose of the UE policy section management list information element is to transfer from the PCF to the UE a list of instructions to be performed at the UE for management of UE policy section stored at the UE.

The UE policy section management list information element is coded as shown in figure D.6.2.1, figure D.6.2.2, figure D.6.2.3, figure D.6.2.4, figure D.6.2.5, figure D.6.2.6, figure D.6.2.7 and table D.6.2.1.

The UE policy section management list information element has a minimum length of 15 octets and a maximum length of 65538 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE policy section management list IEI
	octet 1

	Length of UE policy section management list contents


	octet 2
octet 3

	UE policy section management list contents


	octet 4
octet z


Figure D.6.2.1: UE policy section management list information element
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE policy section management sublist (PLMN 1)

	octet 4
octet a

	UE policy section management sublist (PLMN 2)

	octet a+1

octet b

	…


	octet b+1

…

octet c

	UE policy section management sublist (PLMN N)

	octet c+1

octet z


Figure D.6.2.2: UE policy section management list contents
	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of UE policy section management sublist


	octet d
octet d+1

	
	MCC digit 1
	octet d+2

	MCC digit 2
	
	

	
	MCC digit 3
	octet d+3

	MNC digit 3
	
	

	
	MNC digit 1
	octet d+4

	MNC digit 2
	
	

	UE policy section management sublist contents


	octet d+5
octet y


Figure D.6.2.3: UE policy section management sublist
	8
	7
	6
	5
	4
	3
	2
	1
	

	Instruction 1
	octet d+5
octet e

	Instruction 2
	octet e+1

octet f

	…


	octet f+1

 …

octet g

	Instruction N
	octet g+1

octet e


Figure D.6.2.4: UE policy section management sublist contents
	8
	7
	6
	5
	4
	3
	2
	1
	

	Instruction contents length
	octet d+5
octet d+6

	UPSC
	octet d+7
octet d+8

	UE policy section contents


	octet d+9
octet k


Figure D.6.2.5: Instruction
Editor's note:
How the PCF indicates to the UE the operation to perform on a UE policy section is FFS, e.g. by providing an operation code, or using the UPSI.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE policy part 1
	octet l
octet m

	UE policy part 2
	octet m+1

octet n

	…


	octet n+1

 …

octet o

	UE policy part N
	octet o+1

octet p


Figure D.6.2.6: UE policy section contents
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE policy part contents length


	octet q

octet q+1

	0
	0
	0
	0
	UE policy part type
	octet q+2

	Spare
	
	

	UE policy part contents


	octet q+3

octet r


Figure D.6.2.7: UE policy part
Table D.6.2.1: UE policy section management list information element

	Value part of the UE policy section management list information element (octets 4 to z)

	

	The value part of the UE policy section management list information element consists of one or several UE policy section management sublists.

	

	

	UE policy section management sublist:

	

	Length of UE policy section management sublist (octets d to d+1)

	

	This field contains the binary encoding of the length of the UE policy section management sublist in units of octets.

	

	MCC, Mobile country code (octet d+2, and bits 4 to 1 of octet d+3)

	

	The MCC field is coded as in ITU-T Recommendation E.212 [30], annex A.

	

	MNC, Mobile network code (bits 8 to 5 of octet d+3, and octet d+4)

	

	The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, MNC digit 3 shall be coded as "1111".

	

	UE policy section management sublist contents (octets d+5 to y)

The UE policy section management sublist contents consist of one or several instructions.

	

	

	Instruction:

	

	Instruction contents length (octets d+5 to d+6) 

	

	This field contains the binary encoding of the instruction contents length in units of octets.

	

	UPSC (octets d+7 to d+8)

	

	This field contains the binary encoding of the UPSC. The value of the UPSC is set by the PCF.


	UE policy section contents (octets d+9 to k)

	

	The UE policy section contents consist of one or several UE policy parts.

	

	

	UE policy part:

	

	UE policy part contents length (octets q to q+1)



	This field contains the binary encoding of the UE policy part contents length in units of octets.

	

	UE policy part type (bits 4 to 1 of octet q+2)

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	Reserved

	0
	0
	0
	1
	URSP

	0
	0
	1
	0
	ANDSP

	 All other values are reserved.

	

	Bits 8 to 5 of octet q+2 are spare and shall be coded as zero.

	

	UE policy part contents

	

	This field contains a UE policy part encoded as specified in 3GPP TS 24.5xx.

	


Editor's note:
The reference to 3GPP TS 24.5xx needs to be replaced with a reference to the correct TS number for UE policies in 5GGS once the TS number is allocated.

Editor's note:
How the PCF indicates to the UE the operation to perform on a UE policy section is FFS, e.g. by providing an operation code, or using the UPSI.


D.6.3
UE policy section management result

The purpose of the UE policy section management result information element is to transfer from the UE to the PCF information about instructions for UE policy section management which the UE could not execute successfully.
The UE policy section management result information element is coded as shown in figure D.6.3.1, figure D.6.3.2, figure D.6.3.3, figure D.6.3.4, figure D.6.3.5 and table D.6.3.1.

The UE policy section management result information element has a minimum length of 10 octets and a maximum length of 65538 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE policy section management result IEI
	octet 1

	Length of UE policy section management result contents


	octet 2

octet 3

	UE policy section management result contents


	octet 4

octet z


Figure D.6.3.1: UE policy section management result information element

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE policy section management subresult (PLMN 1)


	octet 4

octet a

	UE policy section management subresult (PLMN 2)


	octet a+1

octet b

	…


	octet b+1

…

octet c

	UE policy section management subresult (PLMN N)


	octet c+1

octet z


Figure D.6.3.2: UE policy section management result contents
	8
	7
	6
	5
	4
	3
	2
	1
	

	Number of results
	octet d



	
	MCC digit 1
	octet d+1

	MCC digit 2
	
	

	
	MCC digit 3
	octet d+2

	MNC digit 3
	
	

	
	MNC digit 1
	octet d+3

	MNC digit 2
	
	

	UE policy section management subresult contents


	octet d+4
octet y


Figure D.6.3.3: UE policy section management result
	8
	7
	6
	5
	4
	3
	2
	1
	

	Result 1
	octet d+4
octet d+6

	Result 2
	octet d+7
octet d+9

	…


	octet d+10
 …

octet e

	Result N
	octet e+1

octet e+3


Figure D.6.3.4: UE policy section management result contents
	8
	7
	6
	5
	4
	3
	2
	1
	

	UPSC
	octet f

octet f+1

	Failed instruction order


	octet f+2
octet f+3

	Cause
	octet f+4



Figure D.6.3.5: Result
Table D.6.3.1: UE policy section management result information element

	Value part of the UE policy section management result information element (octets 4 to z)

	

	The value part of the UE policy section management result information element consists of one or several UE policy section management subresults.

	

	

	UE policy section management subresult:

	

	Number of results (octet d)

	

	This field contains the binary encoding of number of results included in the UE policy section management subresult.

	

	MCC, Mobile country code (octet d+2, and bits 4 to 1 of octet d+3)

	

	The MCC field is coded as in ITU-T Recommendation E.212 [30], annex A.

	

	MNC, Mobile network code (bits 8 to 5 of octet d+3, and octet d+4)

	

	The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, MNC digit 3 shall be coded as "1111".

	

	UE policy section management subresult contents (octets d+4 to y)

The UE policy section management subresult contents consist of one or several results. Each PSI field is 2 octet long and contains the binary encoding of a PSI.

	

	

	Result (octet f to f+3)

	

	UPSC (octet f to f+1)

	

	This field contains the binary encoding of the UPSC. The value of the UPSC is set by the PCF

	

	Failed instruction order (octets f+2 to f+3)

	

	This field contains the binary encoding of the order of the failed instruction in the UE policy section management sublist.

	

	Cause (octet f+4)
Bits

8 7 6 5 4 3 2 1
0 1 1 0 1 1 1 1
Protocol error, unspecified

The receiving entity shall treat any other value as 0110 1111, "protocol error, unspecified".

	



* * * End of Changes * * * *
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