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***** First change *****
5.10.1
General

As specified in 3GPP TS 23.228 [7] border control functions may be applied between two IM CN subsystems or between an IM CN subsystem and other SIP-based multimedia networks based on operator preference. The IBCF may act both as an entry point and as an exit point for a network. If it processes a SIP request received from other network it functions as an entry point (see subclause 5.10.3) and it acts as an exit point whenever it processes a SIP request sent to other network (see subclause 5.10.2).

The functionalities of the IBCF are entry and exit point procedures as defined in subclause 5.10.2 and subclause 5.10.3 and additionally can include:

-
network configuration hiding (as defined in subclause 5.10.4);

-
application level gateway (as defined in subclause 5.10.5);

-
transport plane control, i.e. QoS control (as defined in subclause 5.10.5);

-
screening of SIP signalling (as defined in subclause 5.10.6);

-
inclusion of an IWF if appropriate;

-
media transcoding control (as defined in suclause 5.10.7);
-
privacy protection (as defined in subclause 5.10.8);
-
additional routeing functionality (as defined in Annex I); and

-
invocation of an AS over the Ms reference point (as defined in subclause 5.10.10).
NOTE 1:
The functionalities performed by the IBCF are configured by the operator, and it is network specific.

The IBCF shall log all SIP requests and responses that contain a "logme" header field parameter in the SIP Session-ID header field if required by local policy.

When an IBCF acting as an exit or an entry point receives a SIP request, the IBCF may reject the SIP request based on local policy by sending an appropriate SIP 4xx response.

NOTE 2:
The local policy can take bilateral agreements between operators into consideration.

NOTE 3:
Some SIP requests can be rejected by an AS instead of the IBCF according to local policy.
The IBCF, acting as B2BUA, which is located between visited network and home network shall preserve the dialog identifier, i.e. shall not change the Call-Id header field value, the "tag" header field parameter value of the From header field in any SIP INVITE request and any SIP response to the SIP INVITE request, and shall preserve the "tag" header field parameter value of the To header field, in any SIP response to the SIP INVITE request.

NOTE 4:
The IBCF can identify whether it is located between visited network and home network based on local configuration or, if IBCF supports indicating traffic leg associated with a URI as specified in RFC 7549 [225], based on the value of the "iotl" SIP URI parameter.
If the IBCF has verified that an initial INVITE request is for a PSAP callback, then depending on local policy it may include a Priority header field with a "psap-callback" header field value in the INVITE request.

NOTE 5:
The means for the IBCF to verify that a request is for a PSAP callback is outside the scope of this specification.

When receiving a dialog creating SIP request or a SIP stand-alone request and if an IBCF acting as an entry or exit point supports indicating the traffic leg as specified in RFC 7549 [225], the IBCF can identify the II-NNI traversal scenario as described in subclause 4.13 and make policy decisions based on the II-NNI traversal scenario type. If a received request contains more than one "iotl" SIP URI parameter the IBCF shall select one of the "iotl" SIP parameters in the received request in accordance with the RFC 7549 [225].

When sending a failure response to any received request, depending on operator policy, the IBCF may insert a Response-Source header field with an "fe" header field parameter constructed with the URN namespace "urn:3gpp:fe", the fe-id part of the URN set to "ibcf" and optionally an appropriate fe-param part of the URN set in accordance with subclause 7.2.17.
***** Next change *****
5.10.10
HTTP procedures over the Ms reference point

5.10.10.1
General
General procedures over the Ms reference point is specified in clause X.2.
5.10.10.2
Procedures for an IBCF acting as an entry point
When receiving an initial INVITE or MESSAGE request containing a SIP Identity header field, the IBCF shall determine the identity to be verified by decoding the Identity header field. If the received JSON Web Token in the Identity header field is a 'shaken' passport extension as defined in draft-ietf-stir-passport-shaken [SHAKEN] the IBCF shall:
1)
send a verificationRequest, specified in annex X, to an AS over the Ms reference point: and
2)
upon receiving an HTTP 200 (OK) response to the above request, use the verstat claim from this response to populate the "verstat" tel URI parameter and add this parameter to the verified identity in the SIP From header field or the SIP P-Asserted-Identity header field in the forwarded SIP request.
Editor's Note[eSPECTRE, CR#6093]: The procedures for verifying a diverting identity needs to be added.
5.10.10.3
Procedures for an IBCF acting as an exit point

When receiving an initial INVITE or MESSAGE request containing:
NOTE:
As part of the border control procedures the IBCF can apply privacy procedures and in these cases this procedure is not needed.
1)
a "verstat" tel URI parameter in at least one of the SIP From header field or the SIP P-Asserted-Identity header field;

2)
a SIP Attestation-Info header field as defined in subclause 7.2.18; and
3)
a SIP Origination-Id header field as defined in subclause 7.2.19;
the IBCF shall send a signingRequest, specified in annex X, over the Ms reference point. When the HTTP 200 (OK) response to this request is received, the IBCF includes the "identity" claim in an Identity header field in the forwarded SIP request.
Editor's Note[eSPECTRE, CR#6093]: The procedures for signing a diverting identity needs to be added.
