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	Other comments:
	The inclusion of the Origination-Id header field in subclause 4.4.1 and annex A is done in CR#6114.


4.4.22
Origination-Id header field
A functional entity at the boundary of the trust domain will need to determine whether to remove the Origination-Id header field according to subclause 7.2.19 when SIP signalling crosses the boundary of the trust domain.
***** Next change *****
7.2.19
Definition of Origination-Id header field

Editor's note: [WI: eSPECTRE, CR#6115] as per RFC 5727 an IETF expert review is needed in order to obtain the IANA registration of this header field.

7.2.19.1
Introduction

IANA registry: Header Fields registry for the Session Initiation Protocol (SIP)
Header field name: Origination-Id
Usage: The Origination-Id header field is used only for informative purposes.

Header field specification reference: 3GPP TS 24.229, http://www.3gpp.org/ftp/Specs/archive/24_series/24.229/

When a node has performed attestation of an identity in an incoming request the node can add a unique identifier to inform about who attested the identity. When a node has attested from where it received the request, the node can send a unique identifier identifying from where the request was received. A downstream node such as an application server can use this information to provide the user with more accurate information regarding the attested identity.
7.2.19.2
Applicability statement for the Origination-Id header field
The Origination-Id header field is applicable within a single private administrative domain or between different administrative domains. 

The Origination-Id header field is applicable when:

1)
a node has performed attestation of an identity in an incoming request; or

2)
has performed gateway attestation of the request itself.

Case 1) is when a node has knowledge about the originating identity and can attest this identity based on this knowledge.
Case 2) is when a border node in a network receives a request where the border node has no relation to the originating user and the border node adds a value identifying the source of the request.
7.2.19.3
Usage of the Origination-Id header field

A node in the originating network attesting the identity of the originating user can add an Origination-Id header field to inform which node performed the identity attestation. A node at a border of a network can add an Origination-Id header field with a unique identifier identifying from where the request was received.

A downstream node can use the Origination-Id header field when providing analytics functions to inform the terminating user the trust level of the originating identity.
7.2.19.4
Procedures at the UA

There are no specific procedures specified for a UA.
7.2.19.5
Procedures at the proxy

A SIP proxy that supports this extension and receives a request may as part of its procedures insert an Origination-ID header field prior to forwarding the request. The header field is populated with a value as specified in Table 7.2.19-1.

7.2.19.6
Security considerations

The Origination-Id header field can contain a unique value identifying a specific node in the network. A network operator may want to remove this information before transporting to an utrusted entity.

A UE is not expected to receive this information.
7.2.19.7
Syntax
The syntax for Origination-Id header field is specified in table 7.2.19-1.

Table 7.2.19-1: Syntax of Origination-Id
Origination-Id        = "Origination-Id" HCOLON originator / token
originator            = UUID
The format of the UUID is as defined as in RFC 4122.
7.2.19.8
Examples of usage
A node in the originating network, such as a 3GPP S-CSCF or an application server, can when attesting the identity of an originating user insert an Origination-Id header field to provide information on who attested the identity of the originating user. This information can be used when inserting an Identity header field, or can be taken into account when informing the terminating user about the identity of the originating user.

An edge node, such as a 3GPP IBCF, receiving a message withouth any Identity header field can use the Origination-Id header field to a unique identifier of from where the request is received.

***** Next change *****
