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1
Overall description
CT1 thanks SA2 and SA3 for their LS on initial NAS message protection.
CT1 has discussed the initial NAS message protection defined in SA3 TS TS 33.501 v15.0.0 subclause 6.4.6 and would like to provide below information.

CT1 noted that this SA3 feature cannot resolve the Denial of Service (DoS) attack of non-integrity protected NAS reject in 5G due to the initial NAS message is sent still unciphered. Note that CT1 has worked on the Denial of Service (DoS) attack of non-integrity protected NAS reject in legacy systems (2G, 3G and 4G) and have agreed the enhanced requirements over UE since Rel-13 (see TS 24.008 subclause 4.1.1.6A and TS 24.301 subclause 5.3.7b). CT1 also noted that this SA3 feature cannot provide the confidentiality and privacy protection of key NAS IEs in 5G, considering some key NAS IEs (e.g. SUCI) was already concealed and some NAS IEs (e.g. UE identity, UE security capability, S-NSSAIs) both SA2 and SA3 suggested them to be cleartext IEs.
Hence, CT1 would like to ask SA3:

Question: what are real technical problems resolved by this SA3 feature and what real benefits can be gained from this SA3 feature?
CT1 also evaluated the NAS protocol impacts and required CT1 work for this SA3 feature and identified that it impacts 5G NAS protocol very much and will create a lot of work load in CT1. Considering time budget to finish 5G phase 1 in Rel-15 timeframe, CT1 intends to not implement this SA3 feature in Rel-15 and will re-evaluate it again in Rel-16.
2
Actions
To SA3
ACTION: 
CT1 kindly asks SA3 to take the information above into account and answer above question.
To SA2

ACTION: 
CT1 kindly asks SA2 to take the information above into account.
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