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1
Overall description
CT1 thanks SA2 for the LS on ciphering of initial NAS messages. CT1 has discussed the impacts on the NAS for sending Registration Request when (1) the UE has no security context, or (2) when a valid security context exists. The following modifications are required to support the protection of the Registration Request message.
1. UE has no security context

i. At the UE

a)  The NAS does not send certain IEs in the Registration Request message, and

b)  The NAS later sends these (unsent) IEs in the Security Mode Complete message which already supports a NAS container IE for this purpose
ii. At the AMF

a)  The AMF receives additional IEs in the Security Mode Complete message that are used for processing the UE’s registration
2. UE has a security context

i. Registration Request as initial NAS message

a) At the UE

1. The NAS sends some IEs in the clear
2. The NAS includes other IEs in the existing NAS container IE that should be included in the Registration Request message. The Registration Request is partially ciphered (the container is confidentiality protected)
3. The NAS uses a new value for the security header type indicating “integrity protected and partially ciphered 5GS NAS message”
ii. At the AMF

1. The AMF identifies the NAS message as being partially ciphered
2. The AMF deciphers the NAS container IE received in the Registration Request message

CT1 also discussed what other initial NAS message needs to be protected. It is CT1’s view that the Service Request message should also be partially ciphered as the IEs sent in this message are the same as some of the IEs identified to be protected for the case of Registration Request (i.e. Uplink data status, PDU session status, and the Allowed PDU session status). The required changes for applying protection to the Service Request message are as follows (similar to case 2 above):
3. Service Request as initial NAS message

a) At the UE

1. The NAS sends some IEs in the clear
2. The NAS includes other IEs in the existing NAS container IE that should be included in the Service Request message. The Service Request is partially ciphered (the container is confidentiality protected)
3. The NAS uses a new value for the security header type indicating “integrity protected and partially ciphered 5GS NAS message”
b) At the AMF

1. The AMF identifies the NAS message as being partially ciphered
2. The AMF deciphers the NAS container IE received in the Service Request message

It is possible to accommodate those identified impacts in stage3 and CT1 would like to inform SA2 and SA3 that CT1 has updated its specification to support protection of initial NAS messages as per the description above.
Moreover, it is to be noted that the IEs identified by SA2 are the only IEs that will be sent in the clear. All other IEs will only be sent protected either as part of the Security Mode Complete message, or with partial ciphering of the Registration Request message.

The agreed CT1 documents are also attached.
2
Actions
To: SA2, SA3 

ACTION: 
CT1 kindly asks SA2 and SA3 to take the above information into account and consider that protection of initial NAS messages is feasible at the NAS in Release 15.
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