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1. Introduction
In LS C1-182158, SA3 notified other WGs about an agreement to provide confidentiality for IEs of initial NAS messages when the UE has a security context. If the UE does not have a security context, the IEs for which confidentiality should be provided will be sent in the Security Mode Complete message after ciphering has been activated. 

SA3 also asked SA2 to provide feedback about the IEs that can be sent unciphered in the initial NAS message. The response from SA2 in LS C1-183055 provides the list of these IEs that should not be ciphered as follows:

· UE identity

· Requested NSSAI

· Last registered TAI

· UE security information (better determined by SA3), e.g. the ngKSI and the UE security capabilities

· Additional GUTI

· indication that the UE is moving from EPC (called “UE status” in TS 24.501)

· the EPS TAU message
In addition, SA2 asked CT1 to evaluate the impact on the NAS protocol of the SA3 initial NAS message protection solution and provide feedback to SA2 and SA3. This document discusses that aspect and provides a conclusion regarding ciphering IEs for initial NAS messages.

2. Discussion
The Registration Request message is shown below, where the IEs in yellow highlight are those indicated by SA2 as IEs that should be sent in the clear. Needless to justify, the following IEs: Extended Protocol Discriminator, Security Header Typer, Spare Half Octet, Registration request message identity (Message type), and 5GS registration type should also be sent in the clear.
Table 8.2.6.1.1: REGISTRATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended Protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration request message identity
	Message type

9.7
	M
	V
	1

	
	5GS registration type
	5GS registration type

9.8.3.7
	M
	V
	1/2

	
	ngKSI
	NAS key set identifier

9.8.3.29
	M
	V
	1/2

	
	5GS mobile identity
	5GS mobile identity

9.8.3.4
	M
	LV
	5-12

	55
	NonceUE
	Nonce

9.8.3.35
	O
	TV
	5

	10
	5GMM capability
	5GMM capability

9.8.3.1
	O
	TLV
	4-15

	2E
	UE security capability
	UE security capability

9.8.3.57
	O
	TLV
	4-6

	2F
	Requested NSSAI
	NSSAI

9.8.3.36
	O
	TLV
	4-74

	52
	Last visited registered TAI
	Tracking area identity

9.8.3.53
	O
	TV
	6

	30
	S1 UE network capability


	S1 UE network capability

9.8.3.46
	O
	TLV
	4-15

	40
	Uplink data status
	Uplink data status
9.8.2.3
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status

9.8.2.2
	O
	TLV
	4-34

	B-
	MICO indication
	MICO indication
9.8.3.28
	O
	TV
	1

	2B
	UE status
	UE status

9.8.3.59
	O
	TLV
	3

	2C
	Additional GUTI
	5GS mobile identity

9.8.3.4
	O
	TLV
	TBD

	C-
	SMS requested
	SMS requested

9.8.3.52
	O
	TV
	1

	7C
	EPS NAS message container
	EPS NAS message container
9.8.3.20
	O
	TLV-E
	TBD

	25
	Allowed PDU session status
	Allowed PDU session status

9.8.3.9
	O
	TLV
	4-34

	TBD
	Policy section identifier list
	Policy section identifier list

9.8.3.42
	O
	TBD
	TBD

	60
	UE's usage setting
	UE's usage setting

9.8.3.58
	O
	TLV
	3


The following cases discuss the implications of SA3’s agreement when the UE does not have a security context, or when a security context exits in the UE, and the Registration Request message needs to be sent for initial registration.

CASE 1: THE UE DOES NOT HAVE A SECURITY CONTEXT
Consider the case of initial registration when the UE has no security context. According to the SA3 agreements, the UE will hold off sending some IEs until the sending of the Security Mode Complete message.

It is obvious that the agreement itself consequentially introduces a change to the Registration Request, however, it is important to note the following points. 

With the current registration procedure (when the UE does not have a security context), it is the case that unprotected registrations will lead to authenticating the UE. If authentication fails, the UE will be in state 5GMM-Deregistered (assuming access is for normal service, i.e. registration type is not set to "emergency registration"). As such, even if the UE provides all IEs in the Registration Request but authentication fails, the IEs will be of no use.

If the authentication succeeds, the network will continue to take a 5G NAS security context into use by sending the Security Mode Command message to the UE. If the security mode procedure is successful, only then can the registration potentially succeed and the network then sends the Registration Accept message to the UE, after having considered the UE’s IEs capabilities and requests e.g. for MICO, SMS, etc (that were sent in the Registration Request). In effect, all IEs that may have previously been sent by a UE in the Registration Request will be of no use if either the authentication or the security mode procedure fails. 

Observation 1: when either the authentication or security mode procedure is unsuccessful, all IEs sent in the Registration Request will be of no use.

Now consider SA3’s agreement - if the UE sends other IEs in the Security Mode Complete message, these IEs will still be available at the AMF in time for processing the UE’s request. Therefore, as long as the IEs are available at the AMF when the security mode procedure succeeds, the AMF is able to process the registration and send a Registration Accept.
Observation 2: sending additional IEs in Security Mode Complete message still enables the AMF to receive all required IEs from the UE in order to process the registration request.

Note that the Security Mode Complete message (shown below from 24.501) already includes a NAS message container IE that can be used to send the additional IEs in a protected manner. 

Table 8.2.26.1.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

9.6
	M
	V
	1

	2C
	IMEISV
	5G mobile identity

9.8.3.4
	O
	TLV
	TBD

	7D
	NAS message container
	NAS message container

9.8.3.31
	O
	TLV-E
	3-n


8.2.26.3
NAS message container

The UE shall include this information element:

a)
if during an ongoing registration procedure, the AMF included HASHAMF in the SECURITY MODE COMMAND message and HASHAMF has a different value from the hash value locally calculated at the UE as described in 3GPP TS 33.501 [22]; and

b)
when the UE has sent an initial NAS message with a limited set of IEs before the SECURITY MODE COMMAND message was received and the UE needs to include the complete initial NAS message in the SECURITY MODE COMPLETE message, as described in 3GPP TS 33.501 [22].
Conclusion 1: during registration for a UE that does not have security context, the SA3 agreement leads to a change in the current NAS design as follows:

· At the UE

· the NAS does not send certain IEs in the Registration Request message, and

· the NAS later sends these (unsent) IEs in the Security Mode Complete message which already supports a NAS message container IE for this purpose
· At the AMF

· The AMF receives additional IEs in the Security Mode Complete message that are used for processing the UE’s registration
However, this does not affect the overall functionality of the registration procedure. Furthermore, as the NAS design and specification is not yet frozen, changes can be done to NAS procedures and messages as it is currently done for other ongoing topics.

CASE 2: THE UE HAS A SECURITY CONTEXT
On the other hand, when the UE has a security context, the UE sends the Registration Request with some IEs in the clear (as listed above and per SA3 agreements), but other IEs can be sent with confidentiality protection. Again, this change to the NAS is a consequence of providing confidentiality protection, however, this does not alter the overall functionality of the registration procedure. 
In other words, by applying such a partial protection, the AMF still has all the information needed to process the registration request (e.g. UE identity and ngKSI are sent in clear enabling the AMF to identify the UE/security context to decipher what has been protected). 

Again, note that the NAS design and specification is still undergoing changes due to other developments CT1, SA2 or other groups such as SA3.

With regards to how these ciphered IEs should be sent, it should be noted that some of the IEs that SA2 identifed are mandatorty IEs (e.g. ngKSI) while others are optional, but all the identified IEs should be sent in the clear. The Registration Request then has mandatory IEs that needs to be sent, and optional IEs that may be sent in the clear (as identified by SA2).

To send other ciphered optional IEs, a new container is needed in the Registration Request message to carry these IEs. Since the Security Mode Complete message already defines and uses the NAS message container IE which can carry additional IEs for the same purpose, then this container can be used for the Registration Request message as well. The UE should cipher the NAS message container IE (containing the additional optional IEs) and include it in the Registration Request message which then becomes partially ciphered. Once deciphered at the AMF, the AMF can process each IE in the container as normal.

The table below shows the new contents of the Registration Request message with the NAS message container IE:
Table 8.2.6.1.1: REGISTRATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended Protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration request message identity
	Message type

9.7
	M
	V
	1

	
	5GS registration type
	5GS registration type

9.8.3.7
	M
	V
	1/2

	
	ngKSI
	NAS key set identifier

9.8.3.29
	M
	V
	1/2

	
	5GS mobile identity
	5GS mobile identity

9.8.3.4
	M
	LV
	5-12

	55
	NonceUE
	Nonce

9.8.3.35
	O
	TV
	5

	10
	5GMM capability
	5GMM capability

9.8.3.1
	O
	TLV
	4-15

	2E
	UE security capability
	UE security capability

9.8.3.57
	O
	TLV
	4-6

	2F
	Requested NSSAI
	NSSAI

9.8.3.36
	O
	TLV
	4-74

	52
	Last visited registered TAI
	Tracking area identity

9.8.3.53
	O
	TV
	6

	30
	S1 UE network capability
	S1 UE network capability

9.8.3.46
	O
	TLV
	4-15

	40
	Uplink data status
	Uplink data status
9.8.2.3
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status

9.8.2.2
	O
	TLV
	4-34

	B-
	MICO indication
	MICO indication
9.8.3.28
	O
	TV
	1

	2B
	UE status
	UE status

9.8.3.59
	O
	TLV
	3

	2C
	Additional GUTI
	5GS mobile identity

9.8.3.4
	O
	TLV
	TBD

	C-
	SMS requested
	SMS requested

9.8.3.52
	O
	TV
	1

	7C
	EPS NAS message container
	EPS NAS message container
9.8.3.20
	O
	TLV-E
	TBD

	25
	Allowed PDU session status
	Allowed PDU session status

9.8.3.9
	O
	TLV
	4-34

	TBD
	Policy section identifier list
	Policy section identifier list

9.8.3.42
	O
	TBD
	TBD

	60
	UE's usage setting
	UE's usage setting

9.8.3.58
	O
	TLV
	3

	7D
	NAS message container
	NAS message container

9.8.3.31
	O
	TLV-E
	4-n


Editor's note:
 The content of the REGISTRATION REQUEST message when a limited set of IEs including those needed to establish security in the initial message when it has no NAS security context is FFS.
Finally, one more change that needs to be done at the NAS is to define a new value for the security header type to indicate that the 5GS NAS message is integrity protected and partially ciphered. This can be done as there are enough code points for the Security header type IE.
Conclusion 2: during registration for a UE that has a security context, the SA3 agreement to apply partial ciphering for registration will have the following impacts to the NAS:

· At the UE

· The NAS sends some IEs in the clear
· The NAS includes other IEs in the existing NAS message container IE that should be included in the Registration Request message. The Registration Request is partially ciphered (the container is confidentiality protected)
· The NAS uses a new value for the security header type indicating “integrity protected and partially ciphered 5GS NAS message”
· At the AMF

· The AMF identifies the NAS message as being partially ciphered
· The AMF deciphers the NAS message container IE received in the Registration Request message

However, the AMF is still able to process the registration request as all IEs from the UE will be available at the AMF. Furthermore, as the NAS design and specification is not yet frozen, changes can be done to NAS procedures and messages as it is currently done for other ongoing topics.

IEs that should not be sent in the clear 
The LS from SA2 lists the IEs that should not be ciphered. The other mandatory IEs (listed earlier above) should also not be ciphered. 

Other than these, the following IEs should be ciphered: 

S1 UE network capability, Uplink data status, PDU session status, MICO indication, SMS requested, Allowed PDU session status, Policy section identifier list, UE's usage setting.
Note that after the UE is registered, then registration requests due to mobility or periodic updates should be partially ciphered as well, and the IEs listed above, if needed to be sent, should be sent in the NAS message container IE.

Conclusion 3: other than the mandatory IEs and optional IEs identified by SA2, all other optional IEs should be ciphered if the UE has a security context when it sends a Registration Request. 
Also, registration requests due to mobility or periodic update should be partially ciphered as discussed above.

Other Initial Messages that Should be Protected

SA2 in their reply LS asked SA3 to indicate which other initial NAS messages, other than the Registration Request, should be subject to protection. Although this question is directed to SA3, CT1 can nevertheless provide an opinion about it.

The other initial NAS messages are: Service Request, and Deregistration Request. 

The Deregistration Request contains mandatory IEs only that must always be sent. As such the Deregistration Request cannot be ciphered.

The Service Request has mandatory IEs that need to be sent unciphered. The other optional IEs in the message include Uplink data status, PDU session status, and the Allowed PDU session status. Since these IEs should be ciphered if sent during a registration procedure (as discussed above), then these IEs should also be ciphered when the Service Request message is sent. 
Note that the Service Request message can only be sent when the UE is already registered and hence the UE would have a valid security context.

Therefore, partial ciphering should be applied to the Service Request message. The existing NAS message container IE can be used for the service request and all the optional IEs, if need to be sent, should be included in this container.

Conclusion 4: 
· Apart from Registration Request, the only other initial NAS message that should be partially ciphered when a security context exists is the Service Request message. All optional IEs in this message should be ciphered. 

· The existing NAS message container IE can be also used for the service request to carry protected IEs

· The identified impacts are as follows (similar to the case of Registration Request with security context)

· At the UE

· The NAS sends some IEs in the clear
· The NAS includes other IEs in the existing NAS message container IE that should be included in the Service Request message. The Service Request is partially ciphered (the container is confidentiality protected)
· The NAS uses a new value for the security header type indicating “integrity protected and partially ciphered 5GS NAS message”
· At the AMF

· The AMF identifies the NAS message as being partially ciphered
· The AMF deciphers the NAS message container IE received in the Service Request message

3. Conclusions

This document has discussed the LS response from SA2 to SA3 regarding ciphering of initial NAS messages. CT1 has been asked to determine the impacts of this on the NAS protocol.

As discussed, the following impacts on the NAS protocol can be identified:
1. UE has no security context

i. At the UE

a)  The NAS does not send certain IEs in the Registration Request message, and

b)  The NAS later sends these (unsent) IEs in the Security Mode Complete message which already supports a NAS message container IE for this purpose
ii. At the AMF

a)  The AMF receives additional IEs in the Security Mode Complete message that are used for processing the UE’s registration
As described earlier, for initial registration with no security, despite these changes to the NAS, the network will still be able to receive all IEs (in a protected manner) in order to process the registration. Hence, no impact on the overall procedure is foreseen.

2. UE has a security context

i. Registration Request as initial NAS message

a) At the UE

1. The NAS sends some IEs in the clear
2. The NAS includes other IEs in the existing NAS message container IE that should be included in the Registration Request message. The Registration Request is partially ciphered (the container is confidentiality protected)
3. The NAS uses a new value for the security header type indicating “integrity protected and partially ciphered 5GS NAS message”
ii. At the AMF

1. The AMF identifies the NAS message as being partially ciphered
2. The AMF deciphers the NAS message container IE received in the Registration Request message

iii. Service Request as initial NAS message

a) At the UE

1. The NAS sends some IEs in the clear
2. The NAS includes other IEs in the existing NAS message container IE that should be included in the Service Request message. The Service Request is partially ciphered (the container is confidentiality protected)
3. The NAS uses a new value for the security header type indicating “integrity protected and partially ciphered 5GS NAS message”
b) At the AMF

1. The AMF identifies the NAS message as being partially ciphered
2. The AMF deciphers the NAS message container IE received in the Service Request message

As described earlier, for registration procedure when security context exists, all IEs that should be protected will be carried in the existing NAS message container IE and hence the network will receive all the requried IEs (with some IEs protected) to process the request. Hence, no impact on the overall procedure is foreseen.

For the service request message, since some of the IEs that the message can carry should be protected if sent during registration, then these IEs should also be protected if sent as part of the service request procedure. Since the UE can only send the service request when it is registered and hence the UE has a valid security context, then the UE can also apply partial ciphering for this message. The optional IEs of this message, if need to be sent, should be included as part of the NAS message container IE that will be protected.

As the NAS specification and design for Release 15 is not yet frozen, the changes discussed in this paper can be adopted in this meeting. CT1 is still updating the NAS specification as new agreements are made either in CT1 group or in other groups such as SA2. Hence, it should be noted that the "impacts" are against a specification that is still in development.

Finally, it is proposed to adopt the proposals and changes discussed for initial NAS message protection. 

Document C1-183200 contains the required changes to TS 24.501. It is also proposed to send an LS back to SA2 and SA3 to inform them about the identified changes, and that despite these impacts it is feasible for CT1 to adopt the SA3 agreements. A draft LS reply can be found in C1-183201.

